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Note by the President of the Security Council 


In paragraph 2 of its resolution 2515 (2020), the Security Council requested the 
Panel of Experts established pursuant to resolution 1874 (2009) to provide a midterm 
report to the Council with its findings and recommendations. 


Accordingly, the President hereby circulates the report received from the Panel 
of Experts (see annex). 
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Letter dated 26 August 2020 from the Panel of Experts established 
pursuant to resolution 1874 (2009) addressed to the President of 
the Security Council 


The Panel of Experts established pursuant to Security Council resolution 1874 
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 
resolution 2515 (2020), the midterm report on its work. 


The report was provided to the Security Council Committee established 
pursuant to resolution 1718 (2006) on 3 August 2020 and was considered by the 
Committee on 25 August 2020. 


The Panel would appreciate it if the present letter and the report were brought 
to the attention of the members of the Security Council and issued as a document of 
the Council. 


Panel of Experts established pursuant to 
Security Council resolution 1874 (2009) 
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Letter dated 3 August 2020 from the Panel of Experts established 
pursuant to resolution 1874 (2009) addressed to the Chair of the 
Security Council Committee established pursuant to resolution 
1718 (2006) 


The Panel of Experts established pursuant to Security Council resolution 1874 
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 
resolution 2515 (2020), the midterm report on its work. 


The Panel would appreciate it if the present letter and the report were brought 
to the attention of the members of the Security Council Committee established 
pursuant to resolution 1718 (2006). 


Panel of Experts established pursuant to 
Security Council resolution 1874 (2009) 
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Report of the Panel of Experts established pursuant to 
resolution 1874 (2009) 
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Summary 


In 2020, the Democratic People’s Republic of Korea reaffirmed its 
commitment to retaining and developing its nuclear and ballistic missile 
programmes, in violation of Security Council resolutions. No nuclear tests have 
been announced since September 2017; however, the Democratic People’s Republic 
of Korea has maintained its nuclear facilities and has continued to produce fissile 
material. It has continued to develop infrastructure and capacity for its ballistic 
missile programme. It carried out no intercontinental or medium-range missile 
launches during the reporting period, but in March 2020 it conducted four launch 
tests of short-range ballistic missile systems tested in 2019, firing at least eight 
missiles. The Panel of Experts established pursuant to Security Council resolution 
1874 (2009) continued to investigate efforts by the Democratic People’s Republic 
of Korea to procure from overseas material and technology for these programmes. 


The Democratic People’s Republic of Korea announced border closures, 
restrictions and special quarantine measures in response to coronavirus disease 
(COVID-19). These measures affected the cross-border transportation of goods and 
movement of people by air, land and sea. The re-entry into the Democratic People’s 
Republic of Korea of its own nationals and the entry of foreign nationals remains 
generally prohibited. There are currently no international flights. Maritime 
shipments, reduced but never fully halted, have resumed. There is limited rail freight 
and road transportation. 


The Democratic People’s Republic of Korea has continued to violate Security 
Council resolutions through the illicit import of refined petroleum products through 
ship-to-ship transfers and direct deliveries. Foreign-flagged tankers making illicit 
direct deliveries in the period included many vessels investigated by the Panel in its 
previous final report, published in March 2020 (S/2020/151). The Panel received a 
copy of a report from 43 Member States containing imagery, data and calculations 
covering the period from | January to 30 May 2020. The Member States estimated 
that deliveries of refined petroleum products to the Democratic People’s Republic 
of Korea during that period alone already far exceeded the aggregate amount of 
500,000 barrels set by the Security Council as the annual ceiling for 2020. China 
and the Russian Federation responded that the report was based on assumptions and 
estimations, and that the information and evidence was insufficient to conclude that 
the ceiling had been exceeded. The United States of America responded that the 
evidence was robust in quality and quantity and sufficient. The Democratic People’s 
Republic of Korea and foreign-flagged vessels and their owners continued elaborate 
evasion practices. 


The Democratic People’s Republic of Korea continued to flout Security 
Council resolutions through illicit maritime exports of coal, although it suspended 
such exports temporarily between late January and early March 2020. Satellite 
imagery provided by a Member State and information shows that in this period 
multiple vessels of the Democratic People’s Republic of Korea continued to conduct 
ship-to-ship transfers in waters of another Member State and made deliveries of coal 
(see section III). The Democratic People’s Republic of Korea has continued to earn 
income from the illicit transfer of fishing rights. 
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The Panel continued to investigate imports by the Democratic People’s 
Republic of Korea of luxury items, such as vehicles and alcohol. The Panel obtained 
new information on previously reported cases. Imports during the reporting period 
were sporadic. 


The Panel continued investigations into access by the Democratic People’s 
Republic of Korea to international banking channels, including through its own 
bank representatives, joint ventures, shell companies and the use of virtual assets. 
The Panel continues to investigate and report on how the Democratic People’s 
Republic of Korea converts virtual assets into fiat currency. 


The Panel has investigated cyberactivity by the Democratic People’s Republic 
of Korea in violation of sanctions, mostly led by the designated Reconnaissance 
General Bureau. In addition to obtaining fiat currency and virtual assets in violation 
of sanctions, the Democratic People’s Republic of Korea has also evaded sanctions 
through targeted attacks against officials of Member States on the Security Council 
and the Panel. 


The Panel investigated reports of information technology and other workers 
of the Democratic People’s Republic of Korea dispatched to earn income overseas 
by the designated Munitions Industry Department of the Workers’ Party of Korea. 
It also investigated reports of nationals of the Democratic People’s Republic of 
Korea continuing to earn income overseas after the 22 December 2019 deadline for 
their repatriation, including as professional athletes, medical professionals and 
factory, restaurant and construction workers. To date, only around 40 Member States 
have submitted final implementation reports on the repatriation requirement, for 
which the deadline was 22 March 2020. 


The Panel reports on investigations relating to embargoes and designated 
entities, including cases relating to the Mansudae Overseas Project Group, Korea 
Mining Development Trading Corporation representatives overseas, gold 
smuggling, an unsuccessful historical attempt by diplomats of the Democratic 
People’s Republic of Korea to procure defence materiel, and alleged military 
cooperation. The Panel has updated its investigations of attempts by the Democratic 
People’s Republic of Korea to earn income from the commercial use of its overseas 
diplomatic premises. 


The sanctions resolutions are not intended to have adverse consequences for 
the civilian population or to affect negatively the operations of humanitarian 
organizations in the Democratic People’s Republic of Korea. There can be little 
doubt, however, that they have had negative effects, although this is difficult to 
disaggregate from other external and internal factors. These effects were further 
compounded by measures taken in response to COVID-19, which also constrained 
the ability of the United Nations and other organizations to conduct and monitor 
humanitarian operations within the country. The Security Council Committee 
established pursuant to resolution 1718 (2006) has accelerated consideration of 
COVID-19-related humanitarian exemption requests and exercised flexibility with 
regard to extensions of the exemption period. 


The Panel recommends a series of practical measures to provide the Security 
Council, the Committee and Member States with additional tools with which to 
address challenges and shortcomings in the implementation of the relevant 
resolutions. 








20-10434 


5/211 


S/2020/840 





Contents 
Page 
I. Introduction 3 ¢ ii 25 4 gp cdhaha oc: Seth oad Gee dade Ge Bees dts eo eed OU OE DEM Eve wey eRe 7 
II. Recent activities related to the nuclear and ballistic missile programmes ................. 7 
Ill. Sectoral and maritime sanctions.......... 200... 11 
IV. Embargoes, designated entities and individuals, and overseas workers ................... 26 
Vi. JPMane cy. 65. er ea edie Oh spot Ne ER Ge ee pw eA ae ew ade pe wee Ga eke Cae ea 43 
VI... ‘Unintended impact.of sanctions .«.<.. ccd coe ich ke ea dae es Hee ee See es 45 
VII. National implementation reports ........ 00.0. eect eee 46 
MITE. JRECOMMENAALIONS oi gencaules, manic were instr iigs i eAnden meetin Rew mandipt ReelBhcar hs Gagme meats eepcigtn tee heh cheating eeanle edoat 46 
AMMEXES* nyc bas hagas Shaheed oh Ue A ee aga RE whee OE a ey BEG oe Ee Pee abe Ga ee 47 


* The annexes are being circulated in the language of submission only and without formal editing. 


6/211 20-10434 


S/2020/840 





20-10434 


I. 


Introduction 


1.  Inparagraph 2 of its resolution 2515 (2020), the Security Council requested the 
Panel of Experts established pursuant to resolution 1874 (2009) to provide the 
Security Council Committee established pursuant to resolution 1718 (2006) with a 
midterm report with its findings and recommendations. The present report covers the 
period from 8 February to 3 August 2020. The reporting period has coincided with 
the emergence of the coronavirus disease (COVID-19) pandemic, to which the 
Democratic People’s Republic of Korea responded rapidly with border control and 
other measures (see annex 1). 


Recent activities related to the nuclear and ballistic 
missile programmes 


Nuclear 


2. The Democratic People’s Republic of Korea is continuing its nuclear 
programme, including the production of highly enriched uranium and construction of 
an experimental light water reactor. A Member State assessed that the Democratic 
People’s Republic of Korea is continuing production of nuclear weapons. 


3. Several Member States indicated that the uranium enrichment facility in 
Yongbyon is still operating. A Member State reported the removal of one of the six 
cooling devices at this uranium enrichment facility in March 2020, although the 
Member State did not determine the purpose or consequence of this work. Several 
Member States indicated that construction of the experimental light water reactor in 
Yongbyon was ongoing (see annex 2). The uranium mine and yellow-cake production 
plant in Pyongsan is operating (see annex 3). 


4. Concerning plutonium production, the Panel has not obtained information 
indicating the restart of the operation of the 5 MW (e) reactor or extraction of spent 
fuel rods irradiated through the last operation cycle, between mid-2016 and mid-2018, 
although the period of suspended operation is sufficient for the cooling and extraction 
of the spent fuel.! This could be the longest interval between activities related to 
plutonium production campaigns. 


5.  Atthe Punggye-ri test site, intermittent activities, including snow clearing in the 
main administrative support area, continuous foot passage to the portals and the 
presence of groups of personnel and vehicles, were observed during the reporting 
period through satellite imagery. Those activities suggest that the site is in a restricted 
area and that groundskeeping and monitoring activities are conducted. As only the 
entrances of tunnels were known to have been destroyed and there is no indication of 
comprehensive demolition of tunnels, a Member State assessed that, once decided, 
two to three months would be sufficient to reconstitute one of the tunnels, reinstall 
the infrastructure required to support a test and emplace a test device (see annex 4). 


6. Several Member States conveyed their assessments of the development of the 
nuclear capability of the Democratic People’s Republic of Korea, stating that through its 
activities, including the past six tests, it has probably developed miniaturized nuclear 
devices to fit into the warheads of its ballistic missiles. A Member State assesses that the 
Democratic People’s Republic of Korea may seek to further develop miniaturization in 
order to allow the incorporation of technological improvements, such as penetration aid 
packages, or, potentially, to develop multiple warhead systems. 


A Member State stated that the fuel could be stored inside the fuel pond building of the 5 MW (e) 
reactor or in the fuel rods storage building of the reprocessing facility. 
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7. Several Member States replied to the Panel that they do not have information to 
confirm that the facility in Kangson (see S/2019/171, para. 172) is for uranium 
enrichment (see annex 5). A Member State noted that it had never observed the storage 
of UF6 cylinders near the possible main production building. 


8. According to a Member State, at the end of 2018, the Second Economic 
Committee (KPe.032) attempted to procure multiple dual-use items which could be 
used for the nuclear programmes and ballistic missile programmes (see annex 6). This 
indicates that the Democratic People’s Republic of Korea continued efforts to procure 
dual-use “choke-point items” from foreign sources (see S/2020/151, para. 200). 


9. It was reported that at the Fourth Enlarged Meeting of the Seventh Central 
Military Commission of the Workers’ Party of Korea, led by Chairman Kim Jong Un, 
“new policies for further increasing the nuclear war deterrence of the country and 
putting the strategic armed forces on a high alert operation” were proposed.’ 


Ballistic missiles 


10. Since the beginning of 2020, the Democratic People’s Republic of Korea has 
continued to develop its ballistic missile programme at an intense pace to bring the 
new ballistic missiles revealed in 2019 up to the level of operational weapon systems 
and to reinforce its ballistic missile bases and the industrial infrastructure related to 
the ballistic missile programme. Overseas prospecting for specific technologies and 
components remains a challenge for the programme. 


11. During the series of four launch tests in March 2020, the Democratic People’s 
Republic of Korea launched at least eight solid-propellant short-range missiles, 
combining ballistic missile and guidance technologies.* This is a high frequency of 
tests within a given time. In particular, the interval between the firing of identical 
missiles within a test was drastically reduced (see table 1 and annex 7). The 2020 
firing trials were likely a development or training exercise designed to validate the 
performance of the missile systems (see S/2020/151, para. 194 and table 3, and table 1 
below). 


? Korean Central News Agency, 24 May 2020. 
3 Two experts expressed the view that the nature and technology of projectiles launched by the 
Democratic People’s Republic of Korea in March 2020 was not clear. 
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Table 1 


Launches of ballistic missiles or systems using ballistic missile technology by the Democratic People’s Republic of Korea in March 2020 
(the missile landing locations are off its eastern coast) (see annex 7) 





Date and time 


(local) Reported type 


I. 2 Mar. 1237 SRBM (KN-25); 


hours same as II and IV 
(24 Aug., 10 Sept., 
31 Oct. and possibly 
28 Nov. 2019) 

From 28 Feb. MLRS (KN-09) 

to 2 Mar. 240 mm 300 mm 


Il. 9 Mar. 0736 SRBM (KN-25); 


hours same as I and IV 
MLRS (KN-09) 

240 mm 300 mm 

III. 21 Mar. SRBM (KN-24); 
0645 and same as 10 and 
0650 hours 16 August 2019 

IV. 29 Mar. SRBM (KN-25); 
0610 hours same as I and II 


Source: Member States, the Panel. 


Number 


2 


2 or 3 


Reported launch location 


Wonsan area 


14 km from eastern 
Wonsan area 
39°9'19.66"N 
127°36'26.85"E 


Sondok area 


Sondok area 


Pyongan area; near 
Sonchon according 
to a Member State 


Wonsan area 


Reported 
distance 
travelled 
(kilometres) 


240 


200 


410 


230 


Reported 
apogee 
(kilometres) 


35 


50 


50 


30 


Remark 
Probably an operational training test 
integrated into a military exercise 


Wheeled TEL with four launch tubes (if 
KCNA pictures are genuine; images 
resembled those from 28 Nov. 2019) 


TBL: 20 seconds 


Operational training test for artillery and 
MLRS during “joint strike military drills” 
(see annex 7, figure 7-1) 


Probably one KN-25 launch failed. 
Member States only counted two BMs 


TBL: 20 seconds and 1 minute 


Possibly two KN-09 were also launched 


Possible depressed with pull-up trajectory 
TBL: 5 minutes 
Tracked TEL (if KCNA photographs are 


genuine; images showed a tracked 6-tube 
TEL instead of a wheeled 4-tube TEL) 


TBL: 20 seconds 


Korean Central 
News Agency 
classification 


Multiple- 
launch 
rocket — 
long-range 
artillery 


Joint strike 
military 
drills 


Front-line 
long-range 
artillery 


Front-line 
long-range 
artillery 


Tactical 
guided 
weapon 


Super-large 
multiple 
rocket 


Abbreviations: BM, ballistic missile; KCNA, Korean Central News Agency; MLRS, multiple-launch rocket system; SRBM, short-range ballistic missile; TBL, time between 


launches; TEL, transporter erector launcher. 
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12. Activity observed at the secure boat basin of the Sinpo south naval shipyard 
since May 2020 could be related to the handling of submarine-launched ballistic 
missiles or preparations for a further submarine-launched ballistic missile launch test. 
A container (around 16—17 metres long and around 2.5 metres wide, large enough to 
carry a Pukkuksong-1 or Pukkuksong-3 missile), has been detected since 27 May 
2020 near the canopy at almost the same location’ where a container was detected on 
23 September 2019, 10 days before the submarine-launched ballistic missile launch 
test on 2 October 2019 (see annex 8 and S/2020/151, annex 58.7, figures 58.7.1 and 
58.7.3). 


13. According to a Member State, the level of activity is constant on six ballistic 
missile bases referred to by the Panel® (see S/2020/151, para. 198; S/2019/691, annex 32, 
para. 5; and S/2019/171, annex 84, para. 3). They are operational, and much work is 
still in progress at those bases (see annex 9). 


14. Near the Sanum Dong production hall® in the Sanum Dong scientific and 
ballistic missile research complex, specific activities were observed from January to 
June 2020 (see annex 10). 


15. The upgrading of the March 16 Factory automotive plant in Pyongsong (see 
S/2020/151, para. 198) has continued. Surroundings of the new adjacent building’ 
have been cleared and work on the renovation of the western building has continued 
since 2018, while the activity of large vehicles has been detected, with wide-arched 
tyre traces possibly left by a transporter erector launcher (see annex 11). 


16. New facilities® located 2 kilometres south-west of Pyongyang Sunan International 
Airport and currently under construction (dubbed the “Sil-li Ballistic Missile Support 
Facility”)? could be related to the ballistic missile programme infrastructure. Analysis 
of satellite imagery and comparison with well-known ballistic missile facilities, 
taking into account the buildings recently constructed on the site, the proximity of 
underground galleries integrated into the complex and the use of Pyongyang Sunan 
International Airport in the ballistic missile programme, suggests that the site could 
correspond to a ballistic missile assembly facility or a training facility (see annex 12). 


17. The upgrading of the Sohae (Tongchang-ri) satellite launching ground continues, 
with the renovation of the roads and pathways around and inside the site from early 
March 2020 (see annex 13 and S/2020/151, para. 198 and annex 62). 


Intangible transfer of technology 


18. Continuing its investigation of the various means used by the Democratic 
People’s Republic of Korea to procure technologies!° through intangible transfers, 
such as international scientific collaborations (see S/2020/151, para. 201), the Panel 


Location: 40°1'33.70"N 128°9'57.69"E. 

The names of the bases are commonly referred to as “Sino-ri missile operating base” 
(39°38'41.52"N 125°21'19.71"E); “Yeongjeo-dong missile base” (41°19'31.57"N 127°5'42.56"E 
to 41°19'36.94"N 127°5'53.94"E); “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E); 
“Kumchon-ri missile operating base” (38°57'52.48"N 127°35'11.98"E); “Sakkanmol missile 
operating base” (38°36'10.20"N 126°3'57.43"E); and “Sangnam-ri missile operating base” 
(40°50'7.46"N 128°32'47.42"E). The coordinates do not represent the entire sites. 

Location: 39°8'30.32"N 125°46'0.11"E. 

Location: 39°16'52.08"N 125°52'12.76"E. 

Location: 39°10'50.56"N 125°39'50.01"E. 

A specific Center for Strategic and International Studies-Beyond Parallel and Jane’s joint survey 
and report of 5 May 2020 provided an analysis that characterized the site as a ballistic missile 
assembly facility (see Joseph Bermudez, “Sil-li Ballistic Missile Support Facility”, 5 May 2020, 
available at https://beyondparallel.csis.org/sil-li-ballistic-missile-support-facility). 

See annex 6, related to the recent procurement activity by the Second Economic Committee of 
the Munitions Industry Department. 
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has identified a risk that Democratic People’s Republic of Korea researchers working 
in the editorial teams of international scientific and technical journals might be a 
channel for the intangible transfer of technology. Such researchers could collect 
information on and identify specific studies and researchers, as well as cutting-edge 
scientific institutes (see annex 14). 


Sectoral and maritime sanctions 


Tanker deliveries to the Democratic People’s Republic of Korea 
Direct deliveries and ship-to-ship transfers 


19. Maritime shipments to the Democratic People’s Republic of Korea, while 
affected and temporarily reduced, did not come to a standstill amid the COVID-19 
pandemic, and the country continued to import refined petroleum through illicit ship - 
to-ship transfers and through illicit direct deliveries. Democratic People’s Republic 
of Korea tankers and other tankers continued to offload their refined petroleum 
mainly at the Marine Import Terminal at Nampo, via petroleum delivery lines at pier 
or off-pier at petroleum buoys.!! 


20. In paragraph 5 of its resolution 2397 (2017), the Security Council decided that 
Member States shall prohibit the direct and indirect supply to the Democratic People’s 
Republic of Korea of all refined petroleum products. The Council also decided that 
the provision shall not apply to the procurement by the Democratic People’s Republic 
of Korea of refined petroleum products up to an aggregate amount of 500,000 barrels !” 
in a period of 12 calendar months, provided that Member States notified the Security 
Council Committee established pursuant to resolution 1718 (2006) of those shipments 
in accordance with the requirements of that paragraph. Accordingly, only shipments 
notified in compliance with paragraph 5 are permitted, regardless of whether notified 
shipments have reached the aggregate ceiling.” 


21. On 24 July 2020, the Panel received a copy of a report submitted by 43 Member 
States to the Chair of the Committee (see annex 15). The report contains data (covering 
the period from 1 January to 30 May 2020) on tanker deliveries of refined petroleum 
products into the Democratic People’s Republic of Korea, as well as related satellite 
images.'* The Member States reported a total of 56 illicit deliveries (by Democratic 
People’s Republic of Korea tankers and other tankers) of refined petroleum to ports in 
the Democratic People’s Republic of Korea during the first five months of 2020, a 
decrease compared to 2019, in which 56 tanker deliveries were conducted in the first 
three months of the year. '° Despite the lower vessel count, the Member States assessed 


Underwater pipelines attached to offloading buoys are used to transfer fuel from vessels to the 
terminals in the Nampo port complex (see also S/2019/171, para. 24). 

The Committee has yet to agree upon a conversion rate for notifications made in tons into barrels 
(see S/2020/151, para. 4 and footnote 3). China notified the Committee of shipments between 
January and May 2020 amounting to 1,813.64 tons. The Russian Federation notified the 
Committee of shipments during the period of 11,481.523 tons, giving a combined total for the 
period of 13,295.163 tons. In a report to the Committee of 24 July 2020 (see para. 21 below), 43 
Member States calculated this as equating to 106,094.17 barrels. On 27 July, the Russian 
Federation and China replied that this conversion from tons to barrels was not properly founded 
in the absence of an agreed conversion rate within the Committee. 

Two experts are of the view that this sentence constitutes unnecessary broadening of 
interpretation of the resolution. 

The compilation of the data and images is consistent with previous reports from a Member State 
which the Panel has received since 2018, including a report received on 15 May 2020 covering 
the period from 1 January to 31 March 2020, and the content investigated by the Panel. 

The total number of observed tanker deliveries during the first 10 months of 2019 was 221 
according to a Member State (see S/2020/151, annex 1). 
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that the volume of those illicit deliveries was not substantially different given the 
proportion of higher capacity (formerly) foreign-flagged tankers'© and may have 
amounted to between around 600,000 and around 1.6 million barrels, !’ exceeding the 
aggregate ceiling stipulated in paragraph 5 of resolution 2397 (2017). None of the 
shipments appear to have been notified to the Committee in compliance with that 
paragraph. China responded that the report of 24 July submitted by 43 Member States 
“did not provide an accurate amount of refined petroleum products in each shipment, 
and the conclusion of the report is only based on assumptions and estimates”. China 
also responded: “It is neither scientific nor prudent to reach a conclusion that the 
annual limit has been exceeded based on estimations.” The Russian Federation 
responded that the report “does not provide objective, accurate and verifiable 
information or have enough solid imagery evidence”. The United States of America 
responded: “The images included in the report are robust in their quality and quantity 
and clearly demonstrate a breach of the cap.” The full responses by China, the Russian 
Federation and the United States are contained in annex 16. 


Recommendations 


22. The Panel reiterates its recommendation that the Committee agree upon a 
conversion rate between tons and barrels for refined petroleum products. '® 


23. The Panel reiterates its recommendation that Member States report any 
known transfers of refined petroleum products to the Democratic People’s 
Republic of Korea in full conformity with resolution 2397 (2017). 


Evasion methods 


24. Details of evasion methods employed by suspect vessels that the Panel has 
observed in the course of its investigations are contained in annex 17. 


Foreign-flagged and unknown-flagged vessels conducting direct deliveries 


25. The Panel has recommended a list of current and formerly foreign-flagged 
tankers that directly delivered refined petroleum to the Democratic People’s Republic 
of Korea to be designated for violating paragraph 5 of resolution 2397 (2017) (see 
S/2020/151, paras. 10-27, 43 and 44 and annex 1). Of those tankers, the Bonvoy 3 
(International Maritime Organization (IMO) No. 8978784), Diamond 8 (IMO 
No. 9132612), Hokong (IMO No. 9006758), Sen Lin 01, also known as Kwang Chon 2 
(IMO No. 8910378), Tianyou, also known as Sin P(h)yong 2 (IMO No. 8817007), 
Subblic (IMO No. 8126082), Unica (IMO No. 8514306) and Yun Hong 8 (maritime 
mobile service identity No. 413459380) have been reported by Member States to 
continue such deliveries during the observed time frame of January to May 2020 (see 
annex 15).!° Those vessels are liable to seizure when they enter ports or territorial 
waters of other States (see resolution 2397 (2017), para. 9). 


Based on Member State calculations of the total of illicit deliveries, the volumes from January to 
May 2020 equalled those from January to May 2019 given the larger-capacity tankers calling at 
Democratic People’s Republic of Korea ports (see annex 15 and S/2019/691, annex 1). 

The 43 Member States have estimated the amount of petroleum products delivered to the 
Democratic People’s Republic of Korea by the vessels observed making deliveries between 
January and May 2020 to be nearly 600,000 barrels at 33 per cent laden, over 900,000 barrels at 
50 per cent laden and over 1.6 million barrels at 90 per cent laden. 

Two experts are of the view that there is no need to reiterate recommendations that are already 
on the Committee’s agenda. 

Of the vessels observed conducting direct deliveries in 2019, the designated New Regent (IMO 
No. 8312497) and the Vifine (IMO No. 9045962) were not reported to have delivered refined 
petroleum during the first five months of 2020, while the Viet Tin 0] (IMO No. 8508838) has 
been detained in Malaysia since December 2019. 
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Figure I 


Transition to Democratic People’s Republic of Korea vessels 


26. Two tankers named in previous Panel reports subsequently joined the 
Democratic People’s Republic of Korea fleet as flagged vessels. The Tianyou was 
registered by the Democratic People’s Republic of Korea as the Sin P(h)yong 2 in 
August 20197 and the Sen Lin 01, recorded in satellite imagery in a dry-dock facility 
of the Democratic People’s Republic of Korea at Nampo on 20 August 2019 (see 
S/2020/151, para. 14), was registered as the Kwang Chon 2 in October 2019.7! 


Transition to direct delivery vessels 


27. In 2020, the unknown-flagged New Konk (IMO No. 9036387) (see S/2020/151, 
para. 32) began delivering illicit cargo directly to Nampo (see figure I). The vessel 
was reported by Member States to have conducted deliveries at Nampo on at least six 
occasions from January to May 2020. Following a ship-to-ship transfer in June 2019 
with the Vifine (IMO No. 9045962), a direct delivery vessel, the New Konk was 
deregistered from the Sierra Leone flag registry in October 2019.” 


New Konk at Nampo delivering refined petroleum 


ee 
MV NEW KONK Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 25:22:02 E 


MIV NEW KONK Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125-22:07 E 





Source: Member State. 
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28. The New Konk shares the same registered owner, ship manager and operator as 
the Vifine (see S/2020/151, paras. 18, 19 and 32). The Panel continued its 
investigations into New Konk Ocean International Co. Ltd. (hereafter New Konk 
Ocean), the vessel’s registered owner, ship manager and operator since May 2019.” 
New Konk Ocean has yet to respond to the Panel’s enquiries. According to Hong 
Kong corporate registry records, a Chinese national, Ms. Qian,™ has served as 
Director of the company. The Panel sought the assistance of China concerning 
Ms. Qian and information she may have on the vessel’s deliveries. China replied that, 
to date, the investigations have not yet been completed. 


20 Sin Pyong 2 as informed by a Member State in May 2020; Sin Phyong 2 as subsequently 
recorded by IHS Markit in an update on vessels flagged under the Democratic People’s Republic 
of Korea as submitted by the country in July 2020 (accessed on 22 July 2020). 

21 THS Markit (accessed on 22 July 2020). 

22 THS Markit (accessed on 28 November 2019). 

3 Information from IMO website. 

°4 Ms. Qian is listed at an address in Yunnan Province, China. 
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Continued direct deliveries 


29. Larger-capacity former and current foreign-flagged tankers were observed to 
have conducted multiple deliveries to the Democratic People’s Republic of Korea in 
2020. They included the largest recorded direct delivery tanker, the Sierra Leone- 
flagged Diamond 8 (IMO No. 9132612), with a dead weight tonnage” of 
approximately eight times the Saebyol, also known as Chong Rim 2 (IMO 
No. 8916293), one of the most active Democratic People’s Republic of Korea tankers. 
The Panel assesses the use of larger-capacity direct delivery tankers to be a more 
efficient method of delivery than ship-to-ship transfers conducted by Democratic 
People’s Republic of Korea tankers with smaller vessels before returning to port. 


Diamond 8 


30. The Panel continued to observe the Diamond 8 conducting suspicious voyages 
after the vessel had delivered refined petroleum at Nampo on or around 27 October 
2019 (see S/2020/151, paras. 21 and 44 and annex 1). A commercial maritime 
platform showed the vessel without an automatic identification system signal for 
14 days in February and 10 days in March 2020 while sailing north through the Yellow 
Sea. The Diamond 8’s February 2020 voyage exhibited clear similarities with its 
October 2019 voyage in terms of route, location and loss of automatic identification 
system transmission signal. Imagery provided by a Member State confirmed that the 
Diamond 8 made at least two port calls at Nampo in February and March 2020 to 
deliver refined petroleum (see figure II). The Panel has written to Sierra Leone and is 
awaiting a response. Since October 2019, the Diamond 8 appears to have primarily 
loitered in waters off Kaohsiung port. On 26 May 2020, the Panel observed that the 
vessel had reported a scheduled port call at Nantong later the same day and had sought 
the assistance of China. 


°> Refers to the cargo, stores, ballast, bunker fuel and crew the vessel can transport. 
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Figure II 


Left to right (top and bottom): similarity of the Diamond 8’s voyages in October 2019 and February 2020; 
Diamond 8 at Nampo port in February and March 2020*° 
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Source: Member State, Windward. 
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31. The Panel continued its enquiries into the individuals and entities facilitating 
the vessel’s activity. A company, Vanguard Ship Management Co. Ltd. (hereafter 
Vanguard Ship), with a registered address in Indonesia, is listed as the vessel’s ship 
manager and operator as of September 2019 and also serves as the “care of” address 
of the Diamond 8’s registered owner.”’ Indonesia stated that Vanguard Ship is not a 
registered shipping agency operating in Indonesia and has neither licences nor 
appropriate permits issued to it, and neither the company nor the vessel are listed in 
the databases of Indonesia (see annex 18). 


32. The Panel notes that according to historical automatic identification system 
data, the vessel operating at that time as the Royal Ace sailed to Wonsan port on or 
around 4 June and 30 August 2017 and to Chongjin port on or around 10 November 
2017, indicating the vessel’s past trading history with the Democratic People’s 


°6 All featured dates attributed to Windward in the report are in Eastern Standard Time. 
7 Address information submitted to various maritime databases, including information on a 
different vessel registered under Vanguard Ship. 
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Republic of Korea. The Panel has yet to ascertain any association between the vessel’s 
previous and current owners and managers. 


Ship-to-ship transfers 


33. The Panel assesses that the Democratic People’s Republic of Korea continues 
to utilize ship-to-ship transfers as the primary means to obtain its refined petroleum 
and evade quotas imposed by the Security Council. Affected areas where Democratic 
People’s Republic of Korea tankers have been known to conduct illicit ship-to-ship 
transfers as reported by a Member State and observed by the Panel are shown in 
annex 19. The Panel is investigating the following cases of illicit ship-to-ship 
activities conducted with Democratic People’s Republic of Korea tankers under 
subterfuge and through night-time transfers in the East China Sea as reported by 
Member States (see annex 20 for details): 


* Sam Jong 2 (IMO No. 7408873)8 and an unidentified vessel on or around 
9 January 2020. 


* Myong Ryu I (IMO No. 8532413)” and the Panama-flagged Infinite Luck (IMO 
No. 9063811) on or around 10 January 2020. Panama has responded to the Panel 
with documentation that the Panel is reviewing. The /nfinite Luck’s registered 
owner, Uniform Shipping Co. Ltd. HK, has yet to reply to the Panel. 
Investigations continue. 


Detained vessels 
Courageous, also known as Sea Prima 


34. The Panel continued its investigations into the Sea Prima (IMO No. 8617524), 
which conducted a ship-to-ship transfer with the Saebyol in September 2019, a month 
after the Sea Prima had been deleted from its last flag registry.*° The vessel recorded 
a name change to Courageous in January 2020 and sailed under the Cameroon flag, 
following a gap of at least two months when the vessel was recorded without a flag. *! 
The Panel has written to Cameroon concerning the vessel’s flag status and associated 
registration information and is awaiting a response. Cambodian authorities detained 
the vessel when it was found to be flying a Cambodian flag without the permission of 
the requisite authorities on or around 6 February 2020. The Panel notes that since 
August 2015, when Cambodia closed its ship registry, any claim by a ship to be sailing 
under the Cambodian flag is false. 


35. Between 2017 and 2019, the vessel was also found to have conducted ship-to- 
ship transfers on five occasions from larger supplier tankers. The vessel in turn 
transferred the refined petroleum to smaller boats in waters off Taiwan Province of 
China.*? Cambodian authorities reported that the vessel had directly delivered refined 
petroleum to Nampo on one occasion and confirmed the Panel’s earlier report of the 
vessel’s ship-to-ship transfer with a Democratic People’s Republic of Korea tanker. 
Further investigations are required to determine whether any of the transfers that took 
place with the smaller boats were linked to sanctions evasion activities of the 
Democratic People’s Republic of Korea. 


36. The vessel was carrying a crew of 16 with no petroleum cargo when it was 
detained. The ship particulars document (see annex 21) confirms the vessel’s owner as 


°8 Designated for an asset freeze and port ban in March 2018. 

2°? Recommended by the Panel for designation (see S/2020/151, paras. 40 and 46, and S/2019/171, 
para. 50). 

3° THS Markit (accessed on 25 November 2019). 

3! IMO website. 

32 Two experts are of the view that this information can be further corroborated. 
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33 


34 


35 


New Eastern Shipping Co. Ltd. (hereafter New Eastern), a company with a registered 
address in Xiamen, China, and the vessel’s management company as Courage 
Maritime,*? a company incorporated in Belize. The Courageous’ owner and management 
company do not appear to have an online commercial presence or to publicly disclose 
their contact details. Information obtained in the course of the Panel’s investigations 
shows that the vessel was purchased in July 2019 from the previous owner through 
brokers and agents based in Singapore and Kaohsiung city, respectively. 


37. Preliminary investigations into the individuals associated with the Courageous 
indicate at least an association between the vessel and Singapore-based individuals. A 
Mr. Kwek, whose company provided port and other related services to the Viet Tin 01 
when the vessel was at port in January and February 2019, allegedly represented the 
buyer, New Eastern, during preparations for the handover of the vessel. The Panel 
sought Mr. Kwek’s assistance on his role and activities relating to the vessel as well as 
New Eastern or its associates. Mr. Kwek replied that owing to the current COVID-19 
pandemic, replies are generally much slower and stated that he would revert with a 
response. 


38. A shipping agency based in Kaohsiung city (company-KC) allegedly served as 
agents representing New Eastern. Company-KC responded that it did not know New 
Eastern, had no idea of any contacts concluded with New Eastern or its 
representatives and served as “a shipping agency only for the vessel to drop anchor 
in September” (2019). Company-KC further indicated that records of payments and 
bank account details requested by the Panel for services rendered for the Courageous 
were “not available”. The Panel sought further clarification from company-KC. 
Investigations continue. 


Viet Tin 01 


39. The Panel continued its investigations into the port call of the Viet Nam-flagged 
Viet Tin 01 (IMO No. 8508838) at Nampo on and around 26 February 2019 and of 
individuals and entities that facilitated the vessel’s activities (see S/2020/151, para. 43 
and annex 12, and S/2019/691, paras. 10-12). According to Mr. Kwek, his company 
(“company-K”) was appointed by both the vessel’s owner (Viet Nam-based Viet Trust 
Shipping Corporation, hereafter Viet Trust) and charterer (China-based Happy 
Shipping Co. Ltd.) to serve as the port shipping agent when the vessel was in port in 
Singapore from 31 January to 3 February 2020. Both the owner and charterer 
instructed him to declare on the port clearance certificate the next port of call as Hong 
Kong, China, prior to the vessel’s departure (see annex 22).*4 Documents dated 
between 29 January and | February 2019 for the purchase of refined petroleum 
on-board the Viet Tin 0J show T Energy International Co. Ltd. (hereafter T Energy) 
as the buyer. Viet Nam had previously informed the Panel that the vessel owner was 
a victim of fraudulent and unlawful appropriation of the vessel’s use by foreign entities. 


40. T Energy purchased the refined petroleum on-board the Viet Tin 01 from 
Continental Platform Pte. Ltd. (hereafter Continental Platform) following termination 
of the contract by company-K with T Energy in November 2018.* The Panel 
continues to investigate discrepancies between the payment made by T Energy to a 
United States dollar account of company-K and the amount transferred from 
company-K to a Singapore dollar account held by Continental Platform. The Panel 


The company is listed on a maritime database platform as the vessel’s document of compliance 
company and technical manager. 

The vessel subsequently transmitted several different destinations before sailing to Nampo. Voyage 
tracking data in commercial maritime databases and port data accessible to the Panel do not 
indicate any port entry or for the vessel to have been near some of its reported port destinations. 
Information according to Mr. Kwek. 
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has yet to receive a response from Mr. Kwek. T Energy has yet to respond to the 
Panel’s repeated enquiries. The Panel continues to trace the history of the vessel’s cargo. 


41. Malaysia confirmed the detention of the Viet Tin 0J since 8 December 2019 on 
the basis of the vessel being a potential obstruction hazard while anchored in a 
maritime navigation lane. Apart from a deck log book (entries from July to August 
2019), master’s night order log book (entries from September 2018 to June 2019) and 
crew list, no relevant records typically carried on-board the vessel were found with 
regard to shipping and navigation documentation, communications and certificates 
sought by the Panel. The Panel notes that the deck log book dates are outside the 
Panel’s investigative period. The night order log book did not register entries on or 
around 26 and 27 February 2019 and logged the vessel as “sailing at Yellow Sea” and 
at “Bohai Sea” immediately prior to and following the dates. The Panel notes that 
other logs and documentation not identified on-board the vessel would inform of the 
vessel’s location on or around those dates. 


42. Malaysian authorities issued a letter via the vessel’s shipping agent requesting 
that the vessel’s owner claim, take charge and move the vessel. The owner, owing to 
health conditions that prevented travel, indicated his intention to sell the vessel to 
settle the outstanding charges and fees incurred. The sale of the vessel to a new owner 
was finalized in March 2020, with the intention to prepare the vessel for departure 
from Malaysia at the end of August 2020. At a court hearing in June 2020, fines were 
imposed for two charged offences, which were settled by the shipping agent on behalf 
of the owner. A fine was imposed on the ship owner for the cost of salvaging the 
vessel, to be settled prior to the vessel’s release. 


43. In comparing documentation received from various parties, the Panel notes that 
the Master of the Viet Tin 01, a Myanmar national, has the same name, nationality and 
date of birth as the Master of the Courageous. Two other crew members who were 
on-board the Viet Tin 01 were also listed on the crew list of the Courageous.*° 
Investigations continue. 


Maritime exports from the Democratic People’s Republic of Korea 


44. Violations of Security Council resolutions banning the export of coal from the 
Democratic People’s Republic of Korea continue. A Member State reported that coal 
exports had been suspended from around the end of January until late March 2020, 
coinciding with the publicly reported restrictions by the Democratic People’s Republic 
of Korea on international trade and travel to counter the spread of COVID-19. While 
most Democratic People’s Republic of Korea vessels that were already conducting 
coal shipments at the time continued with those shipments, dozens of Democratic 
People’s Republic of Korea vessels appeared anchored outside Nampo lock gate 
during the suspension period, very likely resulting in fewer shipments of sanctioned 
goods traded over the period. The Panel observed a similar phenomenon of vessels 
idling along the Taedong River (see annex 23). The same Member State reported that 
some Democratic People’s Republic of Korea vessels began importing humanitarian 
aid, such as food and fertilizer, from China during the suspension period. *” 


36 The Courageous was recorded on Windward as sailing from Kaohsiung port in mid-February 


2020 towards the port of Sihanoukville, Cambodia, following an automatic identification system 
transmission gap from August to December 2019. 

During that period, the Panel observed a number of Democratic People’s Republic of Korea 
vessels transmitting an automatic identification system signal as they sailed between the 
Democratic People’s Republic of Korea and some Chinese ports. A number of those vessels had 
typically not transmitted an automatic identification system signal in a while, with the longest 
stretching over a period of two years. 


37 
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45. According to the Member State, the Democratic People’s Republic of Korea 
resumed coal exports in late March 2020 when three vessels loaded coal at Chongjin, 
sailed to the Ningbo-Zhoushan area, and offloaded coal in Chinese territorial waters. 
Coal export activity from ports along the Taedong River resumed in late April 2020. 
This time frame for the resumption of coal exports by the Democratic People’s 
Republic of Korea is consistent with ship movements observed in cases investigated 
by the Panel. 


46. The Panel continues to investigate the presence of multiple Democratic People’s 
Republic of Korea vessels in the waters off Ningbo-Zhoushan, where they continue 
to be observed at a given point (see S/2020/151, para. 69, and S/2019/691, para. 19). 
Satellite imagery provided by a Member State recorded some Democratic People’s 
Republic of Korea vessels loading coal at Nampo and Taean ports prior to arriving in 
Chinese waters, where several of the vessels were shown at anchor with cargo hatches 
open with what appeared to be coal (see annex 24). A number of those vessels were 
recorded within kilometres*® of the Chinese coast (see annex 25).*” 


47. According to the Member State, since the Democratic People’s Republic of 
Korea resumed the export of coal, at least 32 of its vessels have left the country laden 
with coal, and at least 33 shipments had been conducted as at 7 May 2020. The 
Member State has assessed that the vast majority, if not all, of these shipments were 
delivered to China and offloaded in the Ningbo-Zhoushan area through ship-to-ship 
transfer. 


48. Commercial satellite imagery, material from open sources and the Panel’s 
assessment of the vessels overall align with the information provided by the Member 
State. A number of the Democratic People’s Republic of Korea vessels that the 
Member State has recorded making shipments have previously been reported by the 
Panel as having transferred or trans-shipped their coal. These vessels include the Kal 
Ma (IMO No. 8503228) (see S/2019/171, annex 13), Jang Un (IMO No. 8822260) 
(ibid., annex 15), Phyong An (IMO No. 8606410) (see S/2020/151, figure 15), Jin 
Hung 9 (IMO No. 9035967) (ibid., annex 15), Un Bong 2 (IMO No. 8913186) (see 
S/2018/171, para. 59), Hae Song 1 (IMO No. 8995990) (see S/2020/151, figure 15), 
Su Song (IMO No. 9024889) (see S/2019/691, para. 19), Nam Dae Chon (IMO 
No. 9138680) (see S/2019/171, annex 15) and the designated Ji Nam San (IMO 
No. 9114555) (see S/2018/171, para. 59), with the latter sanctioned by the Security 
Council in 2018 for trans-shipment of coal from the Democratic People’s Republic of 
Korea while sailing as the Ul Ji Bong 6. In some cases, Democratic People’s Republic 
of Korea vessels were shown alongside lighters, barges and floating cranes that are 
typically used to offload cargo in ship-to-ship transfers at sea. None of the vessels 
appeared on commercial maritime platforms to be transmitting automatic 
identification system signals during the relevant periods of investigations, with most 
not transmitting such signals for a significant period of time,*° indicating that the 
Democratic People’s Republic of Korea continues to avoid providing tracking data of 
the routes and waters where its vessels trade. 


Kal Ma and Jang Un 


49. The Kal Ma (IMO No. 8503228) was recorded on satellite imagery loading coal 
on or around 21 April 2020 at Taean, Democratic People’s Republic of Korea. Another 
Democratic People’s Republic of Korea vessel, the Jang Un (IMO No. 8822260), was 


38 Democratic People’s Republic of Korea vessels were recorded on satellite imagery anchored 
within | nautical mile of, or less than 2 kilometres from, the Chinese coastline. 

°° Two experts are of the view that the information in this paragraph and the following paragraph 
can be further corroborated. 

40 A gap of at least a year of automatic identification system signal transmission. 
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Figure III 


featured on the same day loading coal at Nampo. Satellite imagery recorded both 
vessels anchored in the Ningbo-Zhoushan area on or around 3 May 2020, where the 
Member State assessed that the vessels offloaded their coal (see figure III). The Kal 
Ma and the Jang Un were featured in previous Panel reports for exporting Democratic 
People’s Republic of Korea-origin coal (see , annexes 13 and 15). 


Left to right (top and bottom): the Kal Ma and the Jang Un loading coal in April 2020; both 
vessels at anchor near Ningbo-Zhoushan in May 2020; the Jang Un conducting ship-to-ship 
transfer off the Gulf of Tonkin in September 2018 
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Source: Member State; map: the Panel; commercial maritime platform: Windward, annotated by the Panel. 
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50. The Panel also investigated the following Democratic People’s Republic of 
Korea vessels at Ningbo-Zhoushan in April 2020 and sought the assistance of China 
(see annex 26): 


¢ Jin Hung 9 (IMO No. 9035967) exporting coal from the Democratic People’s 
Republic of Korea in April 2020. 


« New Dawn (IMO No. 9135494) conducting suspect voyage and transmitting 
false identifiers in January to February and April to May 2020. 


51. China replied that on vessels in the Panel’s letters which are suspected to make 
ship-to-ship transfers, so far the investigations have not been completed yet. China 
replied that if any Chinese vessel, individual or entity was proven to be involved in 
illegal ship-to-ship transfers, the Chinese law enforcement authority would prosecute 
them in accordance with laws and regulations. 


DEM. PEOPLES: 
REP.OF KOREA 
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Transition of bulk carriers to Democratic People’s Republic of Korea vessels to 
conduct illicit activities 


Tae Pyong, also known as Great Wenshan 


52. The Panel is investigating the transition of the Tae Pyong, also known as Great 
Wenshan (IMO No. 9018751) to the Democratic People’s Republic of Korea in 20207 
as well as its illicit export of Democratic People’s Republic of Korea-origin coal. In 
its resolutions, the Security Council prohibits the Democratic People’s Republic of 
Korea from acquiring directly or indirectly, through supply, sale or transfer, new or 
used vessels, as well as prohibiting non-Democratic People’s Republic of Korea 
nationals from owning, leasing, operating, chartering, crewing and providing other 
associated services to Democratic People’s Republic of Korea vessels. The case 
highlights the vessel’s maiden voyage to the Democratic People’s Republic of Korea 
and the change of identifiers soon after deletion from a third-country flag registry; 
identifier manipulation throughout the vessel’s voyages to and from the Democratic 
People’s Republic of Korea to transport its coal; and limited owner and management 
information. 


53. Inlate December 2019, the formerly Panama-flagged Great Wenshan registered 
an automatic identification system transmission outside the port of Xiamen, China, 
with an unknown destination of “Order”, prior to sailing out of the port area.” The 
vessel’s historical routes showed it primarily operating in the South China Sea and 
parts of the East China Sea since December 2018, marking the vessel’s northward 
journey towards the Yellow Sea on or around 29 December 2019 as a departure from 
its normal trading route. The vessel, which was deregistered from Panama on 
5 January 2020, recorded an automatic identification system transmission on or 
around 6 January 2020 in Nampo. At some point in 2020, the vessel changed its name 
to Tae Pyong, sailing under the Democratic People’s Republic of Korea flag. 


Manipulation of vessel identifiers 


54. Automatic identification system transmission records indicate that a vessel with 
the same identifiers as the Zae Pyong, transmitting as Pak, conducted a port call at 
Nampo on or around 24 April 2020, proceeded to sail into Chinese waters in the 
Hangzhou Bay area three days later, and returned to the Democratic People’s Republic 
of Korea on or around 4 May 2020. The vessel continued to manipulate its identifiers, 
including spoofing another vessel, and subsequently transmitted as the Tae Phyong.®* 
In the course of the Panel’s investigation, a Member State provided satellite imagery 
showing the Tae Pyong loading coal at Nampo on or around 18 January 2020 and 
remaining laden on the Taedong River until April 2020, when it sailed to the Ningbo- 
Zhoushan area. The Member State assessed that the Tae Pyong offloaded its coal in 
Chinese waters (see figure IV). The vessel returned to the Democratic People’s 
Republic of Korea on or around 5 May 2020. The vessel, transmitting as Pak, 
conducted a similar voyage to the Ningbo-Zhoushan area on 30 May 2020, returning 
to the Democratic People’s Republic of Korea five days later. 


4! Maritime databases and IMO website. 
*” Windward. 
43 Name change to the Tae Phyong recorded on IHS Markit (accessed on 22 July 2020). 
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Figure IV 
Tae Pyong’s voyages to export coal originating from the Democratic People’s Republic of Korea 
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Source: Member State; map: the Panel; commercial maritime platform: Windward, annotated by the Panel. 


Limited data on ownership 


55. Great Wenshan Shipping Co. Ltd“ (hereafter Great Wenshan Shipping) has been 
listed as the vessel’s registered owner since September 2018, with Fujian Hengfeng 
Shipping Co. Ltd*® (hereafter Fujian Hengfeng Shipping) as the vessel’s ship 
manager, operator, technical manager and document of compliance company holder. 
Neither company appears to have an online commercial presence. Viet Nam 
confirmed that the vessel had been sold and delivered to Great Wenshan Shipping in 
November 2018. The vessel, sailing as the Great Wenshan, was confirmed by Panama 
as cancelled from its ship registry on 5 January 2020 with a reported reason being the 
vessel’s onward sale to another entity with a different Hong Kong address and a 
reported flag change to another third-country registry.*° Investigations continue. 


56. Hong Kong corporate registry records list a Mr. Liu‘*’ as the company Director 
of Great Wenshan Shipping and a different Mr. Liu*® as the majority shareholder of 


“ In Chinese: f# LUsii 8 IRA A). 

* In Chinese: #124 1H FATS IRA ay. 

46 The Panel notes that the vessel was recorded to have transmitted as a Democratic People’s 
Republic of Korea vessel in Nampo a day after its deregistration from Panama. 

47 Mr. Liu, of Great Wenshan Shipping, is listed at an address in Fujian Province, China. 

48 Mr. Liu, of Fujian Hengfeng Shipping, is listed at an address in Shanghai, China. 
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Fujian Hengfeng Shipping. The Panel has written to Great Wenshan Shipping and 
Fujian Hengfeng Shipping and also sought the assistance of China, which replied that 
investigations had yet to be completed. The vessel’s registered owner and its 
management company have yet to respond to the Panel’s enquiries. 


Samzin 8 and Ri Hong 


57. The Samzin 8 (IMO No. 8810578) and the Ri Hong (IMO No. 9162318) were 
recorded on satellite imagery alongside other Democratic People’s Republic of Korea 
vessels on or around 29 April 2020 within proximity of islands near the Ningbo- 
Zhoushan area (see annex 24). The Samzin 8 was also recorded on or around 3 May 
2020 with other Democratic People’s Republic of Korea vessels in the same area. A 
Member State assessed that the vessels offloaded Democratic People’s Republic of 
Korea-origin coal in the Ningbo-Zhoushan area. The Panel’s analysis of publicly 
available information and documentation received is consistent overall with the 
Member State’s assessment. Sierra Leone informed the Panel that the Samzin 8 was 
deregistered in May 2016 owing to her illegal entry in a sanctioned country (the 
Democratic People’s Republic of Korea). The vessel was flagged under the 
Democratic People’s Republic of Korea as the Sam Jin 8 as of August 2019.*? Panama 
confirmed that the Ri Hong had been deregistered from its ship registry on 
20 December 2019 on the basis of the transfer of the vessel to another flag.>° A 
Member State has since assessed it to be a Democratic People’s Republic of Korea 
vessel. 


58. Ji Chen International Trading Co. Ltd. (hereafter Ji Chen International), the 
Samzin 8’s registered owner, shared the same corporate registration service company 
address with dozens of other companies, including Uniform Shipping, the registered 
owner of the Infinite Luck (see para. 33 above).*! Ji Chen Ship Management Co. Ltd. 
(hereafter Ji Chen Ship) was listed as the vessel’s beneficial owner and has managed 
and operated the Samzin 8 since July 2015.°* The Panel notes that Ji Chen Ship had 
previously managed vessels prior to their entering the Democratic People’s Republic 
of Korea fleet in 2016 and 2017, including the Kum Song 3 (IMO No. 8661850) and 
the Kum Song 7 (IMO No. 8739396). 


59. The registered owner of the Ri Hong, Li Hong Shipping Co. Ltd. (hereafter Li 
Hong Shipping), is listed under the care of Hong He Shipping Co. Ltd. (hereafter 
Hong He Shipping), the vessel’s ship management and document of compliance 
company with an address in Shandong Province, China. The above-mentioned owners 
and management companies of the Samzin 8 and the Ri Hong have yet to respond to 
the Panel’s enquiries. 


60. The Panel is also investigating the Democratic People’s Republic of Korea — 
flagged Su Ri Bong, also known as the Pu Zhou (formerly the Fu Xing 12) (IMO 
No. 8605727), which exported Democratic People’s Republic of Korea-origin coal 
(see S/2020/151, paras. 73-77). The Panel requested assistance from China 
concerning information on the listed buyer of the vessel along with the vessel’s 
voyages and its cargo; the Philippines concerning the Director of Honour Sail 
Limited, incorporated in the British Virgin Islands, the vessel’s management company 
following its sale; and a management company based in Kaohsiung city that served 


# THS Markit (accessed on 23 July 2020). 
°° The IMO website lists the vessel sailing as flag unknown. The Panel has written to the named 


flag registry and is awaiting a response. 


>! The vessel was deregistered from Hong Kong corporate registry records in January 2018. 
>? THS Markit (accessed on 1 June 2020). 
3 Li Hong Shipping, with a correspondent address in Dalian, China, was incorporated as a 


non-resident domestic corporation in the Marshall Islands from January 2014 to June 2020. 
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as the vessel’s document of compliance company for a short period while the vessel 
was flagged under Sierra Leone. China replied that investigations had yet to be 
completed and that if any Chinese vessel, individual or entity was proven to be 
involved in illegal ship-to-ship transfers, the Chinese law enforcement authority 
would prosecute them in accordance with laws and regulations. The Philippines 
responded that it would provide information as soon as it became available. The 
management company stated that it had no knowledge of the vessel’s owner and had 
been contracted for safety management services through a Chinese broker (see annex 27). 


Fishing rights transfer 


61. According to information provided by a Member State, the Democratic People’s 
Republic of Korea continues to sell fishing rights to entities in a third country, 
allowing them to operate in Democratic People’s Republic of Korea waters. The 
Member State observed a total of about 70 fishing boats heading towards Democratic 
People’s Republic of Korea waters up to the end of May 2020. The information also 
identified posts on an Internet site soliciting squid fishing boats to operate in 


Democratic People’s Republic of Korea waters. The Panel confirmed the contents of 


an advertisement about which it was informed by the Member State. The 
advertisement was posted in late March 2020 by an account holder of an Internet site. 
In the advertisement are contained a copy of a model contract and a certificate issued 
by a chamber of commerce in the Democratic People’s Republic of Korea which 
confirms that Songsan Trading Company in Pyongyang was granted approval by State 
authorities and has the right to conduct fishing jointly in the waters of the Democratic 
People’s Republic of Korea. On the posted contract, the salary for a crew member per 
month is at least 2,500 yuan,» with the stipulation that the foreign counterpart should 
provide 100 vessels for fishing along with supporting vessels (see annex 28). 
Investigations continue. 


Recommendations 


To the Committee 


62. The Panel recommends the designation of the following vessel for violation 
of paragraph 5 of resolution 2397 (2017): 


— New Konk (IMO No. 9036387), formerly Sierra Leone-flagged 


63. The Panel reiterates its recommendation, contained in paragraph 44 of 
document S/2020/151, for the designation of listed vessels in violation of 
paragraph 5 of resolution 2397 (2017). Other than the Viet Tin 01 (IMO 
No. 8508838), which is being detained,” and the Vifine (also known as Tealway FV) 
(IMO No. 9045962), the following vessels listed in paragraph 44 of document 
S/2020/151 each continued to deliver refined petroleum to the Democratic 
People’s Republic of Korea during the observed time frame between January 
and May 2020, in further violation of paragraph 5 of resolution 2397 (2017):°’ 


— Bonvoy 3 (IMO No. 8978784), flag unknown 
— Diamond 8 IMO No. 9132612), Sierra Leone-flagged 
— Hokong IMO No. 9006758), formerly Sierra Leone-flagged 


4 Flagged from July to September 2019 (IHS Markit). 
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5 $356 (rate on 8 July 2020). 

°° As of December 2019. 

57 Two experts are of the view that there is no need to reiterate recommendations that are already 
on the Committee’s agenda. 
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— Kwang Chon 2 (formerly Sen Lin 01) (IMO No. 8910378), Democratic 
People’s Republic of Korea-flagged 


— Sin P(h)yong 2 (formerly Tianyou) (IMO No. 8817007), Democratic People’s 
Republic of Korea-flagged 


— Subblic (IMO No. 8126082), formerly Sierra Leone-flagged 
— Unica IMO No. 8514306), formerly Sierra Leone-flagged 


— Yun Hong 8 (maritime mobile service identity No. 413459380), Chinese- 
flagged 


To Member States, on best practices with regard to the activities of the 
Democratic People’s Republic of Korea 


64. The continuation of non-Democratic People’s Republic of Korea tankers 
directly delivering refined petroleum to the Democratic People’s Republic of Korea 
strengthens the need for heightened due diligence conducted by flag registries, vessel 
owners and vessel operators as well as related shipping entities. The Panel 
recommends the following best practices for Member States and industry to consider. 


On information-sharing among flag States 


65. The Panel recommends that flag registries consider joining the Registry 
Information-Sharing Compact, an industry initiative of Panama, the Marshall 
Islands and Liberia*® that formalizes information-sharing to alert flag States to 
vessels that could pose sanctions-related concerns so as to potentially deny the 
vessels’ applications. 


On promoting transparency 


66. The Panel recalls its recommendation that Member States endeavour to 
collect identifying and contact information for each individual that owns or 
exerts control over the foreign entity to which each vessel belongs, and to share 
the information, when requested, with the Panel in order to facilitate 
investigations into sanctions evasion networks through the use of shell companies 
as registered owners. 


On automatic identification systems and long-range identification and tracking of ships 


67. The Panel recommends that Member States encourage their shipping 
industry to follow best practice measures already adopted by related sectors, 
including vessel insurance and reinsurance businesses, commodity trading 
companies, banks and flag registries, that investigate signs and reports of 
automatic identification system and/or long-range identification and tracking 
system transponder manipulation before entering into new contracts or when 
reviewing ongoing business. 


68. The Panel also recommends that Member States encourage port State control, 
maritime and vessel traffic services authorities to promulgate and police the 
requirement to maintain automatic identification system broadcasts by tankers and 
bulk carriers arriving in and leaving their jurisdictions, consistent with the 
International Convention for the Safety of Life at Sea, and to consider investigating 
the validity of vessels suspected of tampering with their identifiers along with their 
activity to ensure that they are not in violation of sanctions resolutions. 


8 Also joined by the registries of Saint Kitts and Nevis, the Comoros, Honduras, Palau and 
Vanuatu as of April 2020. 
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On heightening scrutiny 


69. The Panel reiterates its recommendation that Member States ensure that 
port and relevant authorities engage in higher scrutiny of lighters and floating 
cranes in view of their use in ship-to-ship transfers with Democratic People’s 
Republic of Korea vessels, including verification of the origin and documentation 
of their cargo, particularly in locations that have registered the presence of 
Democratic People’s Republic of Korea vessels. 


70. The Panel recommends that any Member State receiving coal shipments for 
delivery or trans-shipment take enhanced measures to validate the 
documentation accompanying those shipments. 


71. The Panel recommends that Member States remain vigilant regarding the 
movement of vessels trading in restricted or banned commodities, in particular 
in waters where illicit ship-to-ship transfers have been known to occur. 


Trade statistics of the Democratic People’s Republic of Korea 


72. The Panel continues to analyse exports and imports by the Democratic People’s 
Republic of Korea in violation of relevant resolutions from published trade statistics 
based on Member States’ customs data, available from the International Trade Centre 
(ITC) Trade Map (see annex 29 for full results of the Panel’s inquiries). In 2019, the 
Democratic People’s Republic of Korea recorded an increase in exports, but a 
widening of its trade deficit, compared with the previous year (see table 2). 


Table 2 
Trade of the Democratic People’s Republic of Korea, 2017-2019 
(Thousands of United States dollars) 








2017 2018 2019 

Exports 2 059 244 336 637 414 346 
Imports 3 555 782 2 326 272 2 718 854 
Trade balance (1 496 538) (1 989 635) (2 354 508) 


Source: ITC Trade Map (accessed on 24 June 2020). 


73. The Panel notes the impact of the country’s border closure in the first half of 2020 
(see annex 1) and the absence of the biannual Pyongyang International Trade Fair during 
that period. Information from Member States shows that the Democratic People’s 
Republic of Korea continues the illicit export of commodities such as coal, which does 
not appear in the international trade database (see paras. 44-60 above). This could explain 
how the increase in the trade deficit in recent years may have been partially offset. 


IV. Embargoes, designated entities and individuals, and 
overseas workers 


Embargoes 
Czechia, another European Union member State and Nigeria 


74. According to a media report of 29 January 2020,” in 2012 and 2013, the Czech 
intelligence services successfully prevented procurement attempts by the Democratic 


»® Oliver Hotham, “Czech gov’t foiled North Korean arms smuggling plot, intelligence service 


says”, NK News, 29 January 2020. 
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People’s Republic of Korea, including by foiling an arms-smuggling plot by a national 
of the Democratic People’s Republic of Korea. 


75. Inresponse to the Panel’s enquiry, Czechia replied that between 2012 and 2013 
a Secretary in the Economic and Commercial Section of the Embassy of the 
Democratic People’s Republic of Korea in Czechia and a Secretary in the Economic 
and Commercial Section of the Embassy of the Democratic People’s Republic of 
Korea in another European Union member State sought to identify in which European 
Union member States T-54 and T-55 engines, spare parts for BMP-2, BRDM and BTR 
armoured vehicles, spare parts for jets and reconnaissance unmanned aerial vehicles 
were available. Czechia cooperated with foreign partners in uncovering those 
activities in the preparatory phase; there was no infringement of United Nations 
sanctions. 


76. Another European Union member State replied that Hong Yong Su, then First 
Secretary for Commerce and Trade of the Embassy of the Democratic People’s 
Republic of Korea in that country, endeavoured to procure arms spare parts with the 
purpose of shipping them to a country in Africa. 


77. According to the assessment of a Member State, Mr. Hong was or is a member 
of the Reconnaissance General Bureau (KPe.031) of the Democratic People’s 
Republic of Korea. It is believed that Mr. Hong was in Nigeria in January 2020. The 
Panel has not yet received a reply from Nigeria. 


Gold smuggling between the Islamic Republic of Iran and the United Arab Emirates 


78. Concerning the gold and cash smuggling between Tehran airport and the airport 
of Dubai, United Arab Emirates, by officials in the Embassy of the Democratic 
People’s Republic of Korea in Tehran (see annex 30 and S/2020/151, para. 108), the 
Panel obtained information that three Iranian nationals in the United Arab Emirates, 
who are suspected of involvement in this smuggling ring, possess multiple bank 
accounts in China and Bulgaria under their names and those of their family members. 
China replied that: “Two of three individuals once opened accounts in China. Until 
November 2018, all their accounts had been closed. These individuals and their 
accounts and transactions are not related to any individuals or entities designated by 
the Security Council and has nothing to do with the DPRK.” Bulgaria replied that 
those Iranians owned several companies and bank accounts in Bulgaria. The Panel 
has yet to receive a reply to its enquiry from the three Iranian nationals. © 


Military cooperation in the Syrian Arab Republic 


79. According to a Member State, in August 2019 technicians of the Democratic 
People’s Republic of Korea conducted work at a Syrian SA-3 (S-125) surface-to-air 
missile unit in the Syrian Arab Republic. The Panel has not received a reply to its 
enquiry from the Syrian Arab Republic. 


3M and DuPont 


80. According to a media report,°' some quarantine workers of the Democratic 
People’s Republic of Korea were shown in Korean Central Television footage in 
March 2020 wearing 3M hazmat suits, including what appear to be the 3M Chemical 
Protective Coverall 4570 and the 3M Disposable Protective Coverall 4510, as well as 
two different models of DuPont Tyvek hazmat suits (see figures V and VI). 


Mohammad Mehrchian (date of birth: 23 February 1969), Mohsen Fahad (date of birth: 5 June 
1981) and Heidar Saheh (or Saheb) Farajidana (Faraji-Dana) (date of birth: 23 September 1976). 
Jeongmin Kim, “North Korean quarantine workers wearing U.S.-brand protective suits: state 
media”, NK News, 19 March 2020. 
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81. In response to the Panel’s enquiry, both 3M and DuPont replied that they were 
unable to verify whether the coveralls shown were their genuine products and 
emphasized that they were in compliance with the domestic law and did not export 
their products to sanctioned countries (see annexes 31 and 32). 


Figure V 
Quarantine workers of the Democratic People’s Republic of Korea wearing 
what appears to be a 3M Protective Coverall 4570 





Source: Korean Central Television. 


Figure VI 
A public health worker of the Democratic People’s Republic of Korea wearing 
what appears to be a DuPont Tyvek protective suit 





Source: Sogwang and DuPont Tyvek catalogue. 


Misuse of embassy properties 


82. The Panel investigated attempts to use Democratic People’s Republic of Korea 
diplomatic property for revenue generation in violation of paragraph 18 of Security 
Council resolution 2321 (2016), by which the Council decided that all Member States 
shall prohibit the Democratic People’s Republic of Korea from using real property 
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that it owns or leases in their territory for any purpose other than diplomatic or 
consular activities.” 


Germany 


83. The Panel investigated for several years the illicit activities for generating 
illegal revenues by the Embassy of the Democratic People’s Republic of Korea in 
Germany. In response to the Panel’s enquiries, Germany confirmed that the Berlin 
Administrative Court had upheld the order to close the City Hostel located at the 
Embassy’s premises (see annex 33), and since the beginning of May 2020 the hostel 
has ceased operation. 


Poland 


84. The Panel requested information from Poland concerning reports that some 
commercial entities continued the commercial use of the diplomatic properties of the 
Democratic People’s Republic of Korea. In its reply, Poland explained that as a result 
of a coordinated inter-agency approach, commercial use of the diplomatic premises 
of the Democratic People’s Republic of Korea no longer took place. 


Romania 


85. The Panel has requested an update and additional information from Romania 
about the lease of the embassy property of the Democratic People’s Republic of Korea 
to IMA Partners SRL. The Panel has yet to receive a reply. Romania previously 
provided information on the amendment of its internal sanctions instruments in order 
to impose a fine. 


Bulgaria 


86. The Panel requested information from Bulgaria on the basis of data and images 
suggesting that the company that owned the “Terra Residence” still rented what 
appeared to be the former Ambassador’s residence, which had been investigated by 
the Panel. Also, a company called “Lora Catering” (see annex 34) was advertised as 
operating at that address. Bulgaria asked for additional time for the required 
investigation owing to the COVID-19 pandemic. 


Recommendation 


87. The Panel recommends that Member States be alert to possible efforts by 
the Democratic People’s Republic of Korea diplomatic missions to use their 
property for extracting illegal revenues. 


Implementation of luxury goods ban 


88. The Panel notes that the Democratic People’s Republic of Korea continued its 
efforts to obtain luxury goods in circumvention of the prohibition set out in 
paragraph 8 (a) (iii) of resolution 1718 (2006). The Panel has also obtained new 
information concerning previous investigations. 


89. The closure of borders and trade channels, including black market channels, for 
much of the first half of 2020 limited opportunities for the Democratic People’s 
Republic of Korea to import luxury items. The reported decision of Democratic 
People’s Republic of Korea authorities to limit imports of “non-essential goods”, 


® See S/2018/171, paras. 203-210, for the Panel’s previous reporting. 
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including electronic items,® also prevented commercial entities from bringing in 


luxury items for retail, leaving the only window to do so under special permissions, 
reserved for goods for consumption by the highest echelons of power in the 
Democratic People’s Republic of Korea, in most cases involving designated entities. 


90. The Panel’s investigations show that the country retains the ability to obtain 
luxury automobiles, often through elaborate supply chains, despite the fact that most 
manufacturers’ compliance programmes™ are intended to prevent trade with the 
Democratic People’s Republic of Korea. For example, according to information 
received from a Member State, in 2020 the Democratic People’s Republic of Korea 
continued attempts to import Mercedes-Benz S-Class limousines using companies 
based in third countries. 


Audi 


91. The Panel has received information concerning the presence of Audi cars in the 
Democratic People’s Republic of Korea, including an image of an Audi car in the 
mountain resort of Masikryong, reserved for the use of very important persons (see 
annex 35). The manufacturer informed the Panel that that Q7 model had been 
produced from 2012 to 2015 and that it could not trace that particular vehicle (see 
annex 36). The Panel is aware, however, of the considerable presence of Audi cars in 
the Democratic People’s Republic of Korea. 


Mercedes-Benz 


92. Continuing its investigation of the case of the illegal importation into the 
Democratic People’s Republic of Korea of two Mercedes-Benz S-Class 600 Sedan 
Long Guard VR9 vehicles, the Panel obtained further information concerning the 
chain of supply (see annex 37). European Cars & More informed the Panel of its 
dealings with Logistica & Spedizioni, which was behind the shipping of the vehicles 
out of the European Union (see annex 38). The former disclosed that it had also sold 
to Logistica a number of luxury cars of the brands observed being used by leaders of 
the Democratic People’s Republic of Korea (see annexes 39 and 40). The latter has 
not responded to the Panel’s enquiries. 


Toyota 


93. The Panel has noted the publicly available images of leaders of the Democratic 
People’s Republic of Korea using Lexus Luxury Sedan (LS) 460L and Japanese Lexus 
LX 570 vehicles and a Toyota Coaster bus as a mobile office. According to the 
information received from Toyota Motor Corporation, the Lexus LS model was 
produced in Japan from October 2009 to June 2012. Toyota stated that it did not 
manufacture any armoured versions of the Lexus LS or otherwise customize the 
Lexus LS model specifically for the purpose of the vehicles being armoured by a third 
party. 


94. According to information available to the Panel, shipments to the Democratic 
People’s Republic of Korea of alcoholic beverages — whisky, cognac, brandy, vodka, 
wine and beer (not all Member States classify the same alcoholic beverages as luxury 
goods) — since the start of 2020 were irregular. 


6 Jeong Tae Joo, “N. Korea announces all ‘trivial’ imports restricted until end of year”, Daily NK, 
23 April 2020. 
64 Including the compliance programmes of the manufacturers of the vehicles investigated. 
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Figure VII 
Imported alcoholic beverages on sale in “Daesong Department Store” in Pyongyang 





Source: Koryo Tours. 


95. The Panel continued its enquiries concerning Dalian Myunghae International 
Trade Co. Ltd. According to a Member State, the company has previously been 
involved in the supply of luxury goods to the Democratic People’s Republic of Korea. 
An open-source report® records that the company has focused on the Democratic 
People’s Republic of Korea market, and the company’s owners have a record of 
operations involving designated vessels and prohibited trade with the Democratic 
People’s Republic of Korea. The company, as well as certain subunits based at Dalian 
Myunghae’s registered address, imported goods, including brand-name items and 
electronics, for possible re-export to the Democratic People’s Republic of Korea. No 
answer was received from the company. China replied that on the basis of information 
provided by the Panel of Experts, no violation was found. 


96. Singapore informed the Panel about further court proceedings in the cases 
concerning illegal supplies of luxury items with the involvement of the Singaporean 
companies “T Specialist” and “OCN” to Bugsae Shop in the Democratic People’s 
Republic of Korea, investigated by the Panel (see S/2019/171, paras. 142-144 and 
annex 72, and S/2020/151, paras. 157 and 161-162), including relevant verdicts (see 
annexes 41 and 42). 


Recommendations 


97. The Panel reiterates its recommendation that the Committee prepare a 
more detailed list of prohibited luxury goods (where possible, with specific 
Harmonized System commodity codes) for consideration by the Council. 


Address: Suite 2102 (or, according to other available information, 202) at the Wenyuan Hotel, 
Zhongshan District, Dalian, Liaoning Province, China. 

Helen Koo, Edmund Xu and Samuel Rubenfeld, “Beer shipments uncap multi-million dollar North 
Korea trade network: how a multinational trade network defied U.N. sanctions and moved millions”, 
Kharon, 26 April 2020. Available at https://brief.kharon.com/updates/beer-shipments-uncap-multi- 
million-dollar-north-korea-trade-network/?utm_medium=email&_hsmi=87215898&_hsenc=p2ANaqtz- 
9u2KEsSaVxyJtmK DOHIRAD9u87XBmp-ITuCOKD3kcKUTckluePmEkRq2 VJcAfrKFD7iqHY & 
utm_content=87215898&utm_source=hs_email. 
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98. The Panel reiterates its recommendation that Member States encourage 
their business entities and nationals exporting luxury goods to include a 
contractual provision to prevent resale to sanctioned jurisdictions. 


99. The Panel reiterates its recommendation that Member States harmonize 
their export control lists to reflect the list of prohibited luxury goods. 


100. The Panel reiterates its recommendation that Member States and relevant 
organizations encourage shipping and transportation companies to provide 
thorough systems for checking consignees, bearing in mind the risk of trans- 
shipment. 


Designated entities and individuals 


Korea Mining Development Trading Corporation (KPe.001) representatives in 
the Islamic Republic of Iran 


101. A Member State informed the Panel that representatives of the Korea Mining 
Development Trading Corporation, Ha Won Mo and Kim Hak Chol, were both in the 
Islamic Republic Iran as of the beginning of 2020 (see S/2020/151, para. 106). 
Mr. Kim continues to use passport No. 108210148, but Mr. Ha now appears to be 
using passport No. 108210147 instead of passport No. 836310022 (ibid., annex 24). 
The Panel has not received a reply from the Islamic Republic of Iran. 


Mansudae Overseas Project Group of Companies (KPe.050) (Mansudae) 
China 


102. The Panel enquired of Xi’an Ronghuang Cultural Media Co. Ltd.® about the 
possession of the Mansudae artworks exhibited in Hong Kong in December 2019 (see 
S/2020/151, para. 102). An individual, “Jin”, replied that he/she had leased the 
artwork, and had not purchased Mansudae artworks since August 2017. 


Republic of Korea 


103. To the Panel’s enquiry, the Republic of Korea replied that concerning the 
Mansudae artwork seized at Incheon airport, which had been purchased by some 
members of the World Federation of Korean Association of Commerce during its visit 
to Pyongyang in November 2018 (see S/2019/691, para. 40), the authority had 
conducted investigations on some members “on charges of having violated domestic 
law [of the Republic of Korea]”. After the investigation, some members were 
prosecuted and fined. The Republic of Korea also replied that, in accordance with its 
Criminal Procedure Act, the additional ruling in each case cannot be disclosed. 


Namibia 


104. Concerning the multiple re-entries into Namibia of Kim Tong Chol, the former 
representative of “M.O.P. Architectural & Technical Service (Namibia)”, a Mansudae 
subsidiary in Namibia, Angola informed the Panel that Mr. Kim had entered Angola 
from Ethiopia on 8 August 2018 with an official visa and service passport and had 
left for Namibia on 24 August 2018 (see annex 44). In January 2020, Namibia 
informed the Panel that the Democratic People’s Republic of Korea had contacted 
Namibia to propose the sale into a trust fund controlled by Namibia of the two pieces 
of real estate that had been frozen by Namibian authorities as they had been owned 
by the subordinate of Mansudae in Namibia. The Panel requested Namibia to provide 


67 Name in Chinese: 2258 (LK (e ARAB]. Address: Building 1, Pioneer Plaza, No. 48, Keji 
Road, High-tech Zone, Xi’an, Shaanxi Province, China. 
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further information, recalling that the purpose of Mr. Kim revisiting was for the sale 
of those properties (see S/2019/691, para. 35). 


Statue construction in Benin and Guinea 


105. The Panel obtained information on possible construction projects of bronze 
statues in Benin and Guinea in which Mansudae could be involved using obfuscated 
identification (see annex 45). 


Munitions Industry Department (KPe.028) 


106. The Panel continued its investigation into illegal activities of the designated 
Munitions Industry Department, a policy and oversight organization for nuclear and 
missile programmes of the Democratic People’s Republic of Korea, including the 
dispatch abroad of information technology and other workers through trading 
corporations subordinate to it.® According to a Member State, workers dispatched by 
the Munitions Industry Department entered multiple countries in 2019 for the 
purposes of work and remained there in 2020 in violation of relevant resolutions, 
often aided by diplomatic missions of the Democratic People’s Republic of Korea.” 


Information technology workers in China 


107. On the basis of information from a Member State, the Panel investigated four 
different groups of information technology workers from the Democratic People’s 
Republic of Korea operating in Yanji, Jilin Province, China. According to the 
information, all of the groups are subordinate to the Munitions Industry Department, 
the workers remained within China as of early 2020, in violation of relevant 
resolutions, and two groups were closely linked to a company named Yanji Silver Star 
Network Science and Technology Co. Ltd. (Yanji Silver Star). ” 


108. According to the information, the first group of 16 workers was located in the 
Yanji Development Zone Science and Technology Industrial Park, almost certainly 
worked for Yanji Silver Star and earned nearly $1 million in 2019. The second group 
was composed of 15 workers relocated from Cambodia to north-east China in January 
2020, sponsored by Yanji Silver Star for their entry into China.”! The third group was 
led by Kim Ryu Song, the chief of a delegation of information technology workers 
subordinate to the Munitions Industry Department, who maintained seven workers in 
his team and also had control over another five-person team, which both remained in 
China as of early 2020. The fourth team, of seven information technology workers, 
led by Kwon Kwang Ho, arrived in Yanji in August 2019 and remained there as of 
early 2020. 


109. To the Panel’s enquiries, China replied that it “has faithfully implemented the 
provision of Security Council’s resolution on repatriating all DPRK nationals earning 
income abroad. All DPRK nationals’ employment contracts in China had expired by 
22 December 2019. China has also submitted reports on the implementation of 


See annex 46 for the list of Democratic People’s Republic of Korea trading corporations 
subordinate to the Munitions Industry Department. 

For Member State information on the modus operandi of Democratic People’s Republic of Korea 
information technology workers in China and the Russian Federation, see annex 47. 

The Panel considers Yanji Silver Star Network Technology Co. Ltd. to be an alias of Yanbian 
Silverstar Network Technology Co. Ltd. (name in Chinese: 210 48 2 28 PHYA BE ZA A] ), which, 
according to a Member State, was established by the Munitions Industry Department (see 
S/2020/151, paras. 123-125). According to the Member State, Yanji Silver Star was the local 
sponsor for the entry of hundreds of Democratic People’s Republic of Korea information 
technology workers into China in 2019. 

According to the Member State, it is very likely that those workers were claiming to be coming 
to China as students or industrial trainees. 
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paragraph 8 of Security Council resolution 2397 (2017). China is still investigating 
the case of DPRK workers in Yanbian Silver Star Network Science and Technology 
Co. Ltd.” Cambodia has yet to reply. 


110. The Panel investigated the company Dalian Xinlu Science and Technology Co. 
Ltd.” on the basis of information from a Member State. According to the information, 
the company is linked to a Democratic People’s Republic of Korea national, Ma Tong 
Hyok, allegedly a key information technology manager based in Dalian’? who was 
directly involved in bringing additional information technology workers from the 
Democratic People’s Republic of Korea to China in September 2019 together with Kim 
Han-su, another China-based Democratic People’s Republic of Korea information 
technology worker and manager of multiple teams in China. The information stated that 
“Korea Corporation of Information Technology” was the name of the entity used to 
dispatch those workers to China, and it was likely that those workers were subordinate 
to the Munitions Industry Department. The Panel has yet to receive a reply. 


111. The Panel investigated the company Jinse Guangmang Ltd. Technology, based 
in Shenyang,” on the basis of information from a Member State that a Democratic 
People’s Republic of Korea national, Ri Il Jin, who collaborated with an individual 
based in a third country to fraudulently gain access to information technology 
freelance work and payment websites, was associated with a specific Shenyang office 
in which Jinse Guangmang was located. The Panel has yet to receive a reply from the 
company. 


Other workers subordinate to the Munitions Industry Department in China 


112. According to information from a Member State, Korea Changgwangsan Trading 
Corporation, a company subordinate to the Munitions Industry Department, dispatched 
about 500 Democratic People’s Republic of Korea workers to Hunchun Laboni Apparel 
Co. Ltd.,” in Jilin Province, where the workers remained as of March 2020. The Panel 
has found further corroborating information” that in March 2020, workers were 
operating in a factory building where Democratic People’s Republic of Korea political 
propaganda posters were attached.”’ The company has yet to reply to the Panel’s enquiry 
on the presence of Democratic People’s Republic of Korea workers in its factory. 


Information technology workers in the Russian Federation 


113. The Panel investigated three groups of Democratic People’s Republic of Korea 
information technology workers in the Russian Federation, two of them subordinate 
to the Munitions Industry Department. According to information from a Member 
State, a group of approximately 50 workers in Vladivostok earned about $230,000 in 
March 2020. The Democratic People’s Republic of Korea nationals Ri Kyong Sik 
(passport No. 927332193) and Pak Kwang Hyok were the managers, with Ri in charge 


In Chinese: KYEMEEHRA BRA wl. 

According to information from a Member State, Mr. Ma has been coordinating with the 
Democratic People’s Republic of Korea and other information technology managers from the 
Democratic People’s Republic of Korea in China to send information technology workers 
temporarily back to the Democratic People’s Republic of Korea and resend them to China for 
work after resetting their visas and/or obtaining new work permits. The information further stated 
that Mr. Ma and the teams of Democratic People’s Republic of Korea information technology 
workers that he has overseen remained in China as of late January 2020, and Mr. Ma has been 
working with China-based individuals and entities to obtain information technology work. 

In Chinese: (Az G61 BBA IR A Fl. 

In Chinese: FRA AYRE AR HA BIR ZS a . 

See https://www.sohu.com/a/382387060_ 100143758 (accessed on 29 July 2020). 

Two experts are of the view that this information and any image from the link in the footnote 
above are speculative and are not conclusive information. 
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of six teams of software developers. Another group, also subordinate to the Munitions 
Industry Department, was operating in the Russian Federation as of March 2020 and 
was led by Jang Ho Yong. The third group, of approximately 15 workers, earned about 
$40,000 in February 2020, and the manager of that group is Ri Yong Min, with its 
address reported as 9 Kyrlatyy Pereulok, Vladivostok. 


114. To the Panel’s enquiry, the Russian Federation replied that while there were 
several groups of Democratic People’s Republic of Korea migrant workers in 
Primorskiy krai at one point, the majority of persons in that category, including Ri 
Kyong Sik, Pak Kwang Hyok and Ri Yong Min, had left the Russian Federation by 
the end of 2019 in accordance with resolution 2397 (2017), but the rest were unable 
to return to the Democratic People’s Republic of Korea after the termination of their 
employment in the Russian Federation because “transport to and from the Democratic 
People’s Republic of Korea was suspended owing to the coronavirus disease 
(COVID-19) pandemic”. Investigations continue. 


Munitions Industry Department operative in Viet Nam 


115. The Panel investigated various illegal activities of Kim Su Il (date of birth: 
4 March 1985; passport No.: 108220348; date of expiry: 18 May 2023), a Munitions 
Industry Department operative in Viet Nam. According to a Member State, Mr. Kim 
has been operating as a procurement agent for the Munitions Industry Department 
since 2016 and is allegedly still based in Ho Chi Minh City, continuing to perform 
economic, trading, mining and shipping activities associated with the Department’s 
business activities to earn foreign currency for the Democratic People’s Republic of 
Korea. According to the information, as of early 2019, Mr. Kim was responsible for 
exporting prohibited Democratic People’s Republic of Korea-origin coal and titanium 
ore, the chartering of vessels, and other economic activities in violation of relevant 
resolutions. The Panel has yet to receive a reply from Viet Nam. 


Reconnaissance General Bureau (KPe.031) 


116. The Panel continued its investigation into cyberattacks reportedly conducted by 
Democratic People’s Republic of Korea cyberactors subordinate to the 
Reconnaissance General Bureau,” such as Lazarus and Kimsuky, including the 
cyberattacks targeted at critical infrastructure in an attempt to access sensitive dual 
use technology in violation of relevant resolutions (see S/2020/151, paras. 115-119). 


117. Responding to the Panel’s inquiry into the attacks against the Kudankulam 
Nuclear Power Plant, India conveyed the information from its relevant agencies that 
the malware used to attack the nuclear plant had been identified as “DTrack”, a 
malware reportedly used by Lazarus, and informed the Panel that the malware was 
being further analysed. Investigations continue. A Member State informed the Panel 
that a new campaign targeting the aeronautics and defence sectors had been observed 
in 2020. According to a report published by a cybersecurity firm, Lazarus attackers 
first contacted employees within multiple target companies through messages from 
fake LinkedIn accounts, impersonating human resources personnel of other aerospace 
and defence firms. Investigations continue.” 


118. According to information from another Member State, at least 28 individuals, 
including at least 11 officials from six members of the Security Council, became the 
targets of a spear-phishing campaign in 2020 which appeared to have been conducted 


See annex 48 for the roles of the Reconnaissance General Bureau and other organizations in the 
cyberoperations of the Democratic People’s Republic of Korea. 

Dominik Breitenbacher and Kaspars Osis, “Operation In(ter)caption: targeted attacks against European 
aerospace and military companies”, ESET Research white paper, June 2020. Available at 
https://www.welivesecurity.com/wp-content/uploads/2020/06/ESET_Operation_Interception.pdf. 
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by a Kimsuky advanced persistent threat group. According to the information, these 
Democratic People’s Republic of Korea cyberactors launched a “security alert” - 
themed spear-phishing campaign in mid-March against Gmail accounts of the targeted 
individuals by placing malicious links in the email, utilizing a link to bypass spam 
blockers of the potential victims. The investigation continues. 


119. The Member State further reported that the Democratic People’s Republic of 
Korea cyberthreat actors consistently targeted its officials with a variety of 
cyberoperations, and throughout March and early April 2020 more than 40 official 
email addresses belonging to an executive branch became the targets of spear- 
phishing messages; Democratic People’s Republic of Korea cyberactors have also 
targeted the personal WhatsApp accounts of its officials (see figure VIII). 


Figure VIII 
A spear-phishing email and a WhatsApp message sent to officials of a 
Member State 
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Source: Member State. 


120. Cyberattacks against the Panel continued. An expert received a phishing email 
with a fake security alert from the United Nations, and multiple experts received an 
email in which the attacker spoofed as a member of the editing staff of a journal 
soliciting an article from experts. The Panel notes the similar cyberattacks against the 
expert community on the Democratic People’s Republic of Korea in 2020. *! 


121. The Panel reiterates its view that cyberattacks, both past and ongoing, against 
such United Nations bodies as the Committee and the Panel, which are mandated to 
monitor the implementation of United Nations sanctions, amount to sanctions 
evasion, considering the persistent and highly disruptive nature of the attacks. 


The Member State further informed the Panel that Democratic People’s Republic of Korea 
cyberactors had targeted individual employees of its government branch and “have pursued 
certain individuals throughout the ‘lifetime’ of their career”. 

See, for example, Min Chao Choy, “Phishing emails targeting North Korea watchers grow 
increasingly sophisticated”, NK News, 1 July 2020. https://www.nknews.org/2020/07/phishing- 
emails-targeting-north-korea-watchers-grow-increasingly-sophisticated/?t=1595471041622. 
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Democratic People’s Republic of Korea nationals earning income overseas 


122. The repatriation of nationals of the Democratic People’s Republic of Korea 
earning income, pursuant to paragraph 8 of resolution 2397 (2017), should have been 
completed by December 2019. Some countries reported to the Committee delays in 
repatriation because of the measures in response to COVID-19 in late January 2020. 
It was also reported that in late 2019 and early 2020 there had been an increase in the 
issuance of non-working visas (see S/2020/151, paras. 145-147) and of new contracts 
to dispatch nationals of the Democratic People’s Republic of Korea. On the basis of 
the Panel’s review, obligations in the resolutions were not fully implemented in a 
number of cases. The Panel reiterates the importance of ensuring compliance of 
vigilance in screening all nationals of the Democratic People’s Republic of Korea and 
including in implementation reports to the Committee substantive information. The 
Panel has been investigating suspected cases of nationals of the Democratic People’s 
Republic of Korea earning income overseas in violation of relevant resolutions, 
regardless of visa categories or the stated primary purpose of entry. 


Member State reporting 


123. As of July 2020, about 40 Member States had submitted final reports due in 
March 2020, and fewer than 50 Member States had submitted midterm reports due in 
March 2019 (see figure IX). In addition, Angola, Armenia, Belarus, Chile, Egypt, the 
Lao People’s Democratic Republic, Latvia, Myanmar, Nepal, New Zealand, Peru, 
Saint Vincent and the Grenadines and Serbia submitted reports without specifying 
whether they were final or midterm reports. Reports of China, the Lao People’s 
Democratic Republic, Mongolia and Thailand®’ were not published. Algeria, Malta, 
Mozambique, Panama and Tunisia included information regarding the repatriation in 
other implementation reports. 


82 Thailand published its final report. 
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Figure IX 
Countries that have not submitted reports pursuant to paragraph 8 of Security Council resolution 2397 (2017) 


Africa Group Asia-Pacific Group Western European Group 
Algeria* Afghanistan Andorra 

Benin Bahrain Greece 

Botswana Bangladesh Iceland 

Burkina Faso Bhutan Israel 

Burundi Brunei Darussalam Malta* 

Cabo Verde Cambodia Monaco 

Cameroon Cyprus Portugal 

Central African Republic Fiji San Marino 

Chad Iran 

Comoros Iraq Latin American and Caribbean 
Congo Jordan Group 

Cote d’Ivoire Kazakhstan Antigua and Barbuda 
Democratic Republic of the Kiribati Argentina 

Congo Kyrgyzstan Bahamas 

Djibouti Lebanon Barbados 

Eritrea Maldives Belize 

Eswatini Marshall Islands Bolivia 

Ethiopia Micronesia Colombia 

Gabon Nauru Costa Rica 

Gambia Oman Cuba 

Ghana Palau Dominica 

Guinea Papua New Guinea Dominican Republic 
Guinea-Bissau Philippines Ecuador 

Kenya Samoa El Salvador 

Lesotho Saudi Arabia Grenada 

Liberia Solomon Islands Guatemala 

Libya Syrian Arab Republic Guyana 
Madagascar Tajikistan Haiti 

Malawi Timor-Leste Honduras 

Mali Tonga Jamaica 
Mauritania Turkmenistan Nicaragua 
Mauritius Tuvalu Panama* 

Morocco Uzbekistan Paraguay 
Mozambique* Vanuatu Saint Kitts and Nevis 
Namibia Yemen Saint Lucia 

Niger Suriname 

Rwanda Eastern European Group Trinidad and Tobago 
S40 Tomé and Principe Albania Uruguay 

Senegal Bulgaria Venezuela 
Seychelles Croatia 

Sierra Leone Czech Republic 

Somalia Georgia 

South Africa Hungary 

South Sudan Lithuania 

Sudan Montenegro 

Togo North Macedonia 

Tunisia* Republic of Moldova 

Uganda Slovakia 

United Republic of Tanzania Slovenia 

Zambia 

Zimbabwe 


Note: countries with asterisk (*) stated partial information on repatriation in other implementation reports. 
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124. Not all reports contained substantive information, such as the numbers of 
repatriated workers, actions taken by Member States and difficulties that Member 
States faced in complying with the repatriation requirement.*? Some 10 Member 
States reported only on the revocation of work permits instead of actual repatriation, 
or stated that there were no nationals of the Democratic People’s Republic of Korea 
earning income because no work permits had been granted. The Panel has been 
requesting clarification from Member States on the basis of the concern that nationals 
of the Democratic People’s Republic of Korea may in fact earn income without having 
a work permit or while staying on a non-working visa.*™ Italy, in its implementation 
report, noted that no repatriation measures were deemed imposable on the two 
remaining individuals, in line with applicable national and international law (see 
S/AC.49/2020/15). In their reports (S/AC.49/2020/21 and S/AC.49/2020/30), the 
Russian Federation and Viet Nam stated that it had not been possible to complete 
repatriation because of the border closure by the Democratic People’s Republic of 
Korea in response to COVID-19. 


125. Various countries took legal action. For example, Estonia amended its 
legislation to establish the legal basis for refusal of a temporary residence permit if 
prescribed by an international sanction (see S/AC.49/2020/12). Thailand imposed 
measures to address illegally working nationals of the Democratic People’s Republic 
of Korea (see S/AC.49/2020/20). 


Soccer players in Europe 


126. Italy replied to the Panel that one of the two soccer players (see S/2020/151, 
para. 132), Han Kwang Song, exited Italy in January 2020, whereas as of July 2020, 
the other player, Choe Son Hyok, was in Italy owing to the suspension of international 
flights. According to Italy, Mr. Han received approximately €520,000 gross per 
annum from Juventus Football Club from 2018 to the first half of January 2020. 
Mr. Choe received approximately €20,000 gross per annum from Societa Sportiva 
Arezzo until January 2020. Italy reiterated issues of legal challenge regarding the 
scope of the European Union sanctions regulation® and powers under domestic law 
to enable repatriation. Mr. Han was transferred from Juventus to al-Duhail in Qatar 
in January 2020. According to documents, Juventus and al-Duhail agreed the transfer 
of Mr. Han in January 2020. Although the Panel contacted Italy and Qatar on 
Mr. Han’s transfer immediately after the announcement, the transfer has not been 
cancelled and Juventus claimed the transfer fee payment from al-Duhail. According 
to the five-year contract, al-Duhail is paying a total of €4,310,000 to Mr. Han, and 
from February to April 2020 he received €270,000 (see annex 49). As of July 2020, 
Mr. Han is still playing in Qatar. According to Qatar, there is no other player of the 
Democratic People’s Republic of Korea at al-Duhail. The Panel reiterated to Qatar 
the relevant resolutions concerning the case. 


127. Pak Kwang Ryong was listed as a team member of the Austrian soccer club 
Sportklub Niederésterreich St. Pélten, as indicated on the club’s website as of June 2020 
(see annex 50). Austria replied to the Panel that Mr. Pak is currently in Austria, and his 
work contract with St. Pélten expired on 5 July 2020 and was not to be extended. Austria 


To address this issue, the Panel previously recommended an implementation assistance notice on 
the reporting obligation. Some Member States shared their working draft for an implementation 
assistance notice to support the implementation of measures in the resolutions. Committee 
deliberations are confidential. 

For example, Singapore clarified to the Panel in a letter dated 10 July 2020 that “there are currently 
zero DPRK nationals holding long-term residence permits (i.e. for stay, study, or work) in Singapore”. 
In its implementation report pursuant to paragraph 17 of resolution 2397 (2017) 
(S/AC.49/2018/60), Italy listed decision 2018/293 of the Council of the European Union as one 
of the bases for the repatriation obligation. 
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further stated that “due to the COVID-19 pandemic all DPRK borders [were] closed and 
it [was] currently not possible to travel to North Korea”. According to the final report of 
Austria, submitted in July 2020 (S/AC.49/2020/43), six cases were scrutinized and 
repatriation procedures were initiated, with relevant appeals proceedings pending. 


Medical workers in Africa and South America 


128. Angola replied to the Panel that it had renounced bilateral health-care 
cooperation and repatriated doctors of the Democratic People’s Republic of Korea 
and their families (see S/2020/151, para. 133). Angola further replied that between 
November 2019 and February 2020, it had repatriated 296 nationals of the Democratic 
People’s Republic of Korea and established a new legal framework (see annex 51). 


129. The Panel investigated agreements to invite medical workers of the Democratic 
People’s Republic of Korea to Ecuador. The Panel received a reply from the Pichincha 
provincial government that three acupuncturists and three translators were working at 
a private company, but the contract was supposed to end by May 2020 (see annex 52). 


130. Mozambique replied to the Panel that Dr. Jong Il Son, assigned to Pemba 
Provincial Hospital for medical cooperation, had used his residence as a private clinic 
without government authorization (see S/2020/151, para. 134). The Government 
closed the clinic, terminated his contract and repatriated him. According to 
Mozambique, as of March 2020, 97 doctors of the Democratic People’s Republic of 
Korea worked in Mozambique, based on bilateral medical cooperation. Although 
medical exchange is not prohibited by the relevant resolutions, Mozambique decided 
to cancel the exchange and reduce the number of those doctors (see annex 53). 


Overseas restaurants 


131. Thailand reported that, in addition to revoking the work permits of 24 nationals 
of the Democratic People’s Republic of Korea, “on 29 November 2019, the Thai 
authorities conducted on-site inspections of three Korean restaurants and found six 
illegal workers of the Democratic People’s Republic of Korea in one of the 
restaurants.*° All of them were arrested on charges of illegally working and fined. 
They were deported to the Democratic People’s Republic of Korea on 6 December 
2019” (see S/AC.49/2020/20). 


132. A Member State informed the Panel about the closure of a restaurant in 
Indonesia. The Panel noted media reports on the closure of “Pyongyang Restaurant”. 
According to another media report, the Indonesian authority has launched an 
investigation into a restaurant that is allegedly being used by the Reconnaissance 
General Bureau. Indonesia replied to the Panel that the restaurant had closed in 2017. 


133. The Panel continued its investigation of restaurants in the Lao People’s Democratic 
Republic. As of May 2020, one of the restaurants, Pyongyang Restaurant (registered as 
Pyngyang Restaurant) was registered as active on the Lao National Enterprise Database. 
The restaurant is collocated with an information technology company, Lao Tosho, and 
both of them were registered under the name of the same individual, Pak Yun II] (Pak 
Yunil). Media reported that this restaurant continues operations as a new restaurant 
located near the original location. The suspected restaurant had been registered on 
13 January 2020 under a different name and director. The Lao People’s Democratic 
Republic reported that all 28 nationals of the Democratic People’s Republic of Korea 
who had entered the Lao People’s Democratic Republic, including Pak, were repatriated, 
providing a list of the repatriated individuals. 


86 Haemaji Restaurant (see S/2020/151, para. 141). 
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New contracts in 2019 and 2020 


134. According to a Member State, Korea Namgang General Construction 
Corporation, subordinate to the Namgang Trading Corporation, which arranges for 
the dispatch of workers of the Democratic People’s Republic of Korea, was involved 
in multiple construction projects in the Syrian Arab Republic in 2018 and 2019. In 
October 2019, a Syrian company requested counterparts of the Democratic People’s 
Republic of Korea to send more than 800 labourers to the Syrian Arab Republic for 
construction. One entity of the Democratic People’s Republic of Korea suspected to 
be involved in this case is Korea Haeyang Industrial Trading Corporation. The Panel 
has not received a reply from the Syrian Arab Republic. 


135. According to a Member State, Shenyang Kumje Hotel Management Co. Ltd.* 
hired 40 nationals of the Democratic People’s Republic of Korea in November 2019, 
and the workers could still be earning income in China. The company that arranged 
the employment of the workers is the “Korea Ryomyong Technology General 
Corporation”, which is probably subordinate to the Ministry of People’s Security of 
the Democratic People’s Republic of Korea and might be using a different name. The 
Panel has not received a reply from Shenyang Kumje. 8 


136. According to a Member State, “Dandong Manch’o’p Clothing Cooperative 
Ltd.”® hired 292 nationals of the Democratic People’s Republic of Korea in January 
2020 and 190 in August 2019. The counterpart of the Democratic People’s Republic 
of Korea for the employment of the workers was “Korea 51 Trading Company”, but 
this company might be using a different name. Dandong Manch’o’p imported textile 
material in October 2019 from the Democratic People’s Republic of Korea. The Panel 
has not received a reply from Dandong Manch’o’p. 


137. According to a Member State, Jiangsu Hongquan Wenhua Chuanbo Co. Ltd.” 
established a contract with the Democratic People’s Republic of Korea and arranged, 
between September and December 2019, the travel of a group of labourers of the 
Democratic People’s Republic of Korea to China to work on “business ventures” 
between entities of China and the Democratic People’s Republic of Korea. The 
Member State that provided this information considers that it was probable that the 
labourers entered China to engage in work in mid-December 2019 as students or on 
a cultural exchange and were very likely still working in China in several workplaces, 
including that company. The Member State further informed the Panel that Korean 
Tangun Trading Corporation (KPe.008) had arranged the employment of those 
workers; however, a different name, such as “Kuryonggang Trading Corporation”, 
might have been used. The Panel has not received a reply from Jiangsu Hongquan. 


Visa categories 


138. The Panel requested information on the statistics published in April 2020 by the 
Ministry of Internal Affairs of the Russian Federation indicating that 753 nationals of 
the Democratic People’s Republic of Korea were present in-country for the purpose of 











87 Name in Chinese: (6H 4 fri i HRA RZ]. Address: Shenyang Economic and Technological 














Development Zone, Shenyang city, Liaoning Province, China. 


88 Two experts are of the view that the information in this paragraph and the two subsequent 


paragraphs can be further corroborated. 




















8° Name in Chinese: A+7R DW HEARAE A BRAG]. Address: 3-1-1 Jinhua Road, Zhenxing District, 


Dandong city, Liaoning Province, China. 


°° Name in Chinese: {LF hIR (EASE A RZ]. Address: 305 Taiping South Road, Qinhuai 





District, Nanjing city, Jiangsu Province, China. 
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work*! (see annex 54). To the Panel’s enquiry, the Russian Federation replied that the 
figure in the annex contained errors concerning nationality and the purpose of entry, and 
that the necessary corrections had been made to the statistical data on the Ministry’s 
official website, which now shows that no one entered the Russian Federation from the 
Democratic People’s Republic of Korea in the first quarter of 2020 for the purpose of 
“work”. The Russian Federation further stated: “Only 160 nationals of the Democratic 
People’s Republic of Korea had work permits valid up to 22 December 2019 (they are 
now present in the territory of the Russian Federation without valid work visas, work 
permits or appropriate employment contracts). Their repatriation continues to be blocked 
by the restrictions imposed by Pyongyang on transport links with other countries on 
account of the coronavirus pandemic” (see annex 55). 


139. The Panel requested information from the United Kingdom of Great Britain and 
Northern Ireland concerning the possibility of nationals of the Democratic People’s 
Republic of Korea earning income while residing in the United Kingdom as students 
(Tier 4 visa category, which was not covered in its implementation report). The United 
Kingdom replied that there are two nationals of the Democratic People’s Republic of 
Korea currently studying in the United Kingdom, and under the Tier 4 visa category 
students are allowed to work only for limited hours. The United Kingdom further 
stated that “after taking into account expenditure on course fees and living costs, and 
the employment restrictions that are attached to a Tier 4 visa, the few DPRK nationals 
currently studying in the UK are unlikely to be earning a positive net income”. 
Furthermore, to help to prevent the abuse of student visas by foreign nationals to enter 
the United Kingdom in order to work and earn income, sponsors are required to 
monitor students holding a Tier 4 visa. 


Recommendations 


140. Member States should continue to exercise vigilance in screening all 
categories of visa applications by nationals of the Democratic People’s Republic 
of Korea, and to exercise vigilance throughout the staying period, in order to 
prevent the circumvention of the requirement to repatriate nationals of the 
Democratic People’s Republic of Korea earning income overseas. 


141. As current legal and administrative frameworks did not enable several 
Member States to implement the obligations pursuant to paragraph 8 of Security 
Council resolution 2397 (2017), the Panel recommends that, if considered 
applicable, Member States should take the necessary legal steps, including the 
amendment of existing legislation or the adoption of new legislation, to enable 
the implementation of these obligations. 


142. Noting that in paragraph 8 of resolution 2397 (2017) the Security Council 
required Member States to submit final reports by March 2020, the Panel 
reiterates its recommendation that Member States submit implementation 
reports pursuant to the requirement in that paragraph and encourages each 
Member State to include substantive information in its implementation report. 


According to the official statistics, a total of 1,596 visas were newly issued to nationals of the 
Democratic People’s Republic of Korea between January and March 2020, 3,067 nationals of the 
Democratic People’s Republic of Korea were present for the purpose of tourism and 1,975 were 
present for the purpose of study. In the revised data, the section relating to the numbers of 
nationals of the Democratic People’s Republic of Korea staying for work is blank. 
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Finance 


143. On the basis of information provided by Member States, documents obtained 
through the Panel’s investigations and open-source material, the Panel assesses that 
the Democratic People’s Republic of Korea continues to access international financial 
systems through joint ventures, offshore accounts, shell companies and the use of 
virtual assets (for example, cryptocurrencies). A review of the Panel’s previous 
reports and ongoing investigations show that Democratic People’s Republic of Korea- 
linked entities and individuals continue to use small and medium-sized banks in East 
and South-East Asia, which provide broader access to international correspondent 
banking.” This issue is further compounded by Member States inadequately 
addressing their domestic corporate registration rules, which has allowed the 
Democratic People’s Republic of Korea to continue to hide behind opaque corporate 
structures. Such loopholes make compliance and “know your customer” onboarding 
processes and procedures at financial institutions practically impossible. 


Sanctions evasion through cybermeans 


144. According to several Member States, as well as open-source reports, the 
Democratic People’s Republic of Korea continues to target virtual asset service 
providers (for example, cryptocurrency exchange houses) and financial institutions 
for the purpose of evading United Nations sanctions. There has been an overall 
decline in reporting on cyberattacks against financial institutions, but the Panel cannot 
assess whether this lack of reporting is the result of a reduction in attacks or the 
inability of Member States and financial institutions to definitively attribute such 
attacks to the Democratic People’s Republic of Korea. 


145. One Member State reported that attacks against virtual currency exchange 
houses have produced more illicit proceeds than attacks against financial institutions, 
whose information technology infrastructure is typically less susceptible to 
cyberintrusion. The Panel continues to assess that virtual asset service providers and 
virtual assets will continue to remain lucrative targets for the Democratic People’s 
Republic of Korea to generate revenue, as well as its mining of cryptocurrencies. ”° 


146. As of 2020, Democratic People’s Republic of Korea cyberactors have engaged 
in trading multiple forms of virtual assets, to include the use of several forms of 
alternative coins (“altcoins”).°* According to a Member State, the Democratic 
People’s Republic of Korea specifically targets anonymity-enhanced cryptocurrencies 
in order to provide additional layers of security and to frustrate traceability. 


147. In its 2019 and 2020 final reports, the Panel highlighted several tactics and 
techniques that the Democratic People’s Republic of Korea uses to illicitly acquire 


For an overview of regional concerns from the financial industry’s perspective, see Emil Dall and 
Justine Walker, “Royal United Services Institute-Association of Certified Anti-Money-Laundering 
Specialists proliferation finance survey”, 2020. Available at https://rusi.org/PFSurvey2020. 
According to one report by a United States-based cybersecurity firm, the Democratic People’s 
Republic of Korea has increased its Monero mining activity at least tenfold since May 2019 (compared 
to its mining of bitcoin over the same period). Monero is a virtual currency similar to bitcoin but 
offers additional anonymity-enhanced protocols and does not necessarily require the same high- 
performance computers in order to mine. See Insikt Group, “How North Korea revolutionized the 
Internet as a tool for rogue regimes”, 9 February 2020, p.3, for Recorded Future Cyberthreat 
Analysis series. Available at https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf. 
Altcoins are advertised as alternatives to more well-known cryptocurrencies, like bitcoin, and are 
generally bought and sold at lower prices. The Democratic People’s Republic of Korea is known 
to have traded in several altcoins, including Flowchain, Eternal Token, Vinci coin, Consentium, 
Ripple and Tether. Ripple and Tether are also known as “stable coins” (that is, their value is tied 
to an underlying asset). 
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cryptocurrency, including sophisticated social-engineering operations, as well as 
malware exploits (see S/2019/171, paras. 109-115, and S/2020/151, paras. 179-182). 
One outstanding question, which the Panel is continuing to investigate, is how the 
Democratic People’s Republic of Korea then launders its virtual assets into a fiat 
currency. 


148. According to information obtained by the Panel, as well as information 
contained within a Member State’s recent legal proceedings, the Democratic People’s 
Republic of Korea exploited loosely regulated networks of virtual asset service 
providers and “over the counter” brokering services in order to convert illicitly 
obtained virtual assets into a fiat currency (see annex 56). These transactions highlight 
several vulnerabilities within the global financial system to sanctions evasion activity, 
including virtual asset service providers with little or no “know your customer” 
protocols, the lack of regulation in some Member States on “over the counter” 
brokering services” and the lack of transparency in cryptocurrency to fiat currency 
conversions within financial institutions. 


149. The Panel notes Member States’ obligations under the relevant Security Council 
resolutions to freeze assets, including virtual assets, that are owned or controlled, 
directly or indirectly, by entities of the Government of the Democratic People’s 
Republic of Korea or the Workers’ Party of Korea, or by individuals or entities acting 
on their behalf or at their direction. ”° 


Use of joint ventures and overseas information technology workers 


150. According to several Member States, the Democratic People’s Republic of 
Korea continued to use joint ventures and/or cooperative entities, as well as overseas 
workers, to generate revenue to support its prohibited programmes and activities (see 
paras. 106-115 and 122-139 above). 


151. On the basis of information provided by several Member States, open-source 
reporting and documents obtained by the Panel, the Panel assesses that “Korea Narae 
Trading Corporation” is engaged in sanctions evasion-related activities for the 
purposes of generating revenue that supports the prohibited activities of the 
Democratic People’s Republic of Korea (see annex 57). The Korea Narae Trading 
Corporation is a Pyongyang-based entity that facilitates the “the acquisition of 
equipment and technology in various sectors, such as mining and hydrocarbons, in 
exchange for offering technical labour or work in the field (farming workers), as well 
as the export of North Korean food products and rare earths, among other products”, 
according to a Member State. The Panel also found that on at least one occasion, the 
Korea Narae Trading Corporation used financial accounts linked to the President of 
the Korea Friendship Association. 


Overseas bank representatives and diplomatic personnel 


152. The Panel continues to investigate overseas bank representatives of the 
Democratic People’s Republic of Korea. 


Over-the-counter brokers help to provide liquidity in cryptocurrency markets by matching buyers 
and sellers. 

Virtual assets are not specifically articulated in paragraph 12 of resolution 2270 (2016), in which 
the Security Council affirmed that “economic resources”, as referred to in paragraph 8 (d) of 
resolution 1718 (2006), includes assets of every kind, whether tangible or intangible, movable or 
immovable, actual or potential, which potentially may be used to obtain funds, goods or services, 
such as vessels (including maritime vessels), and consequently Member States may not have the 
ability to control virtual assets. 
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Recommendations 


153. The Panel encourages Member States to implement the Financial Action 
Task Force standards, with special attention given to recommendation 15, that 
to manage and mitigate the risks emerging from virtual assets, countries should 
ensure that virtual asset service providers are regulated for anti-money- 
laundering and counter-terrorist financing purposes, and licensed or registered 
and subject to effective systems for monitoring and ensuring compliance with the 
relevant measures called for in the Financial Action Task Force recommendations. 


154. The Panel continues to recommend that Member States work to address 
opaque corporate registration rules and regulations that may afford anonymity 
to entities of the Democratic People’s Republic of Korea. 


Unintended impact of sanctions 


155. In paragraph 25 of its resolution 2397 (2017), the Security Council reaffirmed 
that United Nations sanctions are not intended to have adverse humanitarian 
consequences for the civilian population of the Democratic People’s Republic of 
Korea or to affect negatively or restrict those activities, including economic activities 
and cooperation, food aid and humanitarian assistance, that are not prohibited by the 
relevant resolutions, and stressed the primary responsibility and need of the 
Democratic People’s Republic of Korea to fully provide for the livelihood needs of 
its people. 


156. As the Panel has previously noted, it is difficult to disambiguate United Nations 
sanctions from other factors, including unilateral sanctions regimes and domestic 
socioeconomic and political factors, but there can be little doubt that United Nations 
sanctions have had unintended effects on the humanitarian situation and aid 
operations within the Democratic People’s Republic of Korea.®’ Additionally, 
according to a Member State, the Democratic People’s Republic of Korea 
“government policy lockdown measures — enacted early in response to [COVID-19- 
related] low capability for health preparedness — have hit the economy in a way that 
sanctions alone do not appear to have”. 


157. The Panel notes that several non-governmental organizations have concerns 
about United Nations sanctions affecting the civilian population. One concern, for 
example, is how sanctions may further constrain limited agricultural resources (for 
example, transportation, machinery and production of fertilizers) and the allocation 
of financial resources for food imports, leading to reduced food “availability” (that 
is, decreasing food security). This effect is further compounded by the political 
priorities of the Democratic People’s Republic of Korea, which have reduced 
“accessibility” through the redirection of needed resources. 


158. According to some assessments, sectoral sanctions may result in negative social 
and economic consequences for those employed in those sectors, including loss of 
income.” The extent of this effect, however, is largely unknown as there is no accurate 
compilation of economic data and the fiscal and monetary policy priorities of the 
Democratic People’s Republic of Korea may also have a significant impact. There is 
also a concern about lost wages for repatriated workers, especially those who may 
have been affected by COVID-19-related quarantine measures. 


°” For the Panel’s most recent reporting, see S/2020/151, sect. VI. 

°8 Special Rapporteur on the situation of human rights in the Democratic People’s Republic of 
Korea, media statement, Geneva/Seoul, 9 June 2020. https://www.ohchr.org/EN/NewsEvents/ 
Pages/DisplayNews.aspx? NewsID=25929&LangID=E. 
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159. COVID-19-related measures affected imports of essential goods and the 
operations of humanitarian organizations (see annexes 60 and 61). 


160. The concern of financial institutions and private-sector entities over compliance 
with sanctions regimes continued to affect humanitarian operations. The efforts to 
restore the banking channel for United Nations humanitarian organizations in the 
Democratic People’s Republic of Korea and provide access to consistent and reliable 
financing continued with marginal progress owing to the pandemic, jeopardizing 
supply chain operations and also creating risky situations for humanitarian personnel. 


161. Despite challenges associated with COVID-19 during this period, the Security 
Council Committee established pursuant to resolution 1718 (2006) has accelerated 
the exemption process for COVID-19-related humanitarian assistance by using a two- 
day decision-making procedure. Also, on an exceptional basis, the Committee has 
granted exemptions for longer time frames, from the standard six months to up to one 
year. In order to assess the impact of COVID-19 on humanitarian organizations 
operating within the Democratic People’s Republic of Korea, the Panel surveyed 37 
organizations, including United Nations humanitarian organizations and 
non-governmental organizations, and awaits replies (see annex 61). 


Recommendations 


162. The Committee should continue its efforts for the prompt resumption of a 
stable banking channel for humanitarian activities by identifying several options 
for bank transfers. 


163. The Panel notes the usefulness of biannual briefings by the relevant United 
Nations entities on the unintended impact of sanctions on the civilian population 
and on their operations within the Democratic People’s Republic of Korea and 
recommends that the Committee continue this practice. 


164. The Panel recommends that the Security Council continue to address issues 
and processes that affect the mitigation of the unintended adverse impacts of 
sanctions on the civilian population of the Democratic People’s Republic of 
Korea and on humanitarian aid operations to benefit the vulnerable population 
of the Democratic People’s Republic of Korea and overcome the consequences of 
the COVID-19 pandemic. 


165. The Committee should continue to streamline the processes and procedures 
for applying for exemptions under the terms of Implementation Assistance Notice 
No. 7, as well as updating the Implementation Assistance Notice when appropriate. 


National implementation reports 


Status of Member State reporting on the implementation of relevant resolutions 


166. As at 31 July 2020, 61 Member States had submitted reports on the implementation 
of paragraph 8 of resolution 2397 (2017), 80 Member States had submitted reports on the 
implementation of paragraph 17 of resolution 2397 (2017), 94 Member States had 
submitted reports on the implementation of resolution 2375 (2017), 90 Member States 
had submitted reports on the implementation of resolution 2371 (2017), 107 Member 
States had submitted reports on the implementation of resolution 2321 (2016) and 115 
Member States had submitted reports on the implementation of resolution 2270 (2016). 


Recommendations 


167. For a consolidated list of recommendations, see annex 62. 
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures 


The reporting period has coincided with the emergence of the COVID-19 pandemic. The Democratic 
People’s Republic of Korea responded rapidly with border closures and quarantine measures. Flights to 
and from China and Russia were suspended in late January (except for a single flight to Vladivostok on 
9 March). Passenger rail services to China and Russia were also suspended at around the same time, as 
was cross-border road transportation. Maritime deliveries to the refined petroleum facility at Nampo port 
continued. Maritime container shipments to the Democratic People’s Republic of Korea were largely 
suspended from late January, resuming in late March with frequency increasing from April. Outward 
shipments of coal, also largely suspended for over a month, have increased since March. Inward trans - 
portation of goods and commodities has resumed by road, and reportedly also by rail freight, though not 
at pre-COVID-19 levels. The Rajin to Khasan rail freight line has remained in operation. Goods, includ- 
ing humanitarian aid shipments, arriving in the country remain subject to special measures. Aside from 
the restricted entry of hauliers and crews, there reportedly continues to be almost no movement of people 
into or out of the country. Diplomatic missions, UN humanitarian agencies and non-governmental or- 
ganizations are unable to bring in staff. 
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Annex 2: Yongbyon nuclear complex 


(1) Fuel fabrication building, uranium enrichment workshop and _ reprocessing plant 
(39°46'13.84"N  125°44'58.94"E / uranium enrichment workshop,  39°46'52.67"N 
125°45'10.84"E/reprocessing plant) 


Reprocessing Plant 


Fuel Fabrication Building ¢ 
Uranium Enrichment Workshop 





Source: Planet Labs (Skysat Collect, 14 July 2020) 
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(2) Yongbyon nuclear complex: 5MW (e) reactor and experimental light water reactor in Yongbyon 
(39°47'44.53"N 125°45'19.05"E / light water reactor) 





Source: Planet Labs (Skysat Collect, 28 June 2020) 
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Annex 3: Uranium mine and yellow-cake production plant in Pyongsan (38°19'05.41"N 
126°25'58.12"E / plant) 


(1) Overview 


Tailings pond 





Source: Planet Labs (Skysat Collect, 14 April 2020) 
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(2) Yellow-cake production plant in Pyongsan 





Source: Planet Labs (Skysat collect, 14 April 2020) 
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Annex 4: Punggye-ri nuclear test site 


(1) Portals and main administrative area (41°16'40.65"N 129°05'14.67"E / main administrative 
area) 


North Portal 


West Portal 


Main Administrative 
Support Area 





Source: Planet Lab (Skysat Scene, | June 2020) 
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(2) Punggye-ri Test Site: Command Center (41°22'67.96"N 129°10'93.86"E) 


Command Center 





Source: Planet Lab (Skysat Collect, 2 April 2020) 
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Annex 5: Suspected uranium enrichment facility in Kangson (38.96° N, 125.61° E) 





Source: Planet Labs (Skysat Scene, 15 March 2020) 
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Annex 6: Member State information on procurement of dual-use items by the DPRK 


Recent procurement activity by Second Economic Committee of Munitions Industry Department of the 
DPRK 


It is reported that at the end of 2018, Second Economic Committee of Munitions Industry Department 
intended to procure via third countries the materials, which can be easily diverted to the manufacturing 
of nuclear and missiles program. It is not confirmed whether or not these materials have been actually 
shipped to the DPRK, but it is highly likely to be related to the development and manufacturing of nuclear 
weapons and missiles by the DPRK. 

Those materials intended to be procured: 


(1) Lithium hydroxide 
Lithium hydroxide is added to reactor coolants and functions to curb metal corrosion of nuclear reactor 
cooling pipes in military use. 


(2) High purity graphite 
High purity graphite is produced by applying purity-raising treatment to artificial graphite, and is used 
as moderator of nuclear reactors. 


(3) Tris (1-(2-methyl) aziridinyl) phosphine oxide) (MAPO) 
MAPO is a bonding agent used for propellant of solid fuel missiles. 


(4) Martensitic stainless steel 

Martensitic stainless steel is used for equipment such as turbine blades of aircraft and nozzles. It is as- 
sumed to be used as material for rocket engine parts. 

(5) Austenitic stainless steel 

Austenitic stainless steel is used as material for nuclear reactors. It is assumed to be used as material for 


rocket outer shell. 


Source: Member State 
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Annex 7: The series of four SRBM launch tests in March 2020 


These four tests contributed to improving the tactical missile systems. In addition to the coordination of 
the fire sequences, the firing intervals were significantly reduced in comparison with 2019 test series. In 
that respect, the Time Between Launch (TBL) for KN-24 that was 20 minutes on 10 August 2019 and 16 
minutes on 16 August 2019 went down to five minutes on 21 March 2020. 


The TBL for KN-25 was 17 minutes (24 August 2019), 19 min (10 September 2019), three minutes (31 
October 2019), 30 seconds (28 November 2019) and went down to 20 seconds (2 March 2020), 20 
seconds (after the 1°‘) — one minute (after the 2") (9 March), and 20 seconds (29 March 2020) (see 
S/2020/151, para.194 and Table 3, and Table 1 of this report). 


The 2020 firing trials appear to have tested successfully the reliability of the BMs, as well as the capacity 
of the guidance system to reproduce the same strike result after their ballistic and/or aerodynamic trajec - 
tories. 


From reports of some Member States one trajectory tracking, the reliability of the guidance system of the 


ballistic missiles was indicated by the fact that the two or three missiles fired during a sequence seemed 
to reach the same target. 
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Figure 7-1: Operation training from 28 February to 2 March 2020 


The “joint strike military drills” carried out from 28 February to 2 March 2020 at a location 6km east 
from Wonsan could have been a demonstration of the DRPK’s operational capacity to combine and 
coordinate different types of artillery fire power up to the SRBMs final launch on 2 March. These tests 
contributed to improving the tactical missile system. The artillery was deployed on the beach (NW: 39° 
9'19.66"N 127°36'26.85"E; SE: 39° 8'36.01"N 127°37'0.51"E). On 2 March the SRBM KN-25 TEL was 
probably located inland a few kilometers from the front. 





Source: Planet Labs. 23 Feb. 2020, 02 22 19 UTC; 5 Mar. 2020, 24 07 23 UTC; KCTV image, 29 Feb. 2020; 
Rodong Sinmun 2 March 2020 
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Figure 7-2: Ballistic missile launches in March 2020 (1)! 


(J) Launch of ballistic missile 





Source: Member State 


Figure 7-3: Ballistic missile launches in March 2020 (2)? 


02/03 | KN-25 | SRBM 35km | 240 km 
es [mn san Si | 0am | ak 
[A 


29/03 | KN-25 | SRBM | Wonsan 30 km | 230 km | 





Source: Member State 


Figure 7-4: DPRK missile launches in March 2020 (3)° 
DPRK missile launches in 2020 


Type Ae Flight 
Year Launch Location (as announced by the gee Distance 
DPR (@PPYOX:) | (anprox. 
Province 
200km 


2 | Ea amgyeeg vi eee ey Ee 
sie Hamgyong Province artillery 
Suncheon, North _ tactical 


4 | seceo| SR Reece Ne 30km | 230km 
Province multiple rocket 


Source: Member State 





' The missile landing locations are off the DPRK’s eastern coast. 
? Ibid. 
> Ibid. 


58/211 20-10434 


S/2020/840 





Annex 8: Activity observed at the Sinpo naval south shipyard’s secure boat basin since May 
2020 


After the set-up of a container (around 16-17 m long and around 2.5 m wide, large enough to carry a 
Pukkuksong-1 or Pukkuksong-3) in May 2020 near the secure boat basin, neither a crane nor support 
vehicles are currently visible on the site. 


Moreover, the third submersible barge detected and described by a Member State during the 2 October 


2019 test (see S/2020/151, annex 58.7) has not been visible since that test. It was different from the two 
currently observed at Sinpo and Nampo. 
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Figure 8-1: Sinpo south shipyard close to the secure basin, a container has been visible since 27 May 
2020 near the canopy almost at the same location (40° 1'33.70"N 128° 9'57.69"E) where a container was 
detected on 23 September 2019. 


container 
has 
remained 
Static in June 
and early 
July and 
2020 


The comtsiner 
(length aeound 17 
m) fest detected 
on 27 Mary 2020 





Source: Planet Labs. 22 Jun. 2020, 04 53 00 UTC; 4 Jun. 2020, 01 54 20 UTC; 5 Jul. 2020, 04 53 55 UTC; 27 
May 2020, 02 06 51 UTC; 1 May 2020, 04 52 34 UTC 
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Annex 9: Ballistic missile bases activity 


The six ballistic missile bases referred to below, among others, are operational with considerable work 
in progress, focusing on: 

- Increasing the underground storage capacity; 

- Increasing the storage capacity under sheds or bunkers; 

- Increasing the number of support facilities or their replacement. 

An effort is made at some sites to enhance the undetectability and the camouflage of the existing or 
recently built infrastructures. 


Figure 9-1: Sino-ri missile operating base (39°38'41.52"N 125°21'19.71"E) 
in : 4 a i. ia | ‘ 
Y ; ; | Two of the underground 






gallery entrances with 
protective berms in front 
39°37'41.26"N 
125°22'0.63"E 


Source: Google Earth Feb 6, 
2019 


o 


Source: Planet Labs. 8 Jul. 2020, 02 05 07 UTC 
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Figure 9-2: Yeongjeo-dong missile base activity whose confirmed underground gallery entrances are 
located along the track from - 41°19'31.57"N 127°5'42.56"E — to - 41°19'36.94"N 127° 5'53.94"E with a 
last entrance at 41°20'15.15"N 127° 7'43.37"E 


One of the underground 


§ gallery entrances with 
protective berms in front 
41°19°36.67"N 127° 5'47.40"E 


— - — 7 
=A we e mee > 
.« . 





Source: Planet Labs. 27 Mar. 2020, 05 04 59 UTC 
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Figure 9-3: Hoejung-ri missile base activity (41°22'44.93"N 126°54'38.16"E) and the construction of 
a massive underground facility (41°21'56.37"N 126°55'41.91"E) (see S/2019/171, annex 84-3) 





New underground gallery entrances 
41°21'56.37"N 26°55'41.91"E 
a 

< - 


Source: Planet Labs. 29 May 2020, 02 12 52 UTC — 26 Mar. 2020, 02 47 37 UTC 
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Figure 9-4: Kumchon-ri missile operating base activity (38°57'52.48"N 127°35'11.98"E) certain of 
whose underground gallery entrances are located along the valley from - 38°57'56.59"N 127°36'6.52"E — 
to - 38°57'57.29"N 127°36'23.58"E 





One of the underground gallery 


entrances with protective berms in 
front 38°57'56.59"N 127°36'6.52"E 


Source: Google Earth May 3, 2018 


Source: Planet Labs. 22 Jun. 2020, 01 50 30 UTC 
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Figure 9-5: Sakkanmol missile operating base activity, (38°36'10.20"N 126° 3'57.43"E). 
The underground gallery entrances which are located along the valley from - 38°34'42.04"N 126° 
6'43.67"E- to - 38°34'14.31"N 126° 7'21.64"E-, are identifiable because of the protective berms in front. 


One of the underground 
gallery entrances with 
protective berms in front 
38°34'24,.22"N 126° 6'53.87"E 





Source: Planet Labs. 13 Jun. 2020, 02 02 31 UTC 
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Figure 9-6: Sangnam-ri Missile operating base activity (40°50'7.46"N 128°32'47.42"E). Con- 
firmed underground gallery entrances are located along the valley from - 40°49'35.89"N 
128°33'15.41"E - 40°49'38.57"N 128°33'12.70"E - 40°49'42.22"N 128°33'9.32"E - 40°49'43.90"N 
128°33'7.39"E — are identifiable because of the protective berms’ in front. 






Several underground gallery 
entrances with protective 
berms along the valley 
40°49'38.57"N 128°33'12.70"E 


L 


Source: Planet Labs. 8 Jul. 2020, 01 53 59 UTC 
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Annex 10: Sanum Dong scientific and ballistic missile research complex 


Figure 10-1: General view of Sanum Dong scientific and ballistic missile research complex. 

Near the Sanum Dong production hall (39° 8'30.32"N 125°46'0.11"E), specific activities were observed 
from January to June 2020. Given a potential relation between this complex and the Ippul-Tong site (39° 
9'11.05"N 125°47'52.10"E) located 3 km north eastern thereof, the movements of tanker trucks on the 
roads of the storage area from March 2019 to June 2020 were also of interest. 


Sanum Dong 
Production Hall 
4 0 


4 
Ds 


S| Ippul-Tong F 
a storage site 


j 
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Figure 10-2: Sanum Dong production hall (1) 

Between 5 and 16 January 2020, truck and other vehicle activity was noted near the hall with in particular 
the movement of a container (color blue, length around 11m) (39° 8'30.32"N 125°46'0.11"E) appearing 
between 3 and 5 January, removed on 10 January, returning on 15 or 16 January and definitively removed 
between 17 and19 Janua 





Source: Planet Labs. 5 Jan. 2020, 05 19 06 UTC; 16 Jan. 2020, 02 10 01 UTC 





Figure 10-3: Sanum Dong production hall (2) 

A new canopy (length around 50 m width around 6 m) (39° 8'29.70"N 125°45'58.96"E) was erected 
between 29 February and 5 March 2020 probably to conceal and protect the equipment temporally 
stored before being moved. 


a . 
Source. Planet Labs. 5 Mar. 2020, 02 13 30 UTC 
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Figure 10-4: Sanum Dong Ippul-Tong 

In Sanum Dong Ippul-Tong storage buildings, on the 18 Apr 2020, one tanker truck (camouflage color 
length around 10 m), was moving on the ring (39° 9'20.86"N 125°47'56.64"E) which surrounds the var- 
ious storage warehouses. There were movements of tanker trucks on the roads of the storage area from 
March 2019 to June 2020. 





Source: Planet Labs. 18 Apr. 2020, 05 08 31 UTC 
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Annex 11: Developments at the Pyongsong March 16 factory automotive plant 


The transformation of the site continues and the activity of large vehicles has been detected with wide- 
arced traces from tires possibly left by a Transporter Erector Launcher (TEL) in front of the building 
where the Hwasong-15 was assembled in 2017 before the ICBM test launch on 29 November 2017. They 
could correspond to traces left by TEL movements in August 2018, and March and April 2020. 
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Figure 11-1: The surroundings of the new adjacent building (39°16'52.08"N 125°52'12.76"E) are cleared 
(see area 1); the renovation of the western building has been under development since 2018 (see area 2). 
The activity of big trucks is detected because wide-arced tire traces (see area 3) appear at the front of 
the building where the Hwasong-15 was assembled in 2017. 





Source: Planet Labs. 16 Jun. 2020, 05 16 00 UTC; Planet Labs. 7 Jun. 2020, 05 01 06 UTC; Google Earth. 4 Apr. 
2020; Google Earth. 11 Apr. 2020; Planet Labs. 19 Dec. 2019, 02 09 00 UTC 
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Annex 12: New facilities located 2 km southwest of the Pyongyang Sunan International 
Airport (39°10'50.56"N 125°39'50.01"E) 


Figure 12-1: General overview of the possible BM support facility in June 2020 


Possible new BM support facility (39°10'S0.56"N 125°39'S0.01"E) || 
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Possible new BM support 
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Source: Planet Labs. 11 Jun. 2020, 02 27 08 UTC 
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Figure 12-2: Evolution of the possible BM support facility site from 4 May 2018 to 28 June 2020 
(39°10'50.56"N 125°39'50.01"E) 
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Source: Planet Labs. 4 May 2018, 01 5051 UTC; 22 Jun. 2018, 01 53 38 UTC; 5 Sep. 2018, 01 55 04 UTC; 1 Apr. 
2019, 02 30 52 UTC; 8 Oct. 2019, 24 40 32 UTC; 11 Nov. 2019, 01 53 22 UTC; 15 Mar. 2020, 02 13 44 UTC; 11 
Jun. 2020, 02 27 08 UTC; 28 Jun. 2020, 02 04 39 UTC 


—s 





20-10434 73/211 


S/2020/840 





Figure 12-3: Comparison with well-known ballistic missile facilities 

The infrastructure and buildings (in particular, the tallest building aka high-bay, the railway with a shel- 
tered station and the network of wide stabilized roads) erected on the site could correspond to a BM 
training facility or toa BM assembly facility because they have an architecture comparable to that of the 
other BM facilities such as inter alia, Pyongsong March 16 factory automotive plant (fig. 12-4), Sohae 
(Tongchang-ri) satellite rocket launch site (fig. 12-5), Sinpo south shipyard (fig. 12-6), Sanum Dong 
scientific and ballistic missile research complex (fig. 12-7), Tonghahe satellite rocket launch site 
(fig. 12-8), Jonchon (Mupyong-ni) No 65 factory (fig. 12-9). These infrastructures are adapted to allow 
the assembly of large BM and rockets. 


Covered rail terminal for receiving railcars to load or The infrastructure is large 
unload, out of sight, the BM components among other items enough for assembly and / or 


movement of large BMs with 
their weapon systems 
including TELs. In particular, 
the High-Bay section could 
accommodate a gantry for 
implementation testing of 
such systems 


Thanks to the DPRK railway 
network the facility is 
connected to the other BM 
sites and bases which are 
interconnected by rail (see 
s/2019/691) 


The underground gallery nearby offers large-scale 
safe storage. The roads are wide enough to allow the 
circulation of large and long trucks. 





Source. Planet Labs. 11 Jun. 2020, 02 27 08 UTC 
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Figure 12-4: Comparison between the structure of the possible ballistic missile support facility aka -Sil- 
li ballistic missile support facility (39°10’50.56”N 125°39’50.01”E) and the Pyongsong March 16 
factory automotive plant (39°16'52.55"N 125°52'15.75"E); (see S/2020/151, para.198 and annex 65). 


High-Bay (9), and possible 
flow pattern for carriage of 
BM system components ‘-” 





Source: Planet Labs. 16 Jun. 2020, 05 16 00 UTC (left) — 11 Jun. 2020, 02 27 08 UTC (right) 
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Figure 12-5: Comparison between the structure of the possible ballistic missile support facility aka - Sil- 
li ballistic missile support facility (39°10’50.56”N 125°39’50.01”E) and at the Sohae (Tongchang-ri) 
satellite launching ground: the horizontal processing building (39°40'9.79"N 124°42'25.96"E) and the 
covered rail terminal (39°40'18.83"N 124°42'29.08"E); (see , paras.198 and 199 and annex 
62) 


Sohae covered rail terminal (39°40°18.83"N 124°42'29_08"E) and 
>| the horizontal processing building (39°40°9_79°N 124°42'25.96"E) 


Sohae satellite launching Station 
(39°39'36.22"N 124°42°19.27"E) 


The covered rail platform (left) and the horizontal 
processing building (right) and possible pattern to 
carry BM system components 





Source: Planet Labs. 16 Jun. 2020, 05 16 00 UTC (left) — 2 May 2020, 05 17 53 UTC (right) 
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Figure 12-6: Comparison between the structures of the possible ballistic missile support facility (aka Sil- 
li Ballistic Missile Support Facility) (39°10’50.56”N 125°39’50.01”E) and the Sinpo south shipyard, 
covered rail terminal (40° 1'49.76"N 128° 9'49.32"E 124°42'29.08"E) which is near the secure boat 
basin infrastructure where SLBMs are prepared for the Sinpo-class experimental ballistic missile sub- 
marine and the submersible barge (40° 1'31.98"N 128° 9'56.67"E) (see S/2020/151, para.198 and annex 
58.7.2) 


Sinpo south shipyard, 
covered rail terminal 
(40° 1'49.76"N 128° 9°49.32"E) 


Sinpo Shipyard Secure boat 
basin infrastructure 
(40° 1'31.98"N 128° 9'56.67"E) 


The covered rail platform (rail “Y ) 
possible pattern to carry SLBM system 
components \./ 





Source: Planet Labs. 2 Jul. 2020, 02 56 47 UTC; 16 Jun. 2020, 05 16 00 UTC (left) — 14 Jan. 2020, 05 00 14 UTC 
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Figure 12-7 : Comparison between structures of the possible ballistic missile support facility (aka Sil-li 
ballistic missile support facility) (39°10’50.56”N 125°39’50.01”E) and at the Sanum Dong scientific 
and ballistic missile research complex, the Sanum Dong production hall (39° 8'30.32"N 125°46'0.11"E) 


Construction of the 
Sanum Dong Production 
Hall from 2011 to 2014 
revealed a high bay and 
its specific foundation (0) 
and a possible circulation 
pattern in the area 

(39° 8'30.32"N 
125°46'0.11"E) 





Source: Google Earth. 28 Oct. 2011 — 1 Dec. 2013 — 27 Jan. 2014 — 26 Oct. 2017; Planet Labs. 16 Jun. 2020, 05 16 
00 UTC (left) - Jun 3, 2020, 05 00 22 UTC (right) 
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Figure 12-8: Comparison between structures of the possible ballistic missile support facility (aka Sil-li 
ballistic missile support facility) (39°10°50.56”N 125°39’50.01”E) and at the Tonghae satellite rocket 
launch site, the Horizontal processing building (40°51'20.91"N 129°39'32.99"E) and the unfinished 
processing building (40°51'3.12"N 129°40'1.92"E). 
e - 4 {= 


z= fs 4 is 


horizontal processing building 
Bed (40°51'20.91"N 129°39'32.99"E) 


- 








Possible unfinished horizontal processing building 
(40°51'3.12"N 129°40'1.92"E) 


Source: Planet Labs. 29 May 2020, 04 46 58 UTC (top); 16 Jun. 2020, 05 16 00 UTC (centre left); 29 May 2020, 
04 46 58 UTC (centre right); Google Earth. 22 Jun. 2013 (bottom left); 11 Feb. 2018 (bottom centre); Planet Labs. 
2 Apr. 2020, 05 01 16 UTC (bottom right) 
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Figure 12-9: Comparison between structure of the possible ballistic missile support facility (aka Sil-li 
ballistic missile support facility) (39°10’50.56”N 125°39’50.01”E) and at the Jonchon-Mupyong-ni No 
65 factory, the southern building involved in the TEL upgrading (40°36'42.77"N 126°25'34.74"E) and 
the various underground galleries located along the westside of the mountain from south (40°36'48.06"N 
126°25'35.59"E) to north-east (40°38'0.43"N 126°26'21.20"E). A Hwasong-14 was tested on 28 July 2017 
from a near-by launch pad (40°36'40.21"N 126°25'33.31"E) (see S/2019/171, para. 174; S/2018/171, 
paras. 9,11,12 and 13; S/2017/742, para. 7) 





| The facility has a building 
similar to the TEL 
conversion facility below, it 
incorporates 8 roof 
superstructure (0) whose 
shape is 8 semi-arc to allow 
the erection of the TEL 
launching table. 
(40°38°44.29°N 
126°25'57.86"E) 


Around 20 protective 
berms and the entrances 
to the underground 
galleries 


TEL conversion facility 
which incorporates a roof 
superstructure (0), whose 
shape is a semi-arc to 
allow the erection of the 
TEL launch table 


Source: Planet Labs. 14 Apr. 2020, 02 20 07 UTC; Google Earth. 3 Jan. 2012; Planet Labs. 14 Apr. 2020, 02 20 
07 UTC; Google Earth, 31 Aug. 2018 
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Figure 12-10: The main facility composed of 3 interconnected drive-through buildings is connected 
to a nearby large underground facility which could be used for storage of TEL and sensitive BM 
components. 
. 





Camouflaged 
west entrance 
40 m wide 


Camouflaged 
east entrance 
40 m wide 


Length 300 m aaa 
a 


. _ aed . RAE 
i : i. 

OH Length 438 m — “ Be 

cone 2) a ay 

ree 
eo nee” : a Gallery possible lengths 
» Length 750 m (red) from 300 m to 750m 
be Oe. A ' ; 
\? Ly Se) “ . 


A, 
4 


a 


~. a S ys ‘ ° | rh : wy 
a mg x 7 re) 


a 
4 a) 


a s a pgm rie. 
Z _ . - 
Source: Planet Labs. 21 Mar. 2020, 02 29 41 UTC (top); Google Earth. 30 Dec. 2006, 1 Nov. 2006 
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Figure 12-11: The Pyongyang-Sunan international Airport has already been ‘dual-used’ for the BM 
programme. It was used on 29 August (39°15'40.96"N 125°40'32.79"E) and 15 September 2017 as 
a launch test site for the IRBM Hwasong-12 (see S/2019/171, para. 174). 





Concrete launch pad (39°15'40.96"N 
125°40'32.79"E) used for the 29 August 
2017 IRBM Hwasong-12 launch (see 
§/2019/171 Annex 84) 


Possible new BM Missile support Facility 
(aka Sil-li Ballistic Missile Support Facility) 


Source. Planet Labs. 4 Jun. 2020, 05 12 47 UTC 
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Annex 13: The Sohae (Tongchang-ri) satellite launching ground 


Figure 13-1: The upgrading of the Sohae (Tongchang-ri) satellite launching ground has continued with 
the renovation of the roads and pathways around and inside Sohae satellite launch site from early March 
2020 (see , para.198 and annex 62). 


Sohae covered rail terminal 
(39°40'18.83"N 124°42'29.08"E) and 
the horizontal processing building 
(39°40'9.79°N 124°42'25.96"E) 


Roads renovation, 
27 March 2020 


Renovated 
Roads 
4 June 2020 


Sohae satellite lsunching Station 


(39°39'36.22"N 124°42'19.27"E) Roads not yet 


renovated on 
2 March 2020 


Sohae vertical engine test stand 
(39°39°11.32"N 124°42°51.30°E) 


Source: Planet Labs. 4 Jun. 2020, 02 30 29 UTC, 27 Mar. 2020, 02 28 44 UTC, 2 Mar. 2020, 05 14 46 UTC 
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Annex 14: Intangible transfer of technology (ITT) 


The Panel has identified a risk that DPRK researchers working in international scientific and technical 
journal editorial teams might be a channel for ITT. Such researchers could collect information and 
identify specific studies and researchers as well as cutting-edge scientific institutes. 


As an editorial board member, such a researcher’s task might involve, inter alia, reviewing papers and 
creating a network of scholars who could contribute to his/her mission. A DPRK scientist might benefit 
from gaining familiarity with the latest research in the field of his/her specialty. He/she might participate 
in academic exchanges with other academics in the field. He could more easily receive invitations to 
events or conferences as well as access to other scientific institutes. 


The Panel’s investigation’ into one case has been carried out thanks to the cooperation of a scientific 
journal which had requested a DPRK researcher to become a member of the editorial board with tele- 
worker status. 


The case concerns a DPRK national, Dr. Kim Chol-Hyon, affiliated to Kim Chaek University of Tech- 
nology Pyongyang, DPRK, who obtained M.S. and Ph.D. degrees in optical measurement from the same 
univeristy, in 2009 and 2018, respectively. Upon graduation, he joined its Laser Engineering Department, 
where he remains a Professor. 


His research interests included laser-related techniques, the manufacturing of gaseous, liquid and solid 
lasers, laser applications as well as the material of fibre lasers and solid lasers. > 


Some of Kim’s publications related to optical research are listed below: 
Immediate estimation of feedback factor and linewidth enhancement factor from measured self-mixing 
signals under moderate or strong regime. CM Ri, CH Kim, YN Oh, SC Kim - Measurement Science and 


Technology 


Available at https://iopscience.iop.org/article/10.1088/1361-6501/ab6c27/meta 





‘Paragraph 11 of resolution 2321 (2016) decides that all Member States shall suspend scientific and technical cooperation involving 
persons or groups officially sponsored by or representing the DPRK except for medical exchanges, unless the 1718 Committee receives 
advance notification or grants an exemption. 
> §/2014/253: Update to the items contained in the lists specified in paragraph 5 (b) of resolution 2087 (2013). 
Excerpt of the Items, materials, equipment, goods and technology related to ballistic missile programmes: 
- 9.A.2. Gyro-astro compasses and other devices which derive position or orientation by means of automatically tracking celestial 
bodies or satellites, and specially designed components therefor 
- 10.A.1. Pneumatic, hydraulic, mechanical, electro-optical, or electromechanical flight control systems (including fly-by-wire and 
fly-by-light systems) designed or modified for the systems specified in 1.A 
- 10.A.3. Flight control servo valves designed or modified for the systems in 10.A.1. or 10.A.2., and designed or modified to 
operate in a vibration environment greater than 10 g rms between 20 Hz and 2 kH 
- 11.A.1. Radar and laser radar systems, including altimeters, designed or modified for use in the systems specified in 1.A. Technical 
Note: Laser radar systems embody specialised transmission, scanning, receiving and signal processing techniques for utilisation 
of lasers for echo ranging, direction finding and discrimination of targets by location, radial speed and body reflection 
characteristics... 
- 11.A.4. Electronic assemblies and components, designed or modified for use in the systems specified in 1.A. or 19.A. and 
specially designed for military use and operation at temperatures in excess of 125°C 
- 12. Fiber Optic Gyro Coil Winding Machines. 
- 12.4.5. Precision tracking systems, usable for systems specified in 1.A., 19.A.1. or 19.A.2. as follows: 
A. Tracking systems which use a code translator installed on the rocket or unmanned aerial vehicle in conjunction with either 
surface or airborne references or navigation satellite systems to provide real-time measurements of inflight position and 
velocity 
B. Range instrumentation radars including associated optical/infrared trackers with all of the following capabilities: 
1.Angular resolution better than 1.5 mrad; 
2.Range of 30 km or greater with a range resolution better than 10 mrms; and 
3.Velocity resolution better than 3 m/s 
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Effect of linewidth enhancement factor on displacement reconstruction and immediate estimation of 
feedback factor for weak feedback. CH Kim - Optics Communications, 2020 — Elsevier 


Available at https://www.sciencedirect.com/science/article/abs/pii/S0030401819311733 





High-speed joint estimation of strong feedback regime with fringe loss. HS Hong, CH Kim, JH Kim, 
UH Song, HS Li... - Optics Communications, 2020 — Elsevier 


Available at https://www.sciencedirect.com/science/article/abs/pii/S0030401820305782 
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Annex 15: Member States’ letter and report to the 1718 Committee: North Korea’s 


Breach of the UNSCR 2397 Refined Petroleum Cap, 24 July 2020 


86/211 


July 24, 2020 
Dear Ambassador Heusgen, 


On behalf of the Republic of Albania, Australia. Austria, Belgium, the Republic 
of Bulgaria. Canada. Chile, the Republic of Croatia, the Republic of Cyprus, the Czech 
Republic. Denmark. Dominican Republic, Estonia. Finland, France. the Federal 
Republic of Germany, Greece, Honduras, Hungary, Iceland, Israel, Italy, Japan, the 
Republic of Latvia, the Republic of Liberia, Lithuania. Luxembourg. the Republic of 
Malta, the Republic of the Marshall Islands, the Federated States of Micronesia, the 
Kingdom of the Netherlands, New Zealand, Norway, the Republic of Palau, Peru, the 
Republic of Poland, the Republic of Korea, the Slovak Republic, the Republic of 
Slovenia, Spain, Ukraine, the United States, and the United Kingdom. we have the 
honor to submit to the 1718 Committee a request for the Committee Secretary to take 
the actions described in operative paragraph 5 of resolution 2397 because the aggregate 
amount of refined petroleum products sold. supplied, or transferred to the DPRK mn 
2020 has breached the annual cap of 500.000 barrels. Attached, please find a report. 
sponsored by the above Member States, detailing observations of illicit North Korean 
refined petroleum imports. None of these imports were reported to the 1718 Committee. 
When these observed illicit refined petroleum imports are combined with imports that 
have been reported to the 1718 Committee, the aggregate amount of refined petroleum 
imported into the DPRK is in excess of the 500,000 barrel refined petroleum cap set in 
UN Security Council resolution 2397. In total, we have documented 56 shipments 
between January 1, 2020 and May 30, 2020. For 20 of these 56 cases, we are presenting 
imagery as evidence. Just these 20 cases when combined with the amounts already 
reported to the 1718 Committee, exceed the 500,000 refined petroleum cap set in UN 
Security Council resolution 2397. 


Specifically, we request the following actions be taken: 


° We request the 1718 Committee Secretary issue a public note verbale to all UN 
Member States that the aggregate amount of refined petroleum products sold, 
supplied. or transferred to the DPRK in 2020 has exceeded the cap set by the 
Security Council and inform Member States that they must immediately cease 
selling. supplying. or transferring refined petroleum products to the DPRK for the 
remainder of the year. 


° We request the Chair to issue a Committee press release to inform the general 
public of this information. 


° We further request this note verbale and press release include a call for all 
Member States to immediately exercise enhanced vigilance regarding the 
DPRK attempting to procure additional refined petroleum products and to 
prevent illicit ship-to-ship transfers of refined petroleum products to vessels 
owned. controlled, or acting on behalf of or working in cooperation with the 
DPRK. 
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° We further request the 1718 Committee Secretary update the website to include 
the illicit refined petroleum imports in our report and show that the aggregate 
amount of refined petroleum products sold. supplied, or transferred to the 
DPRK in 2020 has exceeded the cap set by the Security Council using the 
conversion rate and other information in the report. 


We request the Chair circulate our report and our proposals to the 1718 
Committee for action by today, July 24, 2020 under the regular 5-day NOP process. 
We thank you in advance for your assistance. 


Pa 


Naureda Breshanaj 
Deputy Permanent Representative, Chargé d’ Affaires a.1. 
Permanent Mission of the Republic of Albania to the United Nations 


sth 


Mitch Fifield 
Permanent Representative 
Permanent Mission of Australia to the United Nations 


Jolene. WV 2 


Alexander Marschik 
Permanent Representative 
Permanent Mission of Austria to the United Nations 


Cm 


Marc Pecsteen de Buytswerve 
Permanent Representative 
Permanent Mission of Belgium to the United Nations 
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Georgi Panayotov 
Permanent Representative 
Permanent Mission of the Republic Bulgaria to the United Nations 


4 
Nite lV 4 
ish AUK 
Louise Blais 
Chargée d'affaires a.1. 
Permanent Mission of Canada to the United Nations 





Milenko Skoknic Tapia 
Permanent Representative 
Permanent Mission of Chile to the United Nations 


Ivan|Simonovié 
Permanent Representative 
Permanent Mission of the Republic of Croatia to the United Nations 


Ae 


Andreas D. Mavroyiannis 
Permanent Representative 
Permanent Mission of the Republic of Cyprus to the United Nations 
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Pb rvacl 


Karel Komarek 
Chargée d affaires a.i. 
Permanent Mission of the Czech Republic to the United Nations 


Uy). 


Martin Bille Hermann 
Permanent Representative 
Permanent Mission of Denmark to the United Nations 


SSE 


José Singer 
Special Envoy of the Dominican Republic to the Security Council 
Permanent Mission of the Dominican Republic to the United Nations 


Sven Jiirgenson 
Permanent Representative 
Permanent Mission of Estonia to the United Nations 


Sofie Sandstrém 
Chargée d affaires a.1. 
Permanent Mission of Finland to the United Nations 
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Nicolas!de Riviére 
Permanent Representative 
Permanent Mission of France to the United Nations 


} 
ha 


Christoph Heusgen 
Permanent Representative 
Permanent Mission of the Federal Republic of Germany to the United Nations 


Maria Theofili 
Permanent Representative 
Permanent Mission of Greece to the United Nations 


thikoe7 


Deputy Permanent Representative 
Permanent Mission of Honduras to the United Nations 


Katalin Annamaria Bogyay 
Permanent Representative 
Permanent Mission of Hungary to the United Nations 
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este) tebe 
Jémndur Valtysson 


Permanent Representative 
Permanent Mission of Iceland to the United Nations 


pes 


Ambassador Noa Furman 
Chargée d'affaires a1. 
Permanent Mission of Israel to the United Nations 


Antonini Maurizio 
First Counselor 
Permanent Mission of Italy to the United Nations 


aie — 


ISHIKANE Kimihiro 
Permanent Representative 
Permanent Mission of Japan to the United Nations 





upa 
Chargé d°A ffaires a.i. 
Permanent Mission of the Republic of Latvia to the United Nations 
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oe 
Dee-Maxwell Saah Kemayah. Sr. 
Permanent Representative 
Permanent Mission of the Republic of Liberia to the United Nations 


Dalia Salkauskiené 
Chargé d°A ffaires a.1. 
Permanent Mission of Lithuania to the United Nations 


(ncn 


7 
Wu 
Fabien Raum 
Deputy Permanent Representative, Chargé d’A ffaires a.1. 
Permanent Mission of Luxembourg to the United Nations 


\ 


Vanessa Frazier 
Permanent Representative 
Permanent Mission of the Republic of Malta to the United Nations 


Chisk 


Amatlain E. Kabua 
Permanent Representative 
Permanent Mission of the Republic of the Marshall Islands to the United Nations 
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Karel J.G. van Oosterom 
Permanent Representative 
Permanent Mission of the Kingdom of the Netherlands to the United Nations 


bit Ge de 


Craig J. Hawke 

Permanent Representative 

Permanent Mission of New Zealand to the United Nations 
fp 


f Ag 
Shna jew 
F 


Mona Juul 
Permanent Representative 
Permanent Mission of Norway to the United Nations 


Ngedikes Olai Uludong 
Permanent Representative 
Permanent Mission of the Republic of Palau to the United Nations 





Néstor Popolizio 
Permanent Representative 
Permanent Mission of Peru to the United Nations 
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ere Luce Pode 
Agata Duda-Plonka 
Chargé dA ffaires a.1. 
Permanent Mission of the Republic of Poland to the United Nations 


ed 


Cho Hyun 
Permanent Representative 
Permanent Mission of the Republic of Korea to the United Nations 


) 0 
fi " y Ww 
Michal Mlynag / 


Permanent Refiresentative 
Permanent Mission of the Slovak Republic to the United Nations 


Darja Bavdaz-Kuret 


Permanent Representative 
Permanent Mission of the Republic of Slovenia to the United Nations 





Agust#h Santos Maraver 
Perzaanent Representative 
Permanent Mission of Spain to the United Nations 


Sergiy Kyslytsya 
Permanent Representative 
Permanent Mission of Ukraine to the United Nations 


20-10434 


S/2020/840 





Hey his ae 


Kelly Craft 
Permanent Representative 
Permanent Mission of United States to the United Nations 


\ 


Jonathan Allen 
Chargé dA ffaires a.1. 
Permanent Mission of United Kingdom to the United Nations 


His Excellency 
Christoph Heusgen, 
Chair of the Committee established pursuant to resolution 1718 (2006) 
New York. NY. 





20-10434 95/211 


S/2020/840 





The Republic of Albania, Australia, Austria, Belgium, the Republic of Bulgaria, Canada, Chile. 
the Republic of Croatia, the Republic of Cyprus, the Czech Republic, Denmark, Dominican 
Republic, Estonia, Finland, France. the Federal Republic of Germany. Greece, Honduras, 
Hungary. Iceland, Israel, Italy, Japan. the Republic of Latvia. the Republic of Liberia, Lithuania. 
Luxembourg, the Republic of Malta. the Republic of the Marshall Islands, the Federated States of 
Micronesia, the Kingdom of the Netherlands, New Zealand, Norway, the Republic of Palau, Peru, 
the Republic of Poland, the Republic of Korea, the Slovak Republic, the Republic of Slovenia, 
Spain, Ukraine. the United States, and the United Kingdom remain gravely concerned regarding 
large-scale evasion of restrictions the UN Security Council has imposed on the Democratic 
Republic of Korea’s (DPRK) import of refined petroleum products. UN Security Council 
resolution (UNSCR) 2397 operative paragraph (OP) 5 restricts the DPRK to importing no more 
than 500.000 barrels of refined petroleum products per year. Any Member State supplying. 
selling, or transferring refined petroleum products to the DPRK is required to submit reports to the 
UN 1718 Committee informing it of the transfers every 30 days in order to allow the Committee 
to maintain an accounting of the DPRK's imports. 


UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship (STS) transfers 
with any DPRK-flagged vessel of any goods or items that are being supplied. sold. or transferred 
to or from the DPRK. Nevertheless, DPRK-flagged vessels continue to conduct STS transfers on 
a regular basis as the DPRK's primary means of importing refined petroleum. This report 
demonstrates that the DPRK has exceeded the UNSCR 2397 annual 500,000 barrel cap for 2020. 
This submission acknowledges previous submissions from 2018 and 2019 (see 
S/AC.49/2018/NOTE.213 and S/AC.49/2019/NOTE. 134) and Panel of Experts reporting (see 
maritime section of $/2018/171, $/2019/171, S/2019/691, and S$/2020/151) that exhaustively 
demonstrated and detailed the illicit practices employed by the DPRK to circumvent UNSCR- 
mandated restrictions on its ability to import refined petroleum products. As a result, this report 
will not seek to repeat in detail the specific information the DPRK's evasive practices previously 
outlined in formal submissions to the UN 1718 Committee. These practices continue unabated. 
but the DPRK utilizes an ever-evolving fleet of vessels under its flag or its direct control to 
perpetrate pervasive and ongoing sanctions evasion. 


This report demonstrates that the DPRK continues these illicit practices, namely UN-prohibited 
STS transfers and unreported imports, and again this year has exceeded the UNSCR 2397 OP 5 
refined petroleum products cap of 500,000 barrels per annum. This report supplies images and 
import volume data for vessels that continue to make deliveries of refined petroleum into DPRK 
ports, but not report them to the UN 1718 Committee. STS transfers of any cargo are explicitly 
prohibited by UNSCR 2375. so the perpetrators involved in supplying refined petroleum products 
to DPRK tankers fail to report these volumes to avoid self-incrimination. As a result, 
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the UN 1718 Committee's official accounting of the DPRK's imports vastly underrepresents the 
volume of refined petroleum products that actually enter the DPRK. The overarching purpose of 
UNSCR 2397's provision limiting the DPRK’s ability to import refined petroleum products is to 
limit the DPRK's ability to develop weapons of mass destruction (WMD) and ballistic missiles, 
which are a threat to international peace and security and are prohibited by numerous UNSCRs. 
The restriction on the DPRK's refined petroleum products imports is critical to ensuring that the 
DPRK returns to sustained negotiations with the United States. If the DPRK is able to flagrantly 
evade intemational sanctions, it will have little incentive to engage in serious negotiations. As 
long as the DPRK continues to import refined petroleum products in excess of the UN-mandated 
cap with limited accountability at the UN, UNSCR 2397 OP 5 will remain ineffectual. 


These deliveries have significantly contributed to a substantial breach of the 500,000 barrel 
annual cap set by UNSCR 2397. We estimate that, this year alone, the DPRK has imported over 
1.6 million barrels via 56 tanker deliveries as of May 30. The ongoing utilization of larger, 
foreign-flagged tankers in its illicit import efforts has allowed the DPRK to import more than 
three times the allowed volume of refined petroleum products in just the first five months of 
2020. 


To continue documenting the illicit practices the DPRK utilizes to import refined petroleum 
products, this report provides two imaged instances of STS transfers this year in which DPRK 
tankers received refined petroleum products from feeder tankers. Neither of these instances have 
been reported to the 1718 Committee for its official accounting of the DPRK's imports. Each of 
these STS transfers are described below. 


1. On 9 January 2020, the North Korean-flagged tanker SAM JONG 2 (IMO: 7408873) was 
observed moored alongside JIANG NING 3 (flag and IMO unknown) to conduct an STS 
transfer in the East China Sea (report image 1). Following the STS transfer. the SAM 
JONG 2 returned to the DPRK port of Nampo for delivery of its cargo. On 18 January 
2020, SAM JONG 2 was observed at the Nampo center pier with a petroleum delivery 
line, leading to Nampo’s storage facilities (report image 2). 


2. On 10 January 2020, the North Korean-flagged tanker MYONG RYU 1 (IMO: 8532413) 
was observed moored alongside Panama-flagged INFINITE LUCK (IMO: 9063811) to 
conduct an STS transfer (report image 3). On 11 January 2020. MYONG RYU 1 was 
observed moored alongside North Korean-flagged tanker CHON MA SAN (IMO: 
8660313) to conduct an STS transfer (report image 4). Following this transfer, the 
MYONG RYU 1 returned to the DPRK port of Haeju to deliver its refined petroleum 
cargo on 23 January 2020. The CHON MA SAN later retumed to the port of Chongjin 
West for delivery on 4 February 2020. 


As each of these STS transfers and deliveries of refined petroleum products into DPRK ports 
make clear. the DPRK is continuing to utilize illicit methods to procure refined petroleum 
products -- as it did in 2018 and 2019. Given that these import volumes have not been reported 
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to the 1718 Committee, it is necessary to account for these volumes in order to ensure that 
UNSCR 2397's import quota 1s properly implemented. 


As discussed in previous submissions on the DPRK breaching the import cap in 2018 and 2019, 
this report cannot provide an exact figure for each delivery of refined petroleum products to the 
DPRK. as that information 1s not readily available to any UN Member State other than the 
DPRK. This report instead seeks to establish three scenarios that track the degree to which any 
given tanker unloading refined petroleum into the DPRK is laden, at various levels based on each 
ship's dead weight tonnage — we provide estimates for each ship at the levels of one-third laden 
(33 percent full), half laden (50 percent full), or completely laden (90 percent full). It is highly 
unlikely that DPRK tankers deployed in search of fuel via STS transfers, or those tankers 
engaging in direct deliveries, would arrive in DPRK ports with less than one third of their cargo 
capacities filled. The expenditure of resources and fuel consumption by the tanker itself during 
these journeys would not be justified if the tanker in question delivered less than one-third of its 
cargo capacity. Therefore, a one-third laden delivery volume is employed as the floor baseline 
for this report. 


In addition to the SAM JONG 2 delivery on 18 January described above. we are providing 19 
additional images of tanker deliveries into DPRK ports that have not been reported to the UN. 
These 20 deliveries alone represent a sufficient volume (740,198.47 barrels) of refined petroleum 
imports to breach the UNSCR 2397 annual cap of 500.000 barrels, if all deliveries were made by 
fully-laden tankers. Even if each of these tankers delivered only 50 percent of their full capacity 
in these 20 deliveries, which would not be financially sound, that volume (411,221.37 barrels) 
would still represent a breach of the annual cap when combined with reported exports to the 
DPRK in 2020 (106.094.17 barrels) as of July 1. The deliveries for which we are also providing 
images are denoted with a “*” in Table 1. 


Table 1 below documents each of these 56 deliveries and provides an associated volume for each 
of the three scenarios. 


Table 1: 2020 DPRK and Other Tanker Deliveries and Associated Volumes 


Delivery 
Volume if 
90% Laden 


Delivery 
Date 


8720436 5.450.34 | 8.259.30 14.866.74 





8605026 





5,179.02 7,844.34 14.119.81 
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1,999.00 | 5,264.17 7,976.01 14.356.82 


[aan [sel ae [asm 
4-Feb-20 | West Mas 8660313 3.565.00 | 9.38448 | 14.224.35 25,603.83 


9036387 8.057.00 | 21,217.30 | 32.147.43 57,865.37 





8514306 4.865.00 | 12,811.49 | 19.411.35 34.940.43 


Formerly 
la femal 
20* East Pier Pier Hokon; 9006758 
er 
20 West leaeouall seem | 1,731.00 | 4,558.42 6.906.69 12,432.04 


Chongiin = Ee 
8604917 1,180.00 | 3,107.41 4.708.20 8.474.76 





8705539 3,279.00 | 8,634.36 | 13,083.21 23,549.78 


23- Feb- ig 
20* Wer 8126082 5.989.00 | 15,771.43 | 23.896.11 43.013.00 


20 cen 8711021 1,999.00 | 5.264.17 7,976.01 14.356.82 


20* Offshore 9132612 SLE 9.273.00 | 24,419.52 | 36,999.27 66,598.69 
SES a [neal [el oleae ne 
20 East Pier_| Hokong | 9006758 SLE 3.995.00 | 10.520.43 | 15.940.05 28,692.09 


Nampo 
5-Mar- | SW Formerly 
20* Offshore | Unica 8514306 SLE 4,865.00 | 12,811.49 | 19,411.35 34,940.43 


8978784 2.855.00 | 7.518.36 | 11,391.45 20.504.61 





9036387 S 8.057.00 | 21.217.30 | 32.147.43 57,865.37 


Yun 
Hong 8 2.900. 7.636.86 | 11.571.00 20.827.80 
2 995. 10,520.43 | 15,940.05 28,692.09 
24-Mar- 
20* sg 5,989.00 | 15.771.43 | 23.896.11 43.013.00 
Gries Subblic 8126082 
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G: 
Nampo 

24-Mar- | SW Diamond 

20* Offshore | 8 9132612 SLE 


Nampo 
25-Mar- | SW-E 
20 Pier Unica 8514306 


Nampo 
31-Mar- | SW Bonvoy 
20 Offshore | 3 8978784 
New 


8-Apr- | Nampo 
20* West Konk 9036387 


12-Apr- | Nampo 
20* West 8126082 


21-Apr- | Nampo Formerly 
20* West Hokong 9006758 SLE 


Nampo 
29-Apr- | SW-W 
20 Pier Run Da 8511172 


9,273.00 


24,419.52 


36,999.27 


66,598.69 


4.865.00 | 12,811.49 | 19,411.35 34,940.43 
2.855.00 | 7,518.36 | 11,391.45 20,504.61 


8,057.00 | 21.217.30 | 32.147.43 57,865.37 


3.995.00 | 10,520.43 | 15,940.05 28.692.09 
24-Apr- | Nampo New Formerly 
20 West Konk 9036387 SLE 8,057.00 | 21,217.30 | 32,147.43 57,865.37 


13,164.37 


5,989.00 | 15,771.43 | 23,896.11 43.013.00 
20-Apr- | Songnim / Formerly 
20 East Pier | Unica 8514306 SLE 4,865.00 | 12.811.49 | 19,411.35 34,940.43 


19,946.01 


35,902.82 


15-May- | Nampo New Formerly 

20 West Konk 9036387 SLE 8,057.00 | 21.217.30 | 32,147.43 57,865.37 
18-May- 

20 Najin Song Won | 8613360 | DPRK | 2,101.00 | 5,532.77 


Nampo 
24-May- sw - Ctr Sam Jong 
20 Pier 2 7408873 
Chongjin 
20 West 8126082 
24-May- Sin Pyong 
20 Wonsan 2 8817007 | DPRK 








6,601.85 


8.382.99 15,089.38 


10,002.93 


18,005.27 


5.989.00 15,771.43 23,896.11 43.013.00 
2,105.00 | 5,543.71 8,398.95 15,118.11 
25-May- Songnim ; 

20 East Pier | JiSong6 | gg98740 DPRK 1,250.00 | 3,291.75 4,987.50 8.977.50 
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ap 


eee 


Wonsan YuJong2 | 3604917 1,180.00 | 3,107.41 4,708.20 8,474.76 


25-May. 
26-May- 

20 — Yu Son 8691702 3,398.00 | 8,947.97 24,404.44 
28-May- | Nampo Sam Jong 

20 West 1 8405311 1,665.00 | 4,385.01 11,958.03 


28-May- Nam San 

20 Kimchaek | 8 8122347 8,295.21 12,568.50 22,623.30 
29-May- | Nampo 

20* =| West JiSong6 | 8898740 1,250.00 | 3.291.75 4,987.50 8.977.50 


Note: “*” Denotes imagery available for these deliveries into the DPRK. The deliveries from the 
imagery alone breach the 2020 cap. 





Table 2: North Korea's 2020 Year-to-Date Refined Petroleum Import 
Volumes 


Barrels 
aes 
8 
8 





ll 


January February March April May 


Delivery Volume if 33% Laden (BBL) HM Delivery Volume if 50% Laden ME Delivery Volume if 90% Laden 
ME UN Reported Volumes === Cumulative 33% Laden = Cumulative 50% Laden 
=> Cumulative 90% Laden 
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As Table 2 above demonstrates, even if only illicit imports via STS transfers are analyzed, the 
DPRK has clearly surpassed the UNSCR 2397 refined petroleum products import cap in 2020. 
In the scenario in which all of the 56 deliveries included fully laden tankers, the DPRK has 
already imported more than triple the UNSCR 2397-allowed import volume for the year. with 
1.629.890.26 barrels of imported as of May 30. If all the DPRK deliveries were conducted by 
tankers only half laden — a highly unlikely scenario — the DPRK has still already exceeded the 
UNSCR 2397 import cap for the year. with non-reported import volumes of more than 
905,494.59 barrels. Even in the most unlikely of scenarios. im which each tanker in the 56 
observed deliveries unloaded only one-third of its capacity, the DPRK has still exceeded the 
annual cap, with 597.625.39 barrels in illicit imports. As of the submission of this report, China 
and Russia collectively have reported 106,094.17 barrels of refined petroleum product transfers 
to the UN 1718 Committee for the months of January through May. bringing the DPRK's overall 
total of refined petroleum product imports in 2020 to more than 1.735 million barrels, as of May 
30, 2020. 


Given the evidence provided herein and that under all three scenarios of illicit import volumes 
clearly show that the DPRK has exceeded the UNSCR 2397 refined petroleum products import 
cap, we request that the 1718 Committee immediately make an official determination that the 
aggregate amount of refined petroleum products sold. supplied, or transferred to the DPRK in 
2020 has exceeded the 500.000 barrel annual cap and inform Member States that they must 
immediately cease selling. supplying. or transferring refined petroleum products to the DPRK for 
the remainder of the year. Similarly, the Panel of Experts is requested to review this report's 
analysis and underlying evidence in order to make a determination in their 2020 mid-term report 
on the volume of refined petroleum product imports to the DPRK and the associated implications 
for the implementation of UNSCR 2397's refined petroleum product import cap. 
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SAM JONG 2—JIANG NING 3 STS TRANSFER 
EAST CHINA SEA 
JANUARY 9, 2020 





MYONG RYU 1— INFINITE LUCK STS TRANSFER 
EAST CHINA SEA 
JANUARY 10, 2020 











SHIP TYPE 





GROSS TONNAGE 
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M/V NEW KONK Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:07 E 


SOUTH 
KOREA 


| Petroleum 
_ delivery line 


~ 


Source: © 2020, DigitalGlobe 


MV SUBBLIC and MIV SEN LEN 4 
Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:28 E 


souTt 


KOREA 


Offshore 
petroleum buoy 


Offshore 
petroleum buoy 


VN236938 
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M/V AN SAN 1 Delivering Refined Petroleum 


Nampo, North Korea 
38: 56 N 125:22:28 E 


WE099792 


- 
M/V SAM JONG 2 Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02 E 


CM734863 
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30 JAN 2020 . 
M/V SAM JONG 1 Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02 E 


souTH 
MOREA 


" MIV SAM JONG 1 





M/V SUBBLIC Delivering Refined Petroleum 
Nampo, North Korea 
38:42:59 N 125:22:28 E 


* 
‘=Pyongyang 


SOUTH 
KOREA 


: a 


. Offshore 
petroleum buoy 
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M/V UNICA Delivering Refined Petroleum 
Nampo, North Korea 
3 56 N 125:22:28 E 


M/V HOKONG Delivering Refined Petroleum 
Songnim, North Korea 
38:44:20 N 125:36:47 E 


LR390411 
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M/V SIN PYONG 2 Delivering Refined Petroleum 
Hungnam, North Korea 
39:49:57 N 127:37:37 E 


M/V SUBBLIC Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:28 E 


M/V SUBBLIC 





LZ396514 
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27 FEB 2020 MI/V DIAMOND 8 Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02 E 


M/V DIAMOND 8 


Petroleum delivery 
line 


HQ128601 


M/V UNICA Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:28 E 


Offshore petroleum 
buoy 


LR874786 
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‘16 MAR 2020 M/V NEW KONK Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02 E 





23 MAR 2020 MV HOKONG Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:28 E 


Offshore 
petroleum buoy 


#2 
> 


> 


“ce 


Ses 


= | FH2so6e5 |) 


“9 
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25 MAR 2020 MIV DIAMOND 8 Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02 E 


sour 
KOREA 


Petroleum 
delivery line 


YN823791 


EE RARTVISIT 


M/V SUBBLIC Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:28 E 


Offshore petroleum 
buoy 
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8 APRIL 2020 


M/V NEW KONK Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:28 E 


Offshore petroleum 


12 APRIL 2020 
M/V SUBBLIC Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:28 E 


Offshore petroleum 
buoy 


JL286621 
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MV HOKONG Delivering Refined Petroleum 


Nampo, North Korea 
" 38:42:56 N 125:22:28 E 


Source: © 2020, DigitalGlobe 


29 MAY 2020 


MI/V JI SONG 6 Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:28 E 


: 
Offshore petroleum I 
buoy } 


Sy 





Source: Member States 
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Annex 16: Communications dated 27 July 2020 from the delegations of China, the Russian 
Federation and the United States addressed to the 1718 Committee 


(1) Communication from the delegation of the People’s Republic of China 
Dear colleagues, 
We would like to make the following comments on this proposal: 


Firstly, any decision and action of the Committee should be made on the basis of solid evidence 
and sufficient facts. The report in this proposal did not provide an accurate amount of refined pe- 
troleum products in each shipment, and the conclusion of the report is only based on assumptions 
and estimations. It is neither scientific nor prudent to reach a conclusion that the annual limit has 
been exceeded based on estimations. In addition, the report mentioned 56 suspected illicit deliv- 
eries, but only a small portion of them were provided with imagery. 


Secondly, the report included an unfounded converted amount of refined petroleum products 
China and Russia provided to the DPRK in barrels. | would like to point out that the notifications of 
China and Russia were in tons, and the Committee has yet to reach an agreement on the conver- 
sion rate between ton and barrel. 


We request the Panel of Experts fully reflect the above comments in its 2020 mid-term report. 
Please also be noted that further action is to be taken on this proposal in due time. 


Best regards, 
Xin 
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(2) Communication from the delegation of the Russian Federation 


Dear colleagues, 
We would also like to share our views on this proposal. 


1. We would like to recall the provisions of paragraph 5 of resolution 2397, which stipulates 

that the Committee notifies all Member States when an aggregate amount of refined petroleum 
products sold, supplied, or transferred to the DPRK of 75, 90 and 95 per cent of the aggregate 
yearly amounts of 500 000 barrels have been reached, and only in the latter case (95 per cent), 
such notification is accompanied by an information about the requirement to immediately cease 
further deliveries of refined petroleum products to the DPRK for the remainder of the year. With- 
out the aforementioned notification, export of refined petroleum products to the DPRK is fully in 
line with the requirements of the 1718 sanctions regime. 


2. We are carefully studying the report that is attached to the proposal. At the same time we've al- 
ready noticed that it does not provide objective, accurate and verifiable information or have 
enough solid imagery evidence. 


3. Russia and China provide its information on the petroleum exports to the DPRK in tons. The 
conversion rate issue is still under the consideration in the Committee. Attempts to convert the 
amount in barrels are ill-founded. 


4. We request the Panel of Experts to fully reflect our considerations on that in its 2020 mid-term 
report. Our action on this proposal will follow in due course. 


Best regards, 


Alexey 
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(3) Communication from the delegation of the United States of America 


Colleagues, 


1) China and Russia's annual obstructionist response to these reports is intended to prevent 
the UN from accounting for the large-scale, illicit refined petroleum product imports 

that the DPRK maintains while offering no alternative for how to reflect these volumes, 
which are being documented with irrefutable evidence. 


2) The images included in the report are robust in their quality and quantity and clearly 
demonstrate a breach of the cap. 43 countries affirmed that this evidence is beyond suffi- 
cient for the Committee to affirm that the cap has been surpassed. The only countries that 
have issue with this are Russia and China. 


3) The United States, other Committee Members, and the Panel have made extensive efforts 
to resolve the ton to barrel conversion issue. China and Russia's refusal to enter those dis- 
cussions in good faith to reach a resolution and its comments in response to this report only 
reinforce that their intentions are to obstruct the Committee's responsibility to maintain an 
accurate accounting of the DPRK's actual refined product imports. As has been demon- 
strated meticulously to the Committee, there is nothing preventing China and Russia from 
submitting its reports in barrels, as UNSCR 2397 OP 5 requires. Chinese and Russian en- 
ergy companies use the same conversion rate that has been proposed, as seen in the at- 
tached. 


4) We note that the Panel of Experts is fully independent and should not be swayed by the 
Russian and Chinese requests to incorporate their erroneous and deficient complaints in the 
midterm report. However, if they are included, we request that the above considerations and 
attached documentation also be included. 


Best regards, 


Jonathan 
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Attachment to the Communication from the United States of America 





The BP conversion chart, which is used in the 43 Member State proposal, is cited by industry 
participants as an authoritative source for energy modeling, projections, and data. The Platts 
conversion factors, which are used in China and Russia, even cite BP. The conversion table 
provided in its annex is a clean, simple, and user-friendly guide for conversion rates for the 
most frequently consumed and traded refined petroleum products. These conversion rates are 
not BP proprietary opinions but are rooted in the scientifically measurable conversions 
between different units of measurements employed in the international refined petroleum 
products trade. 


As further evidence of the uniformity with which these standards are applied, please find 
examples of conversion rates utilized by Chinese and Russian companies that are identical to 
those cited in the BP energy outlook document and the 43 Member State proposal. Please find 
four examples attached. 


Exhibit 1: A bill of lading for a PetroChina transaction involving 284,793 barrels or 38,136.253 
metric tons of gasoil, representing a conversion rate of 7.46 barrels per metric ton (same as 
BP); 


Exhibit 2: A bill of lading for a Sinochem transaction involving 125,096.44 barrels or 16,764.862 
metric tons of gasoil, representing a conversion rate of 7.46 barrels per metric ton (same as 
BP); 


Exhibit 3: A bill of lading for a China National United Oil Corporation transaction involving 
313,267.50 barrels or 41,759.920 metric tons, representing a conversion rate of 7.5 barrels per 
metric ton (negligible disparity to BP), but which provides multiple units of measurement in the 
contractual documents; 


Exhibit 4: A bill of lading for Russian oil major Rosneft involving 61.340 metric tons or 424 
barrels of heavy petroleum fuel with both units of measurement referenced. 


We note that all these bills of lading provide numerous units of measurement for the refined 
product in question, most notably both barrels and metric tons, which is indicative of the 
frequency and necessity within the global oil market to provide such data. China's decision to 
put the conversion rate proposal on hold, or draw doubt about the conversion rate in the 43 
Member State proposal, does not represent a legitimate finding of fault with the conversion 
methodology; rather, it obstructs the Committee from finding a solution and renders UNSCR 
2397 OP S meaningless. 


It is unacceptable that for three years, we have not been able to implement UNSCR 2397 OPS 


because two Member States refuse to notify the Committee of their transfers in barrels or 
agree to a conversion rate. 
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TANKER BILL OF LADING B/L No. 1 


Shipped on board in apparent good order and condition by (shipper) PETROCHINA INTERNATIONAL 
NORTHEAST CO., LTD on board the tanker NORD OCEANIA /VOY 0005 at the port of 
DALIAN, CHINA where of CAPT SAWANT ONKAR NANDKUMAR is the Master, to be delivered to the port of 


ONE OR MORE SAFE PORTS, AUSTRALIA Consignee/Order of: 


Notify: Fee Re 


TAT? 
{ 1p i f i 
PACKING IN BULK, i iy ? iy \ 
37535.682 LONG TONS 
45253.685 KILOLITRES @ 15 DEG C 
284793 US BBLS @ 60 DEG F 


45831.334 KILOLITRES @ 30 DEG C 


45892.001 KILOLITRES @ OBSERVED TEMP 


FREIGHT PAYABLE AS PER CHARTER PARTY CLEAN ON BOARD 
JRbesio nossa bss Stace ro EE EEE EE IEEE IIT AE IAAI RATA AA AAR. 


The quantity, measurement, weight, gauge, quality, nature and value and actual condition of the cargo unknown to 
the Vessel and the Master, to be delivered at the port of discharge or so near thereto as the Vessel can safely get, 
always afloat upon prior payment of freight as agreed This shipment is carried under and pursuant to the terms of 
the Charter datedat And as Charterer, and all the terms whatsoever of the said Charter except the rate and 
payment of freight specified therein apply to and govern the rights of the parties concerned in this shipment. Copy 
of the Charter may be obtained from the Shipper or Charterer. The freight is earned concurrent with loading, ship 
and/or cargo lost, or not lost or abandoned ~’ 

The Owner shall have an absolute lien on the cargo for all freight, deadfreight, demurrage/detention and 


costs/expenses including attorney's fees, of recovering the same, which lien shall continue after delivery of the cargo 
inte the posscazion of the Charterer, or of the holdoro of any bills of lading covering the enmo, or of any steragoman 


In the event the charter party is not sufficiently incorporated above, any aad all disputes arising out of this bill are to 
be arbitrated in London or New York, at Owner's/Carier's eption, subject to the Exxonvoy 84 arbitration clause.» 
If this Bill of Lading is a document of title to which the Casriage of Goods by Sea Act of the United States, 
approved April 16, 1936 or similar legislation giving statutory effect to the International Convention for the 
Unification of Certain Rules relating to Bills of Lading at Brussels of August 25, 1924, applies by reason of the port 
of loading or discharge being in territory ia which the said Act or other similar legislation is in force, this Bill of 
Lading shall have effect subject to the provisions of the said Act or other similar legislation, as the case may be, 
which shall be deemed incorporated herein, and nothing herein contained shall be deemed a surrender by the carrier 
of any of its rights or immunities or an increase of any of its responsibilities or liabilities under said Act or other 
similar legislation If any term of this Bill of Lading is repugnant to the said Act or other similar legislation as so 
incorporated, such terms shall be void to that extent but no further. [The contract of carriage evidenced by this Bill 
of Lading is between the shipper, consignee and /or owner of the cargo and the owner or demise charterer of the 
vessel named herein to carry the cargo described above. It is understood and agreed that, other than said ship owner 
or demise charterer, no person, firm or corporation or other legal entity whatsoever, is or shall be deemed to be 
liable with respect to the shiprocnt as carrier, bailee or otherwise in contract or in tort. IF, however, it shall be 
adjudged that any other than said shipowner or demise charterer is carrier or bailee of said shipment or under an 
responsibility with respect thereto, all limitations of or exonerations from liability and all defenses provided by mid 
or by the terms of the contract of carriage shail be available to such other.v 
In Witness Whereof, the Master has signed THREE/THREE(ORIGINAT,) + 
Bills of Lading of this tenor and date, one of which being accomplished, the others will be void~ 

Dated at DALIAN, CHINA this 6 ™ dayof JAN 2020 


MASTER ses 


NORD OCEANIA 
MASTER 
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HY I AG; Se. 
EXPORT MANIFEST 


NATIONALITY OF =| NAME OF MASTER FINAL DESTINATION | DATE OF 
aa SAILING FROM 
Se ONE OR MORE SAFE PORTS, | ONEOR MORESAFE | LOADING PORT 
AUSTRALIA PORTS, AUSTRALIA 2020.01.06 
MARKS AND wee OF | GROSS 


SHIPPER: 
GASOL. 10PPM =| 38136253.00 
cLeaNcnBoarD | KGS 


PETROCHINA INTERNATIONAL 
38136253.00 
KGS 


NORTHEAST CO.,LTD 
NORD oe 
MASTER 








AERAMSREARAA 


GOLDENFIELD SHIPPING AGENCY DALIAN CO.,LTD 


























FREIGHT PAYABLE AS 
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PetroChina International Northeast Co,, Ltd 








CERTIFICATE OF ORIGIN 
COPY 
DALIAN, CHINA 
SHIPMENT No.: 0005 6-Jan-2020 
MARKS & NOS. COMMODITY QUANTITY 
NM GASOIL toppM Sa ch 





THIS 1S TO CERTIFY THAT THE ABOVE MENTIONED COMMODITIFS WERE PRODUCED OR 
MANUFACTURED IN CHINA. 


FAG PAM HA RA A 
PETROCHINA INTERNA- 
TIONAL NORTHEAST (0., LTD. 


PETROCHINA INTERNATIONAL NORTHEAST CO.,LTD. 
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Le 


wipe NON 
SINOCHEM INTERNATIONAL OIL (SINGAPORE) 
PrELID 





——— 
tolty Pay 


LUE EEE 


Pesca by [rms teeny Pr cn 


——_ 


CHAMPION POMEK 


Ocean Vewse as ef Lovdeey 


ZALOUSTIAN, CHINA 






Pron of Daca 












wi of pAb mpee dew mye od gen 


NM IN BULK 


GASOI 


16764 862 
16500074 
125096.14 
19878.061 
19844055 
20127498 





CLEAN ON BC 





UTAL PAC RAGES 


legns: 


FREIGHT PAYABLE AS PER CHARTER PARTY 


| Appr atte rndy whim accent uaed 09 2 Thongs Bil of hating 
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BILLOFLADING: — 


q 






INabonality of Ocean Vesoe 


Shepped on based Ihe W020 NONE Hen Mm ALpATEYE GOO Order And 


Cond ton (ynle se Othe MECAIED) Tho yous Ur palbayes spected 


herein and to be discharged at the above mentioned port of discharge or as 





near thereto a3 the vessel may safely got and be always afloat 


The weight, measure, marks, num s, quality, contents and value 
being particulars furnished by the Stwpper. are not checked by the Cartas 
» 


, Cons gnee and the Holder of this Bél of Lading 
opt and agree to all pamied. written oF stamped 


»n loading. The Sh 
hernby expressly 80 





provisions, exceptions aad conditinns of this Bill of Lading, induding those 
ie be 


sure 





beimot One of the Cats of Loding duty eedortod mvt by 


0m exchange for | 





o AAs ot Uulivery unde 






In witness whervol, the C pr OF hus AQOMs NYS SégNCd Bits of Lantny 


all of this tenor anc date. or 


which being accomplished, the others k 
stand woid 


Steppers are requested to note pertcularly Ihe excepyors ad 


Conditions of thes Gill of Lading wih reference to the vaixity of the 
insurance upon thee Goods. 


METRIC TONS 
LONGTONS 
LS BBLS @60DEG Ft 
KL@ISDEGC | 
KL@ODSERVED TEMPFRATURE 
KL@ DEGC 
YARD 










ome of Bia inne 







ZHOUSHAN CHINAMAR.13,2020 
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Shipper 


Nationally of Ocean Vessef 


BILL OF LADING 
CHINA NATIONAL UNITED OIL CORPORATION 








Corsignee 


CO eee 
Conditen(urtess ctherwse indicated) ihe goods of packages spectied 
herein and to be discharged at the above mentioned port of discharge or as 

—Saaaae rebar bevns ney ty pose Se se 

The waigh!, measure, marks, numbers, quality, contents and vakie, 
Notly Address Deing particulars furnished by the Shipper.ere not checked by the Carer 
on loading. The Shipper, Consignes anc the Holcer of this Bil of Lsding 
hereby expressly accept and agree t all printed, wrillen or stamped 
provisions, exceplicns and conditions of he Bill of Lading,inchuding those 
on the back hereo!. One of the Bile of Lading duly endorsed must be 
surrendered in exchange for the gocds or delivery order. 
In witness whereo! the Center of hts Agents has signed Sits of 
Lading all of this tenor and date, one of which being accomplished, the 


others to stand void. 
Pre-certiege by Frrtace of Ruy ty Pre-canter Shippers ere roquosied t 1 
t ait 
ARDMORE EXPORTER paliak! Ch INA 
















Gross wolgh igs | Measurement ni 





Nureber and hind of packages,description of goocs: 






IN BULK 


NM GASOIL 









TOTAL WEIGHT: 





4|,759.920 METRIC TONS 
41.102.057 LONG TONS 

313.267.50 US BBLS AT 60 DEG 
49,781,338 KILOLITRES AT 15D 
50,959.285 KILOLITRES AT OBSERVED TEMP 


Par tcsiers Furnb bed by Merchants: 














"CLEAN ON BOARD" 


TOTAL PACKAGES (IN WORDS) 








Freight and cheeges 


DALIAN, CHINA 2020.3.14. 
FREIGHT PAYABLE AS PER CHARTER PARTY 





Signed fe tha Carter 


ween 


“MASTER: DEV TUH 











oe Icable only when document used as 2 Through Bil of Lacing 
(PGC FORM 02) Printed im 1-1988 
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20-10434 


MASTER’S RECEIPT OF DOCUMENTS 


|, the undersigned Master of the 


Hereby acknowledge 


from the Representative of «TRANSBUNKER-VANINO» CO, LTD 


in port Vanino 





SINGAPORE FOR ORDERS 


Enveloped document as listed below: 


1, Bill of Lading 


2. Manifest 

3 Certificate of Quantity 

4. Certificate of Quality 

5. NOR 

6. Tanker's Time-Sheet 

7. Ullage Report 

8. Master's Receipt of Samples 


9. Certificate of Dry and Cleanliness of Vessel's 
Tanks/Lines/Pumps 
10. Certificate of Origin 


11. MSDS 


“will be released on receipt from independent inspector 


Master of the 
VANINO, RUSSIA 


MAY, 27,2020 
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ROSNEET O1L COMPANY, 
JSC “ANGARSK PETROCHEMICAL COMPANY” 

ADDRESS: 115035, RUSSIA, MOSCOW, SOFIYSKAYA 
NABEREZHNAYA, 26/1 BILL OF LADING Ne VS~1 
MAO «HK «POCHEOTb». KOHOCAMEHT 

OCO «AHTAPCKAA HEOTEXMMMYECKAA KOMMAHKA» 

AMPEC: 115035, POCCVA, MOCKBA, COMMCKAA 

HABEPEXBAS, 26/1 kaon 


t 
Consignee - 
Fpysononyyarenb 

























Shipowner «CCRA NAVIGATION LIMITED» Flag MALTA 
Cynosnaneney «KOPA HABATEMMH JIMMUTEL» Onar MAJIBTA 
Vessel «ELBRUS» Port of loading VANINO, RUSSIA Number of Orig. Bs/L 
Cyano «3IIbBPYC» Nopr norpyska BAHMHO, POCCHA — Kanwecrea opmmnanoe 
Port of THREE 
discharge SINGAPORE FOR ORDERS TPM 
Nopr CUHTANYP TO PACNOPAKEKUD 
BeITpyaKU 
Kind of packages and Number of Pieces Gross weight 
description of goods Konuvectso mect Measurement 
Haumexopahne rpysa » 
EXPORT HEAVY PETROLEUM IN BULK 61.340 IN MT (VAC) 
FUEL (VGO) HAIIMB 61.268 IN MT (AIR) 
TOMIMBO HEOTAHOB TAXKEIOE 60.30 LONG TONS 
SKCNOPTHOE (BIO) 424 US BBLS AT 60 DEG F 


67.340 CUBIC METERS AT 15 DEG C 
17,737 US GALLONS AT 60 DEG F 

Say: 
61.340 (Sixtyne & 0.340 IN MI(VAC)nly) 
61.268 (SixtyCne & 0.269 IN MI(AIR)Mnly) 
©. (Sixty & 0.30 LONG TONS chy) 
424 (Four Hundred Twenty-Four US BELS AT 60 D8G F Cnly) 
67 340 (Sixty-Seven £ 0.340 CURIC METERS ZT 15 DWC C Cnly) 
17,797 (Seventeen Thousand Seven Hurdired Ninety-Seven US GALLONS AT 60 DG F ly) 








Tponvcao: 

61.340 (wecrnecer ams 1 0.340 Metersacsr To Baxyy) 

61.268 (wecranscer omai 4 0.268 Menouecem To Boamyx) 

60.30 (mecmenecer 4 0.30 Ivenex Tor} 

424 (aemmpecta usanuats veTspe Bappenet not 60° F) 

bf. 340 ee Oe 22) Oa Bt 2 Ci 
Te Tames & F) 










‘The goods takea op board of the vessel in apparest good order and condition unless oted herein at the pan of loading for carriage to 
the port of discharge oF so near thereto 03 shs may safely get, always afioat All particulars (weight, measure, exarks, numbers, 
cpeuntity, enntense, wstan ant nee) thereat being ar stated by the Merehunt but unknown ty the Curiae who uadwrtalie to dative the 
goods as they were actually loaded. 

In accepting dis BU of Lacing the Merchant accepts and agrece to all snipalstions, excephons and conditions on both pages, whether 
rine pete, ssemciod ox odverwint inecpdested, Cnt of tetas Bite Linen! ts marreiend dey endorsed in exchenge tr 


Sesear t nlientsbithaen inal elslls needle hacer haley 

Thas Bi of Lacing shall havo effect subject 10 the provisions of the Merchaen Shipping Code ,1999 or the Hagee/Haque-Vishi Rules, 

or as the case may be any cther intenstional convention applicable at the port of sizipment. 

Tn witnece whemnt nusahor af stated shove original Rell have bees signed, one of which being accompliched, the other to be void. 
VANINO, RUSSIA 

MAY, 27,2020 

BAHKHO, POCCHA 

MAY, 27,2020 











“FREIGHT PAYASLE AS PER 
CHARTER PARTY”/ 
“CLEAN ON BOARD” 















‘“ONMNATA OPAXTA [0 
YAPTEPHOMY COPIAMERM0” / 
“GuCTO HA BOPTY” 










Source: Member States 
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Annex 17: Evasion methods 


Identifier and AIS manipulation 


1. 


The Panel continues to observe suspect vessels displaying suspicious behaviour such as transmitting falsi- 
fied or inconsistent identifiers on Automatic Identification Systems (AIS) and reporting false destinations ° 
It also observes vessels trading in restricted or banned commodities and exhibiting AIS transmission gaps 
while sailing in and around waters where illicit ship-to-ship activities typically occur. Such practices may 
provide grounds for further investigations by the relevant public and private sector parties of the vessels 
they flag, charter, operate, insure, class or finance. 


Few, if any, non-DPRK vessels appear to transmit AIS signal in DPRK waters based on commercial mari- 
time database platforms. Suspect vessels instead have been observed to lose their AIS signal while sailing 
towards DPRK waters and re-transmit once back in external waters. To obscure the DPRK connection, 
complicit actors also falsify shipping documentation to conceal cargo’s origin or destination. 


Flagging 


3. 


A number of foreign-flagged vessels that conduct sanctionable activities have been recorded as falsely 
flagged, as having changed flag registries in quick succession (so called flag-hopping), continued to use a 
country’s flag following removal from a registry, or flown a flag without proper authorization, seeking to 
mask their illicit activity.’ Some formerly foreign-flagged vessels have been reported to join the DPRK’s 
fleet. In at least one case, a vessel that was sold on and deleted from a flag registry trans mitted asa DPRK 
vessel shortly thereafter. 


Fuel supply chain 


4. 


Suspect foreign-flagged tankers associated with illicit shipments to the DPRK have also been observed ® 
operating outside of identified affected waters exhibiting uneconomical sailing behavior and AIS transmis- 
sion gaps that suggest possible illicit ship-to-ship transfers or loading at ports. 


Owners, operators and managers 


3 


6. 


as 


8. 


The Panel’s investigations demonstrate the DPRK continues to leverage shipping companies, corporate 
registration services, entities and individuals across multiple jurisdictions to facilitate its activities. 
Complicit actors have been known to not submit owner and management information on commercial mar- 
itime platforms or may be listed as undisclosed interests in the vessel’s onward sale, likely to disguise the 
ultimate beneficial owner and to evade sanctions. Other characteristics include layered ownership and 
management structures, use of front companies and shell companies, and engaging multiple intermediaries 
removed from the actual owner. 


In tracing the ownership and management history of suspect vessels, some vessels appear to show com- 
mercial relationships, linkages, or shared corporate secretary addresses between a vessel’s historical and 
current owners and / or managers. In some cases, previous managers have linkages with DPRK-related 
shipping networks. 


In a number of cases, the vessels’ management companies manage(d) other vessels with similar risk pro- 
files. Vessels’ registered owners may be incorporated in a variety of jurisdictions but typically list opera- 
tional or businesses addresses in East Asia and in Southeast Asia. 


Source: The Panel 
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6 Panel investigations and data on commercial maritime platforms. 
7 Thid. 
® Ibid. 
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Annex 18: Correspondence from Indonesia 


PERMANENT MISSION OF THE REPUBLIC OF INDONESIA 
TO THE UNITED NATIONS 
NEW YORK 


No. 209/POL-202/VII/20 


The Permanent Mission of the Republic of Indonesia to the United 
Nations presents its compliments to the Panel of Experts established pursuant 
to Security Council resolution 1874 (2009) and with reference to the latter's 
letter No. S/ AC.49/2020/PE/OC.45 has the honor to enclose the response 
from the Government of Indonesia. 


The Permanent Mission of the Republic of Indonesia to the United 
Nations avails itself of this opportunity to renew to the Panel of Experts 
established pursuant to Security Council resolution 1874 (2009) the assurances 
of its highest consideration. 





Panel of Experts established pursuant 
to Security Council Resolution 1874 (2009) 
New York 


325 East 38" Street, New York, NY 10016 + Tel: (212) 972-8333 + Fax: (212) 972-9780 
www.indonesiamission-ny.org + emailptri@indonesiamission-ny.org 
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Informati Vanguard Ship Man t Co. Ltd 


1. With regard to the Panel of Experts established pursuant to UNSC Resolution 1874 (2009) 


letter No. S/AC.49/2020/PE/OC.45 dated 1 May 2020, the Government of the Republic of 
Indonesia would like to convey further relevant information, as follows: 


a. Vanguard Ship Management Co. Ltd. is not a registered shipping agency operating in 
Indonesia. Accordingly, Indonesian law does not recognize ‘Co. Ltd.’ as the standard 
format of individual and non-individual business entity as specified in the company’s name 


of Vanguard Ship Management Co. Ltd. 


b. Neither licenses nor appropriate permits have been issued on behalf of the said company 
by relevant authorities. The Vanguard Ship Management Co. Ltd and the Sierra-Leone- 
Flagged ship of Diamond 8 (IMO: 9132612) are not listed in relevant authorities’ 
databases and thus no other supplementary information is available. In the absence of 
national law violations, the Government is unable to share further information. 


. The Government of the Republic of Indonesia reiterate its continued commitment to the 


implementation of relevant UNSC resolutions on DPRK in accordance with prevailing 
national laws and regulations 


Source: Member State 
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Annex 19: Areas affected by illicit ship-to-ship transfers by DPRK tankers 


North Korea Ship-to-Ship Transfer Areas 





Source: Member State 
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Annex 20: DPRK vessels conducting ship-to-ship transfer in the East China Sea 


Sam Jong 2 and an unidentified vessel 


1. The designated DPRK vessel Sam Jong 2 (IMO: 7408873)? was photographed at night in the East China 
Sea on or around 9 January 2020 moored and with hoses connected to an unidentified vessel with a 
Chinese name reported to be transliterated as the Jiang Ning 3 (figure 20-1). The Member State that 
provided the information assessed that refined petroleum transfers had occurred. The Sam Jong 2 was 
captured on satellite imagery delivering refined petroleum at Nampo’s center pier nine days later. 


Figure 20-1: Sam Jong 2 ship-to-ship transfer with Jiang Ning 3 


SAM JONG 2 —JIANG NING 3 STS TRANSFER 
EAST CHINA SEA 
JANUARY 9, 2020 





Source: Member State 
Myong Ryu I and the Infinite Luck 


1. The Panel is investigating a ship-to-ship transfer between the DPRK vessel Myong Ryu 1 (IMO: 
8532413)!’and the Panama-flagged Infinite Luck (IMO: 9063811) on or around 10 January 2020 
according to information from a Member State (figure II). 

Figure 20-2: Myong Ryu I ship-to-ship transfer with Infinite Luck 


MYONG RYU 1-— INFINITE LUCK STS TRANSFER 
EAST CHINA SEA 
JANUARY 10, 2020 





Source: Member State 


° Designated for an asset freeze and port ban in March 2018. 
'0 Recommended by the Panel for designation. See paragraphs 40 and 46, S/2020/151, and paragraph 50, S/2019/171. 
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Panama has provided documentation on the Infinite Luck including positional data which the Panel is 
reviewing. The Myong Ryu J has no tracking data on commercial maritime databases. The Infinite Luck’s 
registered owner is listed as Uniform Shipping Co Ltd HK (hereafter Uniform Shipping).'' The Panel 
has yet to receive a reply from Uniform Shipping. Investigations continue. 

The Chon Ma San was reported by another Member State to have conducted another ship-to-ship transfer 
on or around 12 January 2020 in the East China Sea with a vessel with “835” painted on its hull (Figure 
II). The Panel had prior reported the Chon Ma San conducting ship-to-ship transfers of refined 
petroleum with direct delivery vessels the Tianyou (aka Sin P(h)yong 2) in March 2019, and a suspected 
transfer with the Subblic when it was sailing as the Xin Yuan 18 in February 2018. 


Figure 20-3: Chon Ma San ship-to-ship transfer with unidentified vessel 











Source: Member State 


Source: The Panel 
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Annex 21: Ship particulars for the Courageous (IMO: 8617524) 


SHIP_ PARTICULARS: 


VESSEL 

OWNER 

MANAGER 

PORT OF REGISTRY 
TYPE 

FLAG 


OFFICIAL NO 
INONO 


CALL SIGN 

YEAR BUILT 
VERE BUILT 
CLASS 

VESSEL'S BOTTOM 


FULL SPEED 
SERVICE SPEED 


REGISTERED DIMENSIONS -- LENGTH 
BREAOTH 
DEPTH 
LOA 
AIR ORAFT 


LOCAL FREEBOARD TROPICAL 
SUMMER 


SUMMER OEADWEIGHT, 
LOADED DISPLACEMENT. 
LIGHT WEIGHT. 

LIGHT DISPLACENENT, 


GRY / NRT 

OEADWEIGHT 

CAPACITY 

DISPLACEMENT 

NUMBER OF TANKS 

NUMBER OF MANIFOLD 

GARGO TANK CAPACITY 

BOW TO CENTRE MANIFOLD DISTANCE 
BALLAST TANK CAPACITY 

TYPE OF MANIFOLD 


MAX SHORE LOADING RATE 


GENERATORS 
MAIN ENGING 


TRADE LIMIT 


COATING / TYPE 
HEATING / COIL TYPE / MAX TEMPERATURE 


CARGO PUMP CAPACITY / TYPE 
NO. OF GRADE 


DOUBLE BOTTOM / COATING 


MAIN ENGINE, 
BHP 


SPEED / CONSUMPTION 
TYPE OF FUEL 


GENERATOR NO, / TYPE, 
CONSUNPTION 
TYPE OF FUEL 


Source: Member State 
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MT COURAGEOUS 

NEW EASTERN SHIPPING CO., LTD 
COURAGEOUS MARITIME S.A 
KR 

STEEL TANKER 

CAMEROON 


K-7MIP2019 
8017524 


TIMCE3 : 
1986 


SINGLE HULL, DOUBLE BOTTOM 


12 KNOTS 
10 KNOTS 


OOM 
10M 

CM 
oom 
234 


1.122M 
1.222M 


23912 WTONS 
: 6142 MITONS 
1 1490 MIIONS 
+2000 M/TONS 


2734/1349 

4418 MT 

4707 MIS 

6342.09 MT 

6X2 

4 UNITS 

4700 CBM 

464M 

NO 

ANSI 6x1 
Ox3 


600 COMIHR 


2X% YANMAR 
HANSHIN OIESEL 6 EL 25 


Al+A2+A3 


YES / EPOXY 
NOY FITTED COILS, 


3x GEAR HORIZONTAL / 300 COM /HR 
3 


YES / EPOXY 


HANSHIN- BEL36 
S200PS / 2354 KW x 260 RPM 


ABT. 10 KNOTS / ABT 6.8MT PER 24 HRS RUNNING 
M.G.0 


2x YANMAR, SL165 YANMAR 


ABT. 1,36 MT PER 24 HRS RUNNING 
M.G.0 
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Annex 22: Port clearance certificate of the Viet Tin 01 


a 
Leah es 
MARITIME AND PORT AUTHORITY OF SINGAPORE 
REPUBLIC OF SINGAPORE 


THE MARITIME AND PORT AUTHORITY OF SINGAPORE ACT (CHAPTER 170A) 


PORT CLEARANCE CERTIFICATE 








1472 Freight Tonnes 


OP HONG KONG 
HONG KONG 


0302/2019 0100 hrs 





"0202/2019 1921 hes 


Valid Till 04/02/2019 1920 hrs And For One Trip ONLY 


TO CONFIRM THE AUTHENTICITY OF THIS DOCUMENT, PLEASE VISIT OUR WEBSITE AT: 
hittpsJimarinet._mpa.gov.sgipsmn2icwipublic_service’pociloadEnquiryPCC.action 


THIS IS A COMPUTER GENERATED CERTIFICATE 
NO SIGNATURE IS REQUIRED 


FOR PORT MASTER 


Source: The Panel 
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Annex 23: Estimated number of vessels at anchor in four locations at the Taedong river, January to June 2020 


ESTIMATED NUMBER OF VESSELS AT ANCHOR IN FOUR LOCATIONS AT THE MOUTH OF THE TAEDONG RIVER, JANUARY TO JUNE 2020 


@ Namco Com! COCs - west murroe ® Nampo Oe Termeral- vessel nemde 4 Wea Sea Barrage - versel numoe Tecan com docks - vetse! mumbe 





Satellite imagery (January to June 2020) : Nampo coal docks (38°43'33.83"N 125°24'53.81"E); Nampo Oil Terminal (38°42'56.98"N 125°22'7.42"E); 
West Sea Barrage (38° 40’ 53" N 124° 54’ 57” E - 38°40'35.55"N 125°10'33.33"E); Taean coal docks (A.38°49'12.38"N 125°31'45.81"E 
- B.38°49'31.34"N 125°31'26.74"E - C.38°50'32.46"N125°31'18.47"E - D.38°50'49.38"N 125°31'20.62"E) 


Source: The Panel 
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Annex 24: Satellite imagery of DPRK vessels loading coal at Taean, DPRK and near Ningbo- 
Zhoushan, China 


. PEOPLE’ B; : 
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‘yong Near Ningbo-Zhoushan, China 
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Xiaohuanglong Island 


Source: © 2020, DigitalGlobe 


MV BOUN 1 Loaded with Coal 
Near Ningbo-Zhoushan, China 
20: E 





Source: Member State; Map: The Panel 
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Annex 25: DPRK vessels at anchor near islands off Ningbo-Zhoushan, China 


= 


Unidentified 97m North Korean vessal 





Source: Member State 


20-10434 137/211 


S/2020/840 





Annex 26: DPRK vessels conducting illicit activity at Ningbo-Zhoushan, China 


Jin Hung 9 


1. 


The DPRK vessel Jin Hung 9 (IMO: 9035967) was recorded on satellite imagery at anchor near Ningbo- 
Zhoushan on or around 20 April 2020 in the vicinity of a barge with what appears to be coal visible in 
its cargo bay, as well as a floating crane typically used to assist in the transfer of cargo (figure 26-1). The 
Member State assessed the vessel had offloaded DPRK-origin coal. The Panel’s investigations show the 
Jin Hung 9 transmitted an AIS signal near Shidao, China on or around 25 April 2020! a few days later. 
From 16 to 25 April 2020, the vessel was recorded on the same maritime platform with a 9-day gap in 
AIS transmission, during which time the activity could have taken place, as the period between the Jin 
Hung 9’s prior and subsequent recorded AIS transmissions (figure 26-2) allowed ample time for the 
voyage. During this period the vessel reported a draft decrease, indicating a discharge of cargo. China 
replied that on vessels in the Panel’s letters which are suspected to make STS [sic: ship-to-ship] transfers, 
so far the investigations have not completed yet. China has always implemented the Security Council 
resolutions in a faithful and strict manner, and if any Chinese vessel, individual or entity is proved to be 
involved in illegal STS transfers, the Chinese law enforcement authority will prosecute them in 
accordance with laws and regulations 


Figure 26-1: Jin Hung 9 at anchor Figure 26-2: AIS transmission gap 





Source: Member State Source: Windward, annotated by the Panel 


New Dawn 


2. The Panel is investigating a case of possible sanctions evasion involving identity tampering by a DPRK- 
flagged vessel, New Dawn (IMO: 9135494). The Panel continues to observe this form of sanctions eva-sion 
activity. On and around 22 January to 3 February 2020 and on and around 30 April to 2 May 2020, the vessel 
was observed on a specialized maritime database as transmitting falsified identifiers while in the Ningbo- 
Zhoushan area where other DPRK vessels have been observed, potentially to mask its sanc-tionable 
activities (figure 26-3). The vessel transmitted as the “S K”, allegedly Comoros-flagged, and with a call sign 
and MMSI inconsistent with those of the New Dawn, but with a Commercial Manager listed as “Korea 
Sokwang Shipping Co”, consistent with the DPRK’s ownership and management of the New Dawn. On 
other occasions, the vessel was reported to transmit as the “So Kwang’. The vessel also 
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12 Windward. 
'3 Traveling at a service speed of 12 knots, it would take approximately two days travel time between the two transmission 
points. 
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recorded drafted changes outside of port on different occasions in the Ningbo-Zhoushan area, suggesting that 
cargo had been off-loaded in ship-to-ship transfers. The vessel was recorded in May 2020 sailing north 
through the Yellow Sea in the direction of the DPRK before dropping its AIS signal in an area where vessels 
transporting illicit cargo have been observed to lose their AIS transmission. China replied that on vessels in 
the Panel’s letters which are suspected to make STS [sic: ship-to-ship] transfers, so far the investigations 
have not completed yet. China has always implemented the Security Council resolutions in a faithful and 
strict manner, and if any Chinese vessel, individual or entity is proved to be involved in illegal STS transfers, 
the Chinese law enforcement authority will prosecute them in accordance with laws and regulations. 


Figure 26-3: New Dawn as ‘S K’ and ‘So Kwang’ 





Source: Windward, annotated by the Panel 


Source: The Panel 
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Annex 27: DPRK vessels conducting illicit activities 


Su Ri Bong aka Pu Zhou 


The Panel continued to investigate the individuals and entities that facilitated the activities of the Pu Zhou 
(former Fu Xing 12) (IMO: 8605727). The vessel, listed on maritime platforms sailing as the DPRK- 
flagged Su Ri Bong in September 2019,' travelled to the DPRK two months after its sale in June 2019 to 
export DPRK coal.!> The Su Ri Bong was recorded at Nampo on or around 7 February 2020, recorded a 
change in identifiers back to the Pu Zhou before sailing back to the Ningbo-Zhoushan area, arriving on 
or around 14 June 2020 where it registered a draft change. The vessel sailed as the Hu Hai with a falsified 
Chinese identifier (MMSIJ) in early July before it reverted to sailing as the ‘SRB’ while sailing towards 
Nampo.'° 


The Panel corresponded with a company based in Kaohsiung City (management company-PZ) that had 
provided services to the Pu Zhou. According to management company-PZ, it did not have knowledge of 
the vessel owner nor of its voyage or cargo. The company stated it was a ship management consultant 
that provided safety management related services to vessels. Its services were reportedly procured in July 
2019 by an individual in China, the company’s contact for China-related businesses. Management 
company-PZ delivered ship safety manuals to the Master of the vessel while it was at a shipyard on an 
island in Zhoushan, China. The company reportedly told its Chinese business contact to cancel its 
contracted services as ISM manager and Document of Compliance holder following notification from 
then flag state, Sierra Leone, of the vessel’s voyage to the DPRK and cancellation of flag.'’? The Panel 
confirmed the Pu Zhou was no longer managed by the company following de-registration by Sierra Leone 
in September 2019. 


Ms Liu, the recorded buyer of the Pu Zhou, is recorded on a Chinese business registry aggregator’ to 
have run several businesses including in the Zhoushan area. The Panel was separately unsuccessful in 
contacting Ms Liu on publicly listed contact details and sought China’s assistance on information into 
the individual. China prior informed the Panel it was conducting investigations into the matter. China 
replied that so far the investigations have not completed yet. 


A Philippines national was registered as the Director/Shareholder/Beneficial Owner of Honour Sail 
Limited (hereafter Honour Sail), a company incorporated in the British Virgin Islands. Honour Sail was 
recorded as the vessel’s registered owner, operator and manager following its sale. The Philippines 
responded that it would provide information as soon as available. 


Source: The Panel 


140/211 


'4 THS Markit, accessed 22 July 2020. 

15 §/2020/151, paras. 73-77. 

'6 Data from Windward. Accessed on 5 July 2020 

'7 The vessel was flagged under Sierra Leone from July to September 2019. Data from IHS Markit. 
18 Tianyancha.com 
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Annex 28: Internet posting to invite fishing in DPRK waters 


20-10434 
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Korea Chamber of Commerce 
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4 7. RAR: 


Ne BERR SK SARH MeL HERR SHEARS 


RERTIRNS. 
& Rie 

1) BHRAMBCAERTARSEREMRHAHASS. SLisz 
WEIGH, ZHAHMARBE. ERG. GA. Mie. SLitv 
RA. 

2) SLAFHERFARREAN., GALRMOAGAARH 2500 & 
Uh, SEERU-K. CHMPHBABKSLHABAM Sit 
Gkit. HRVE. AAMAS. 

3) CARAS. RPM ME THHRES 2A RO es 
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Annex 29: Recorded trade between the DPRK and some Member States 


1. Methodology 


To monitor prohibited exports and imports by the Democratic People’s Republic of Korea under 
paragraph 30 of resolution 2270 (2106), paragraphs 26 and 28 of resolution 2321 (2016), paragraphs 8, 9 and 
10 of resolution 2371 (2017), paragraphs 13, 14 and 15 of resolution 2375 (2017) and paragraphs 4, 5, 6 and 
7 of resolution 2397 (2017), the Panel analysed Member States’ customs data as reported to the International 
Trade Centre (ITC). The Panel used the list of HS Codes for all sectoral bans in resolutions 2270 (2016), 2321 
(2016), 2371 (2017), 2375 (2017) and 2397 (2017) in annex 4 of S/2018/171 (amended by 
S/2018/171/Corr.1).? 


The Panel’s analysis covers the period between October 2019 and March 2020. Where available 
statistics indicate trade in prohibited items, the Panel wrote to Member States for additional information and 
verification. While the Panel observed that more countries conducted trade with the Democratic People’s 
Republic of Korea during this period, it was unable to obtain full trade statistics covering the entire period for 
each of them with sufficient time for the right of reply. The Panel intends to continue its inquiries when the 
data becomes available. 


The Panel notes that the DPRK does not release statistics on its external trade and only mirror 
statistics are available on DPRK exports and imports. This analysis does not include any exports and imports 
of banned items by the DPRK that were undetected or unreported by Member States to the ITC, or erroneously 
reported as trade with third countries other than the DPRK. 


The figures listed in part 3 of this annex are the total of all exports and imports of ostensibly 
prohibited items by the DPRK between October 2019 and March 2020, as obtained by the Panel prior to its 
requests for information to the relevant Member States between May and June 2020. 


2. Update on the Panel’s past inquiries in 2020 final report (S/2020/151, annex 19) 


Several Member States responded to the Panel’s inquiry after the completion of its 2020 final report 
(S/2020/151) for recorded trade with the DPRK between April 2018 and September 2019. Below are the results 
of the Panel’s analysis on additional replies from Member States. The Panel appreciates the Member States’ 
cooperation and their efforts to implement relevant resolutions. 


Algeria 


Algeria replied to the Panel that the iron and steel imported from the DPRK do not fall under the HS code 
categories covered by the sectoral sanctions provisions contained in the relevant Security Council resolutions, 
and it was investigating its import of machinery and textiles from the DPRK. 


Brazil 


Brazil submitted its second reply to the Panel in which it concluded that the data recording trade with the 
DPRK between April 2018 and September 2019 were inaccurate. 


Colombia 


Colombia replied the Panel with a comprehensive analysis based on customs data of the recorded trade with 
the DPRK between April 2018 and September 2019. The Panel perused the reply from Colombia but could not 
find evidence that the cases of imports in question have not originated from the DPRK, provided the initial 
data entry was accurate. 
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Costa Rica 


Costa Rica replied to the Panel based on the initial report from its General Directorate of Customs of the Ministry of 
Finance. Costa Rica stated that there had been 91 customs declarations of import from 2017 to 2020 in which products 
were declared originating in the DPRK, and further reported that “it is assumed that there is a typing error of the 
information in said declarations, confusing the declarant of the country of origin and provenance” between the DPRK 
and the ROK. 


El Salvador 


EI Salvador submitted a reply to the Panel explaining its efforts to implement relevant resolutions. 


Guatemala 


Guatemala submitted its second reply to the Panel and stated that its Tax Administration Superintendency had 
“determined that no trade had taken place with the [DPRK]” in the periods specified by the Panel. 


Honduras 


Honduras replied to the Panel that its Ministry of Foreign Affairs and International Cooperation had compiled 
the information as requested. 


India 


India replied to the Panel that the relevant Indian agencies have confirmed that no imports or exports of the 
item/goods referred to in the Panel’s letter have taken place from or to the DPRK, and “in a few instances 
where the goods were declared as originated from DPRK or destined for DPRK, the consignments were 
interdicted to verify the country of origin/destination. In all such cases, the goods were found to have actually 
originated from or be destined for the [Republic of Korea.]” 


Indonesia 


Indonesia replied to the Panel that it was currently conducting an investigation that involves an inter-agency 
process and the result of the investigation will be conveyed to the Panel in due course. 


Kazakhstan 


Kazakhstan submitted relevant original documents to the Panel and clarified that the imports recorded as from 
the DPRK between April 2018 and September 2019 were the result of mistaken reports. The Panel assesses 
that there had been no import from the DPRK by Kazakhstan during the said period. 


Luxembourg 


Luxembourg submitted a reply to the Panel explaining that the recorded trade with the DPRK was a coding 
error originated from confusing the DPRK with the ROK. 
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South Africa 


South Africa submitted its second reply to the Panel stating that it was “currently investigating the alleged 
transgression of the sanctions regime, in order to determine if the items were in fact traded with the DPRK 
[...] our investigations are also aimed at establishing whether item codes and the destination/origin countries 
are entered correctly.” 


Uruguay 


Uruguay submitted its second reply to the Panel including detailed customs documents specifying the cases of 
imports from the DPRK. The Panel perused the reply from Uruguay but could not find evidence that the cases 
of imports in question have not originated from the DPRK, provided the initial data entry was accurate. 


3. Results of the Panel’s inquiries (for the period between October 2019 and March 2020) 


Below is the result of the Panel’s analyses of Member States’ recorded trade with the DPRK between 
October 2019 and March 2020 found in the ITC Trade Map. The Panel reiterates that this is not a complete list 
of countries that traded with the DPRK during the said period, and the Panel is preparing further inquiries 
concerning other Member States as full trade data for this period becomes available. 


Bosnia and Herzegovina 


Bosnia and Herzegovina replied to the Panel with original documentation that the total value of its import of 
machinery (HS 84) from the DPRK during the last quarter of 2019 was approximately 2,075 USD, instead of 
27,000 USD. 


Brazil 


Brazil replied to the Panel with its analysis that the data recording trade with the DPRK between October 2019 
and March 2020 were inaccurate, and the errors were caused by customs brokering agents while inserting data 
in the import or export declarations submitted through SISCOMEX (Integrated Foreign Trade System). Brazil 
explained that the Federal Revenue of Brazil (RFB) ascertained such errors through a comparison between the 
information in import and export declarations and the bills of lading or air waybills of the transacted cargo. 


Canada 


Canada confirmed in its reply to the Panel that the trade data reported to the ITC was inaccurate and that the 
items were not imported from or exported to the DPRK, and the inaccuracy was the result of miscoding of the 
country of origin by the relevant Canadian statistical agencies. Canada further explained that the information 
has been corrected and the changes would be reflected in subsequent submissions of trade data reported to the 
ITC. 


China. =‘ (For China’s reply on these inquiries, see Annex 58) 


The Panel asked China for data on import of iron, iron and steel products (HS 72-73) and textiles (HS 50-63) 
worth of $ 9,557,000 from the DPRK, and export of metals (HS 72-83) and industrial machinery (HS 84-85) 
worth of $ 2,724,000 to the DPRK for the period between October 2019 and March 2020. 
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[ Import ] 


1) Import of $9,534,000 worth of iron, iron ore (HS 72-73): China replied that it “did not import these 
prohibited items from the DPRK in the time frame of October to December of 2019 and March of 2020. 
Import of iron or steel articles (HS code 73) is not prohibited. Ferro-silicon is not a prohibited item either, 
and importing and re-exporting ferro-silicon does not violate Security Council resolutions.””° 























Iron and iron ore (HS codes 72 and 73) 
Dat REPORTING PARTNER HS APPROXIMATE 
. COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 China DPRK 72 2,789,000 
: 72 2,842,000 
November 2019 China DPRK 73 20,000 
: 72 3,762,000 
December 2019 China DPRK 73 35,000 
March 2020 China DPRK 72 86,000 























Source: ITC Trade Map 


2) Import of $23,000 worth of textiles (HS 50-63): China replied that it “imported a batch of commodities under 
the HS code 5302 in October 2019. They are raw materials, not textiles prohibited by the Security Council 
resolutions.” 


Textiles (HS codes 50 to 63)” 




















Dai REPORTING PARTNER HS APPROXIMATE 
: COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 China DPRK 53 23,000 











Source: ITC Trade Map 


[ Export ] 


3) Export of $196,000 worth of metals (HS 72-83) and of $2,528,000 worth of industrial machinery (HS 84- 
85): China replied that the “steel, copper and other metals exported to the DPRK between October and December 
2019, and the industrial machinery exported to the DPRK between January and March 2020, were all humanitarian 
goods exempted by the 1718 Committee and diplomatic goods ordered by foreign missions in the DPRK. Among 
them, 5 batches of goods were from the UNICEF, 3 batches of goods were from the ICRC, 8 batches of goods 
were from different NGOs, and 12 batches of goods were ordered by diplomatic missions in the DPRK.” 


20 The Panel notes that some Member States’ views on HS Code allocation are not same with the Panel’s list of HS 
Codes for all sectoral bans in resolutions, which the World Customs Organization (WCO) has recommended to the 
Panel (see S/2017/150, para. 257, S/2018/171 annex 4 and S/2018/171/Corr.1). The Panel also inquired China on 
possible re-export of DPRK-origin ferro-silicon to third countries, based on a media report on the 2019 General 
Administration of Customs of China (GACC) data which indicated that 1,370 metric tons of ferro-silicon worth of 
31 million USD had been re-exported in the form of customs warehousing trade and entrepot trade. 

2! Applicable resolution: Resolution 2371 (2017), para. 8. 

22 Applicable resolution: Resolution 2375 (2017), para. 16. 
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Metals (HS codes 72 to 83)”* 

















































































































Dat REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
73 33,000 
October 2019 China DPRK 74 27,000 
83 88,000 
; 73 10,000 
November 2019 China DPRK ry) 14,000 
December 2019 China DPRK 76 24,000 
Source: ITC Trade Map 
Industrial Machinery (HS codes 84 and 85)*4 
Dat REPORTING PARTNER HS APPROXIMATE 
: COUNTRY COUNTRY CODE VALUE (USD) 
. 84 32,000 
January 2020 China DPRK 85 7,448,000 
. 84 34,000 
March 2020 China DPRK 85 14,000 
Source: ITC Trade Map 
Germany 
The Panel has yet to receive a reply. 
[ Export ] 
Industrial Machinery (HS codes 84 and 85)” 
Dat REPORTING PARTNER HS APPROXIMATE 
. COUNTRY COUNTRY CODE VALUE (USD) 
January 2020 Germany DPRK 84 10,000 
Source: ITC Trade Map 
Madagascar 
The Panel has yet to receive a reply. 
[ Import ] 
Machinery (HS code 84)”° 
Dat REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2020 Madagascar DPRK 84 54,000 























Source: ITC Trade Map 


3 Applicable resolution: Resolution 2397 (2017), para. 7. 


24 Ibid. 
25 Ibid. 


26 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Textiles (HS codes 50 to 63)”’ 























Dat REPORTING PARTNER HS APPROXIMATE 
‘i COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Madagascar DPRK 52 358,000 








Source: ITC Trade Map 


Mozambique 


Mozambique replied to the Panel and requested an extension for its reply. 



















































































[ Import ] 
Electrical equipment (HS code 85)”° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2020 Mozambique DPRK 85 4,000 
March 2020 Mozambique DPRK 85 19,000 
Source: ITC Trade Map 
Machinery (HS code 84)’ 
Baie REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Mozambique DPRK 84 7,000 
November 2019 Mozambique DPRK 84 18,000 
December 2019 Mozambique DPRK 84 4,000 
January 2020 Mozambique DPRK 84 45,000 
February 2020 Mozambique DPRK 84 12,000 
March 2020 Mozambique DPRK 84 55,000 
Source: ITC Trade Map 
Seafood (HS codes 03, 1603-1605)" 
Bais REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Mozambique DPRK 03 87,000 
January 2020 Mozambique DPRK 03 256,000 























Source: ITC Trade Map 


7 Applicable resolution: Resolution 2375 (2017), paragraph 16 
28 Applicable resolution: Resolution 2397 (2017), paragraph 6. 


29 Ibid. 


30 Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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Annex 30: Relevant resolution provisions applicable to gold and cash smuggling between 
Tehran airport and Dubai airport 


Smuggling gold and cash could be in violation of multiple sanctions measures stipulated in relevant res - 
olutions including: 


Paragraph 11 of resolution 2094 (2013) prohibited transfer of financial assets, including bulk cash, to and 
from the DPRK, which could contribute to the DPRK’s nuclear and ballistic missile programmes, or other 
activities prohibited by relevant resolutions. Paragraph 14 of resolution 2094 (2013) clarifies that all 
States shall apply the measures set forth in paragraph 11 of this resolution to transfers of cash, including 
through cash couriers, transiting to and from the DPRK. 


Paragraph 37 of resolution 2270 (2016) clarifies that all States shall apply the measures set forth in par- 
agraph 11 of resolution 2094 (2013) to transfers of gold, including through gold couriers, transiting to 
and from the DPRK. 


Furthermore, although the Panel is still investigating the route of the transfer of gold, it notes that para- 


graph 30 of resolution 2270 (2016) prohibits the supply, selling or transfer of gold, regardless of whether 
it is directly or indirectly, from the DPRK territory or by DPRK nationals. 
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Annex 31: Response from 3M 


3M June 5, 2020 
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3M Legal Affairs 3M Center, Building 220-98 2 
St. Paul, MN 55144-1000 USA 
Phone: (651) 736-7776 
tmail uncelakamtan@mmm com 


Votre ZZ 5 


I ruct ot tips 


established pursuant to Security Council Resolution 1874 (2009) 
United Nations 
United Nations Headquarters 
405 East 42nd Street 
New York, NY 10017 


Re: 3M Company's Response to the April 30, 2020 Request for Information 
from the Panel of Experts Established Pursuant to Resolution 1874 
(2009) 

Reference: S/AC.49/2020/PE/OC 43 


On behalf of 3M Company (“3M”), I am writing to respond to your letter of April 30, 2020 
regarding efforts by the Panel of Experts established pursuant to United Nations Security 
Council Resolution 1874 (2009) (“the Panel”) to gather, examine and analyze information 
regarding the implementation of measures imposed by the Security Council on the 
Democratic Republic of North Korea (“DPRK”). In particular, 3M understands that the 
Panel is investigating a recent report on Korean Central Television (*“KCTV”) showing 
DPRK quarantine workers in what appear to be 3M Protective Coveralls (hereinafter, 
“KCTV Report”). 


Consistent with United States and United Nations sanctions against the DPRK, it is 3M 
policy not to sell, either directly or indirectly, any products into the DPRK unless 
specifically authorized by the U.S. government. As part of its comprehensive trade 
compliance program, 3M also implements measures, including trade compliance 
provisions in contracts and restricted party screening, to ensure that distributors and other 
customers do not sell 3M products into sanctioned countries or to sanctioned parties. 


While the KCTV Report shows DPRK workers in what appear to be 3M Protective 
Coveralls, 3M is unable to verify the authenticity of the pictured coveralls absent access to 
the coveralls and their original packaging. Nevertheless, after receiving the Panel's request 
for information, 3M has reviewed its global sales of all 3M Protective Coveralls since 
2017, and has not identified any sales of coveralls, cither directly or through distributors, 
into the DPRK. 


In addition, through its social investment arm, 3Mgives, 3M donates products to U.S.- 


based humanitarian aid organizations to support emergency relief efforts and urgent 
medical care needs around the world. 3M has confirmed that neither of its partner 
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June 5, 2020 
Page 2 


humanitarian aid organizations shipped 3M Protective Coveralls to the DPRK. Thus, to 
the extent that the coveralls pictured in the KCTV Report are authentic 3M products, 3M 
has no knowledge of how these coveralls may ultimately have been routed to the DPRK. 


Provided below are responses to the Panel’s specific requests for information. 
1. The authenticity of the abovementioned media report. 


3M is unable to comment on the authenticity of the information contained in the KCTV 
Report. The report suggests that the coveralls visible in the photographs are 3M™ 
Protective Coverall 4570 (“4570 Coverall”) and 3M™ Protective Coverall 4510 (“4510 
Coverall”). However, absent access to the coveralls and original packaging, 3M is unable 
to verify whether the coveralls shown are genuine 3M products and if so, the specific 
coverall models. 


2. If the report is authentic, information related to the type and model number, country 
(or place) of production, countries of distribution (or place of wholesale), and period 
of production of the 3M personal protective equipment (PPE) shown in the report. 


As explained in response to Question | above, 3M is unable to verify the authenticity of 
the coveralls pictured in the KCTV Report. Nevertheless, for purposes of cooperating 
fully with the Panel, 3M herein provides information related to its production and sales of 
4570 Coveralls and 4510 Coveralls. 


3M began manufacturing 4510 Coveralls in 2010 and 4570 Coveralls in 2013. These 
coveralls are manufactured to 3M's specifications in China. The coveralls are then shipped 
to 3M distribution centers in Germany, the United Kingdom, Singapore, China and the 
United States, and ultimately sold to hundreds of distributors around the world. These 
distributors, in turn, sell the coveralls to end users. 3M does not sell coveralls, either 
directly or indirectly, into the DPRK. 


3. Details of the transfer of the abovementioned 3M PPE (e.g. date of transfer, importer 
and/or consignee, end-user and end-use), including a copy of the contract and 
invoice. If you do not have this information, please provide the Panel with any other 
a which might suggest the possible route of transfer of the PPE to the 


As explained previously, 3M does not sell any products, either directly or indirectly, into 
the DPRK. To the extent that the coveralls pictured in the KCTV Report are authentic, 3M 
has no knowledge of the possible route of transfer to the DPRK. 
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Page 3 


4. Information about 3M’s internal screening of end-users. If 3M has contractual 
arrangements with end users to track the products (such as requirements for the 
purchaser to notify 3M in the case of resale or relocation, or any device to detect 
relocation), please provide the Panel with this information. 


3M employs a comprehensive trade compliance program, and regularly conducts due 
diligence on its business partners. As part of this due diligence, 3M conducts restricted 
party screening of parties to its transactions, including but not limited to, suppliers, 
distributors, logistics providers, and, where applicable, end users. To do so, 3M employs 
comprehensive screening software to screen parties against all applicable restricted party 
lists, including the United Nations Consolidated List and the U.S. Department of the 
Treasury's List of Specially Designated Nationals and Blocked Persons. 


As explained in response to Question 2 above, 3M generally does not sell coveralls directly 
to end users but instead sells through distributors around the world. These distributors are 
subject to the aforementioned due diligence and screening procedures relevant to the 
country or countries in which they are authorized by 3M to distribute 3M products. In 
addition, 3M works to include in its distributor agreements and/or terms and conditions of 
sale clauses requiring compliance with applicable legal requirements, such as economic 
sanctions and export control laws and regulations, including the trade embargo against the 
DPRK. Finally, 3M collects point-of-sale data from many of its coverall distributors, and a 
review of available data does not indicate any sales of 3M Protective Coveralls into the 
DPRK. 


Please let us know if we can be of any further assistance in your investigation into this 
matter. 


Sincerely, 





Source: The Panel 
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Annex 32: Response from DuPont 


20-10434 


«OUPONT» 


DuPont de Nemours, Inc. 
974 Centre Road, CRP 730 
Wilmington, DE 19805 


May 27, 2020 


United Nations Security Council 

Coordinator of the Panel of Experts Established 
Pursuant to Security Council Resolution 1874 (2009) 
United Nations 

New York, NY 10017 


RE: Inquiry of United Nations Security Council: Your Reference: S/AC.49/2020/PE/OC.44 


With reference to your communication of April 30, 2020 to Mr. Edward Breen CEO of 
Dupont de Nemours, Inc., | am responding on the Company's behalf as Senior Vice President 
and General Counsel. In your letter you provided clipped images from a media report allegedly 
identifying protective gear worn by workers whom were reported to be in the Democratic 
People’s Republic of Korea (*DPKR™). In addition, the media report hypothesized that the 
branding on some of the garments was similar to branding found on protective garments 
fabricated from DuPont Tyvek non-woven fabric. To that end you asked DuPont to respond to 
the following four questions. We replicate and respond to your questions below. 


1. The authenticity of the abovementioned media report (see Annex 1); 


We cannot speak to the authenticity of the media report, the information reported therein 
nor to the provenance of any material shown in the associated photographic materials. 


2. If the report is authentic, information related to the type and model number, 
country (or place) of production, countries of distribution (or place of wholesale), 
and period of production of the DuPont personal protective equipment (PPE) 
shown in the report; 


See response above. 


3. Details of the transfer of the abovementioned DuPont PPE (e.g. date of transfer, 
importer and/or consignee, end-user and end-use), including a copy of the 
contract and invoice. If you do not have this information, please provide the Panel 
with any other information which might suggest the possible route of transfer of 
the PPE to the DPRK; 
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Under the laws of the United States, transfer or sale of U.S.- origin materials by U.S. 
persons to sanctioned parties or countries, such as the DPRK, is prohibited and companies, like 
DuPont, are required to have policies and procedures in place to detect and avoid such 
occurrences. To that end, DuPont has a Policy on Trade with Potentially Sensitive Countries that 
identifies DPRK as a “Tier I” country with which all trading is prohibited. Compliance with the 
laws and restrictions represented in the Policy is also a requirement made of our distribution 
partners. Furthermore, any direct financial transactions, as identified in our procurement systems, 
with such Sensitive Countries, is immediately flagged and any attempted transaction is blocked 
before consummation. We have no evidence of direct or indirect sales of DuPont materials into 
DPRK. As noted above, we cannot ascertain the veracity of the media report, if the garments 
shown were in-fact branded as a DuPont product or if counterfeit branding was applied to 
product made by others. We simply have no information relative to the events described in the 
media report. 


4. Information about DuPont's internal screening of the end-users. lf DuPont has 
contractual arrangements with end users to track the products (such as 
requirements for the purchaser to notify DuPont in the case of resale or relocation, 
or any device to detect relocation), please provide the Panel with this information. 


Besides complying with our trade policy and ensuring that contractual requirements 
placed on our distribution chain likewise follow all relevant laws and restrictions, DuPont does 
not do internal screening of the ultimate end users of these products outside of our distribution 
chain nor do the products contain devices to detect relocation. 


We appreciate the work undertaken by the United Nations Security Council Panel of 
Experts to ensure that the Security Council resolutions and the implementation of appropriate 
trading sanctions be enforced. As noted above, DuPont's policies and practices are entirely 
aligned with the Council's goals and efforts in this area. Should we identify any relevant 
information relative to your inquiry we will immediately revert such information to you. 





Senior Vice President and General Counsel 


Source: The Panel 
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Annex 33: Publicly available information on City Hostel Berlin 


1.Image 





Source: The Panel 
(URL: https://asia.nikkei.com/Editor-s-Picks/Tea-Leaves) 


2. Screencapture of the website of City Hostel Berlin 


Diese Website verwendet Cookies, um die Benutzererfahrung zu verbessern. Durch die Nutzung unserer Website stimmen Sie allen Cookies gemaB unserer Cookie-Richtlinie zu 


Lesi fitsii@me 9) < I disagree 





UBER UNS HOSTEL SERVICE BUCHEN BILDER KONTAKT 


wala hy 
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\ttps://www.cityhostel-berlin.com/gb/reservation-hostel-online.aspx 





Price & Availability Calendar - Cityhostel Berlin 
Price and availability will be displayed per room type. Please choose your desired category: 


Single room with shower and toilet, NON-REFUNDABLE with breakfast Vv 


April 2020 





Source: The Panel 
(URL: https://www.cityhostel-berlin.com/) 
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Annex 34: Advertisement by Terra Residence, located at the address of the DPRK Embassy 
in Bulgaria 


€ ~ O A 6) hittps\//www.terraresidence.com/ xx * £ @ 





3A HAC: 


“Pe3svgenuna Tepa™ e pasnonoxena 8 OxHaTa YacT Ha Codua , HeQaneve oT BuaHec napk Cooma, 8 THx palion, c w3rneg KbM Burowa. Necno 3a KoMyHMKaUuMA 
mecTononomeHne, HO ChUleEBPeEMEHHO Oa3KC Ha KpacoTa mM CNoKOMCTEMe. 3a0buKONeHa & OT ALPBECHA PaCTHTENHOCT M 3ENeHMHA, KONTO NPKAaBAT AONENHMTENHO yceujaHe 
33 yeannenne C npmpogata. 

Hue cme w3uRnno Ha Bawe paznonoxenne 3a Aa o6ceaM™ BcHuKH Baw ngen HM Aa Hanpasym Bawero chOuTHe no Ha4uMH, KOTO 3af0B0NABA H Hal ~ M3TRHUEHMA BKYC. 


C yceT Kim geTainure # npeywsHH 8 NOAroTOBKaTa CMe roTosH Aa NocpeujHeM BCAKO Bawe xenaHue. 


Source: https://www.terraresidence.com/105710421040105810411048.html) 
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Advertisement for catering hall, located at the address of the DPRK Embassy in Bulgaria 


Maagoct 1, 6yn. AHapel Caxapos 56 
Sofia 


| JA Startup Hambar PFa\Nonvirotia 
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Opx ; om ymueepcumem .\* - 2 ‘ 
; eh eM TARPS eh RS “) Lora Leaflet | Map data © OpenStreetMap contributors 
Py 
Catering Hall 
Catering hall for all 
= occasions. 
@ Paris Caterers 
= 
© 24 of 24 - Clipboar 


Source: https://www.evepla.com/BG/Sofia/100084117957/Lora-Catering) 
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Annex 35: Image of Audi Q7 car in Masikryong resort, DPRK, December 2019 





Source: The Panel 
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Annex 36: Letter from Audi 


GUID 


AUD! AG - 85045 Ingolstadt - Germany 
S/AC.49/2020/PE/OC.30 Sign 
Your letter of 17 April 2020 Message 


Coordinator of the Panel of Experts etsblished 1/FS-41 Our department/ref. 


Source: The Panel 


pursuant to Security Council Resolution 1874 
(2009) 


Ext. 
Fax 


06.05.2020 Date 


With reference to your request S/AC.49/2020/PE/0C.30 of 17 April 2020 regarding the 
presence of an Audi Q7 model in the DPRK 


We are grateful for your information regarding the presence of the Audi Q7 vehicle in the 
DPRK. At the same time we regret that this Audi vehicle is subject to a apparent violation of 
paragraph 8(a)(iii) of resolution 1718 (2006) and paragraph 23 and Annex IV of resolution 
2094 (2013), prohibiting the direct or indirect supply, sale or transfer of luxury 
automobiles (and motor vehicles) 1 to the DPRK. Audi explicitly shares the interest clarify 
and prevent such activities. 


Therefor we would like to provide you with the following information: 


* The car shown on the photography is an Audi Q7 model, built from 2012 to 2015 

e Prevailing markets for the Audi Q7 are EU, USA and China but in relation to the 
overall market volume e.g. Australia and Saudi Arabia, too 

« There is no special visible customization to be identified based on the photography 

¢ The annual volume of production of this model regularly is close to 100.000 units 

¢ The Q7 is mainly assembled at Volkswagen Slovakia but only sold by AUDI AG; for 
local market supplies this model was assembled at Volkswagen Group Rus 
(Kaluga, Russia) and at SAIPL (Aurangabad, India), too. These locally produced 
vehicles were sold by the local sales organizations in those local markets. 


Audi does not supply any cars directly or knowingly indirectly to the OPRK. Furthermore, 
Audi did not have any evidence for the presence of Audi products in the DPRK yet. At Audi 
compliance with all applicable national and international export control and sanction 
regulations is treated as key compliance topic with high management attention. Export 
compliance is assured by an internal compliance program. 


Yours faithfully, 


AUDI AG 
85045 Ingolstadt 


Delivery entrance: 
Ettinger Stra8e 
Tor 10 


Phone +49 841 89-0 
www.audi.com 


Honorary Chairman of the 
Supervisory Board 
Carl H. Hahn 


Chairman of the 
Supervisory Board 
Herbert Diess 


Board of Management: 
Markus Ouesmann, 
Chairman 

Arno Antlitz 

Dirk GroBe-Loheide 

Peter Kossler 

Sabine MaaBen 
Hans-Joachim Rothenpieler 
Hildegard Wortmann 


AUDI Aktiengeselischaft 
Registered office 
Ingolstadt 

Entered in the 

Commercial Register of the 
Local Court of Ingolstadt 
No. HRB 1 
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Annex 37: Chain of supply of luxury cars 


MB Roma, a Daimler dealer, delivered the vehicles on 9 February 2018 to European Cars & More, SRL 
with a contract condition that they should be registered in the name of the buyer at least for 6 months. 
European Cars & More, SRL cooperated with the Panel and stated that upon receipt of the vehicles it in 
fact immediately re-sold them, under a preliminary contract signed in December 2017 (Annex 39), to LS 
Logistica & Spedizioni SRL (a.k.a. LS Logistics & Shipment, Hong Kong) (hereafter Logistica). 


The sale included an informal agreement with the client that the cars will be bought back eventually and 
thus they were not deregistered in Italy. Associated documents stated that the two Mercedes in question 
were to be exported to Hong Kong on 19 February 2018 (Annex 40). In its answer to the Panel’s inquiry, 
the Netherlands confirmed that the goods were shipped by road from Italy to the Netherlands. Logistica 
dispatched the vehicles from Rotterdam to Dalian, changing the consignee several times, with eventual 
destination to DPRK.?! 


31 §/2020/151, para. 155. 
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Annex 38: Letter from the lawyer of European Cars & More 
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Avyv.Paola Zulli 








) ” : 
Patrocinante dinanzi alle Magistrature Superiori 
Via Pietro Pollidori n°4 - 66034 Lanciano (CH)t 
0872.711778 pers. 339-60865 12 p.iva: 02138420696 - cf: ZLLPLAT7ASSEA435Z 
To: 


DPA-POE1874 


Lanciano, 15.07.2020 





Ref: European Cars e More s.r.l.; Panel Document dated 20 April, 2020; Panel Document dated 
May 22, 2020. 


following our video telephone conference of July 7, 2020, in order to reply to the specific questions 
you have done during the call and to give the Panel the information requested, European Cars and 
More (“European”) intends to describe once again the whole operation of the two Mercedes Sedan 
$600 with Ls Logistica & Spedizioni LTD 


We refer also to your communication dated April 29, 2020 (“Panel Document April 2020") (in annex 
the communication dated November 19, 2020: “Panel Document November 2019”) and your 
communication dated May 22, 2020 (“Panel Document May 20202) and to the information requested 
in such communications. 


Our letters dated May 8 and May 23, 2020 are be considered integral part of this letter. 


A. European Cars & More s.r.\. 
European is since 2001 a leader company in High Security armored vehicles and operates on the global 
market of the security with vehicles certified in the entirety of all the components of armoring and 
subjected to the ballistic tests of the most qualified international entities. 


The excellent international references are inevitably linked to security, reliability, seriousness and 
the extreme transparency of the service and its economic-commercial relations with all suppliers and 
customers, exclusively composed of Heads of State, Diplomatic Representatives, National and 
International Law Enforcement Forces and large industrial groups. 


European’s main activity is that of the short and long term rental of armoured cars; the cars are 
purchased by European from excellent car manufacturers and are provided with armor either directly 
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from the production company or through work carried out on the direct assignment of European. 


The sale of armoured cars by European is a secondary and possible activity and is usually carried out 
after European has owned the cars as the first registration for a reasonable period of time. 


In special circumstances, such as those of interest here, when the values of cars are particularly high, 
it may happen that the sale of cars replaces the rental and is accompanied by buyback pacts taken 
formally or informally by European. 


Cianci Armoring is a brand of European. 


European operates through its ceo Mrs. Maria Lucia Paolini and its commercial director Mr. Sandro 
Cianci. 


B. Period 2017 - February 2018. 


1) European is in contact during 2017 with with offices 
in Roma, in connection with advertising published on web- 


site of European. 


2) During 2017 European signs an cooperation agreement with , with its office in Rome 
in person of its legal representative n order 
to promote European’s activity exclusively in China. 


3) European does not subscribe any contract with FE 


4) At the end of 2017 ME 3 trocuces European to LS Logistica & Spedizioni SRL with its 
office in Rome, Viale Charles Lenormant no. 236 (“LS Italia”) e to LS LOGISTIC & SHIPPING Ltd 
with its office in Hong Kong Suite 2301, 23/F Chenamen Hollywood (“LS Hong Kong”). 


5) As checked on internet, coth [iS .. ; IS 0: 
are involved as representatives and sharehoiders of LS italia e LS Hong Kong. 


6) European has been informed by HM tha: he operates for the account of other clients 
that are interests in European vehicles. 


C. The February 2018 Vehicles Operation 


1. LS Hong Kong, in person of EE ph isicatly present in European offices in Lanciano, 
subscribes a preliminary agreement (“contratto preliminare acquisto auto nuova") (Prot. 
121/17/MPL/ds, December 27, 2017) for the two Mercedes S600 Sedan Long Guard VR9 
(“Vehicles”) (doc. no. 1). 


2. European buys the Vehicles from Mercedes Benz Roma on February 8, 2018 at euro 421.926,23 
each (doc.no.2) (information in the Certificato Cronologico del Pubblico Registro 
Automobilistico dated October 8, 2019, Annex 2 e Annex 3 of Panel Document November 2019 
in the Panel Document April 2020: doc. no. 3). 
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The acquisition from Mercedes Roma is made as a rental without driver for special use 
(“locazione senza conducente per uso s le fi the Certificato Cronologico 
del Pubblico Registro Automobilistico dated October 8, 2019, Ann e Annex 3 of Panel 
Document November 2019 in the Panel Document 


~ Oo 


European receives an advance payment from LS Hong Kong of euro 240.000,00 (Payment Order 
Unicredit: doc. no. 4) and issues invoice no. 4 of January 19, 2018 (doc. no. 5) 


LS Hong Kong pays euro 960.000,00 on February 7, 2018 (doc. no. 6) 


European issues invoice no. 9 of February 8 





The Vehicles are registered on February 9 an 
Annex 3, sub doc. no. 3) 


European receives instruction from LS Hong Kong on 1a 2, 2018 in order to the deliver 
of the Vehicles to personnel appointed by LS Hong Kong (doc. no. 8) 

European phisically delivers the Vehicles to the appointed person on February 19, 2018 (doc 
no. 9). 


European appoints LS Italia for the shipping of the Vehicles and SCL Cargo for the transport by 
sea from Rotterdam to the final destination HONG KONG (CMR no. 272721 dated 19 February, 
2018: doc. no. 10) 


. European makes with the Public Automobilistic Register in Chieti a Complaint of Termination 
0 






of Movement of the Vehicles on February 12, 2020, giving to the Register the relevant licence 
plates of the Vehicles (doc. no. 11 e doc. no. 12) 





; 
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Invoice invoice Termination 
Vehicle Car Chassis Plate N. Contr. Date Contr. No. Date Delivery Date 
WDD2221761A35648 | FNO3SC 03/04/1 
Mercedes S600 Guard 8 H 121/17 27/12/17 20 8 | 13/02/18 10/01/20 
W0DD2229801A35165 07/08/1 
Mercedes S650 MAYBACH | 5 FRS39RD | 62/18 25/06/18 44 8 | 10/12/18 10/01/20 
WDD2229761A33335 26/09/+ 





Mercedes S600 PULLMAN (7 FNI44YT | 27/18 06/03/18 49 8} 12/03/15 


For these three Mercedes the Complaint of the Termination of Movement with PRA has been made on 
January 10, 2020. 


European actually has no more contractual relationship with LS italia and LS Hong Kong. 


The cooperation contract with EEE has been expired in March 2018. 


E. Awareness of the final destination 


As the Panel can easily check, European was not initially aware of the final destination of the shipping 
of the Vehicles. European has been informed by LS representatives only that the final destination 
should have been China. 


Only during the month of February 2018 European has been informed that the Vehicles should have 
been shipped to Hong Kong. 


European declares under its own responsibility that it was aware that the final destination for 
European was Hong Kong as certified in the official document attached to this letter and no other 
information has been given to European for what concerns other destination of the Vehicles. 
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F. Further Information 


We have been asked to specify any issue concerning the registration of the Vehicles on European name 
even after the operation made in February 2018. 


In general, it should be noted that in the case of export to a non-EU country, the final export of the 
vehicle obliges the interested party to request the PRA’s termination of movement under Art. 103, c. 
1, Codice della Strada. 


The same article of the Codice stipulates that, at the same time as the request, the licence plates 
and other vehicle documents are returned to the PRA, if the export has not been followed by the re- 
registration of the vehicle with a foreign number plate. 


In the February 2018 operation European had agreed informally with that the initial 
transaction was a sale, but had given his willingness to buy back the Vehicles and replace them with 
new ones, once LS Hong Kong had finished using them or considered replacing them. 


in essence, it was a trading transaction with an un formalized buyback agreement. 


In this way, European could maintain its commercial relationship with LS Hong Kong in a profitable 
and ongoing manner. 


For these purposes, European kept in its hands the licence plates in order to be able to reuse them 
on the Vehicles when they would be returned (resold) by LS Hong Kong. 


G. Final Declaration 


European declares under its own responsibility and confirms once again that there has never been any 
relationship between European, it personnel and managers and the Democratic People’s Republic of 
Korea in violation of any Security Council resolution. 


European believes to have given any relevant information about its position and its activity in this 
specific case concerning the February 2018 operation with reference of the Vehicles with LS Hong 
Kong. 


European is confident that it will be beyond any reasonable doubt not considered by the Panel part 
of any supply chain for the illegal introduction of luxury goods in DPRK and that this conclusion will 
be confirmed with the publication by the Panel of Expert of a positive Report and noticed to the 
relevant entities of such case (i.e., Daimler AG, Mercedes Benz Italia e Mercedes Benz Roma, Italian 
Government). 


This letter is addressed for any convenience to the italian Government representatives. 


Yours faithfully 





Source: The Panel 
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Annex 39: Preliminary contract between European Cars & More and LS Logistics & 


Shipment 
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Prot. 121/17/MLP/ds 
CONTRATTO PRELIMINARE ACQUISTO AUTO NUOVA 


I] sottoscritto Tupone Marco, abitante in Roma, Via Armando Crisciani 72 — 00121 — nato il 
09/10/1975 a Roma — Tel. 339 6059612, 

Dirctiore della societa LS Logistic & Shipping Limited con sede presso: 

Suite 2301, 23/F Chinachem Hollywood Centre 1-13 Hollywood Road, Hong Kong 


ACQUISTA 


presso la sede della: EUROPEAN CARS & MORE SRL 
in Lanciano (CH), Via Villa Martelli 299/4 
Telefono +39 872 724440 — Fax +39 872 716567 - email: commerciale@veicoliblindati it 


Due (n. 02) Auto nuove: 
* marca: MERCEDES BENZ 
* modello: S600 SEDAN LONG GUARD VR9 
* anno fabbricazione: modello 2018 
+ dotazione ¢ optionals: Vedere allegato A 
* data di consegna: 09 febbraio 2018 


* prezzo EXW: € 600.000,00 cadauna (esente [VA) 


Prezzo di acquisto netto : 


€ 1.200.000,00 (esente IVA } 
ll venditore resta proprictario del veicolo fino all’intero pagamento del prezzo 
Condizioni di pagamento 


- 20% all’ordine con bonifico bancario 
- 80% (saldo) 5 gg prima della consegna della veuura, con bonifico bancario 


Termine di consegna: come da accordo, la consegna avviene entro ¢ non oltre i] 09/02/2018. 
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In caso di mancata consegna nella data Sopra citata (termine di consegna) il Venditore: 


1- Paghera una penale del 10% sul totale fatturato per ogni settimana successiva alla data 
di consegna non rispettata 

2- Non potra recedere, rinegoziare, cancellare e ne contestare il contratto stupulato in data 
27/12/2017. 


Il venditore garantisce che: 

O la garanzia del venditore viene estesa tramite garanzia supplementare da 2 anni (DL 
206/2005) a ............ anni. 

C il veicolo dispone della seguente dotazione........ ntinjoovotenayssbsesseosetdemeers sess 

4 il veicolo € completo della seguente documentazione: 

O certificato C.0.C., 0D libretto di manutenzionc ordinaria, 0 

QO qualsiasi modifica eseguita al veicolo & Stata autorizzata con conforme 
immatricolazione avvenuta 

1 vengono consegnati nr........... chiavi 





li contratto é soggetto alle disposizioni del C.C. 
Lanciano, 27 dicembre 2017 


Firma venditore 


fe- hts 7 








Source: The Panel 
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Annex 40: Shipping documents of Mercedes to Hong Kong 


20-10434 



























Stet ee ee : wm 
|e ee LATTRE Oe YOURE OFTERAA 
anne Non Nam INTERRATIONAL ( ORSINMEN] NUTE R 


PRACT ERE? -  RANSORT OORT 


IROPEAN CARS & MORE SBU> VIA DEL MARE [4!- 
ANCLANO, CHIET!, PRESSO L3 LOGISTIC, 4 SPEDEDON 
VIALE CHARLES LENOMMANT 236 00/22 ROMA 








|b LOCASTICS & SHIPPING LTD - SUITE 2301, 247 CENAMEN 





YWOOD . HONG KONG SL CARLA) -~ WAAL STRAAD S _ S087 Bt. SUTERDAM 
en iano ne 
29 Fee FO-FEs Ls CONS Bee Lk BEE ee ee RE RE TE ee ee 








17 eet ee ee 
a 


3 ee pn ee eens Rect i. 
ee AF ee ae 


TTERDAM PER MBARCO VIA NAVE VIA NAVE MSC 









Ne 
]R snare a ne 
Ts 


< solamente nana 
2° A OL A EES A EM i 
ee ew Semen te tee 













~LANCIANG 1wGpcere 


—a— aw — waa ss = oe 
6 ot a Naeem Qe 


— ——" eee GQantany Gets 


§) woozzi 7s? Asoo 1 AUTOVETTUBA MERCT OFS 
‘ ; SEDAN § oO j 
| wooszz1 6: asssaee| ' ALTOVETTIMA MERCEDES | sOKG 
SEDAN SS) ; i 


WNVIATA VIA CAMION A ROTTERDAM FER FUTUR? 
NAYE CON DESTINAZIONE HONG LONG 


| 


Te ee eee ee eee 


il 


OR NE ONE Ot en ney th MOONE OO mt emt heme te Fee og tome Oe hmmm 


i 
} 
| 
. 
- 
} 
Oe ee 


” 





ee ee eee eee ee errr ry 


Dede! TRU Gemtve owns we srmpernmtin te permet 19) Suge OEP PIT |e meme eens te Pyne Game Pes Pa omen SS re 


Or., 236/240 


Veghos sescess PFS = = 
; 43581098 anaes i 
etree ‘oe meme a 

—— <a arene —-— = me 

—<—— x se es ee ee eee | 


Source: The Panel 


169/211 


S/2020/840 





Annex 41: T Specialist and its link with a DPRK national 


On 26 June 2020, the Singapore authorities charged Sherly Muliawan, shipping manager at T Specialist (79 counts) 
and Lam Hon Lan, secretary at SCN (43 counts) under its domestic law to implement relevant UNSCRs (Annexes 
42 and 43). In June 2020 the sentence was handed down to Li Hyon, national of the Democratic People’s Republic 
of Korea, son of Pyongyang-based Li Ik. He served as his DPRK-based father’s business representative in Singapore 
and, as charged, facilitated at least 14 orders of luxury goods worth over 400,000 SGD ($280,000) through T 
Specialist and SCN, making orders and payments, monitoring shipments, and even hand-delivering the goods to 
DPRK.*? He received a jail sentence, which has already been served by that time, and in July 2020 departed 
Singapore.*? 


Source: The Panel 


3? https://www.nknews.org/2020/06/north-korean-receives-four-week-jail-sentence-in-singaporean-luxury-goods- 
case/?t=1592987812340 

33 For the court sentence, see State Courts of the Republic of Singapore, Public Prosecutor v. Ng Kheng Wah, 
T Specialist International (S) Pte. Ltd. and Wang Zhiguo, Case No. [2019] SGDC 249, Judgment, 22 
November 2019. 
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Annex 42: The letter from the Permanent Mission of Singapore to the UN 
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PERMANENT MISSION OF THE REPUBLIC OF SINGAPORE 
UNITED NATIONS | NEW YORK 


15 July 2020 


Coordinator 
Panel of Experts established pursuant to Security Council Resohution 1874 (2009) 


I refer to our previous letter dated 13 May 2020 to the Panel, which updated the 
Panel that the Singapore authorities were taking action against SCN Singapore Pte Ltd (“SCN”) 
for supplying luxury goods to the DPRK in violation of UN Security Council Resolutions, and our 
correspondence with the Panel since 2017 in respect of SCN, T Specialist Intemational (S) Pte Ltd 
(“T Specialist’), and related entities and individuals. 


On 26 June 2020, the Singapore authorities charged Sherly Muliawan, shipping 
manager at T Specialist (79 counts) and Lam Hon Lan, secretary at SCN (43 counts) under 
Regulation 14(1)(c(i) read with Regulation 16(1) of the United Nations (Sanctions — DPRK) 
Regulations 2010 for failing to provide information to the Singapore authorities in respect of the 
supply of prohibited luxury goods to the DPRK. The charge sheets for Sherly Muliawan and Lam 
Hon Lan are enclosed. 


We hope the information provided will be helpful to the work of the Panel. 
Singapore remains committed in our efforts to implement our obligations under the relevant UN 
Security Council Resolutions, and will continue to be of assistance to the Panel where possible. 


Yours sincerely, 


JOPHIE TANG 
Charge d’ Affaires a.1. 


Enc. 


Source: Member State 
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Annex 43: Press-release by Singaporean Police force 
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TWO PERSONS CHARGED WITH FAILURE TO PROVIDE 
INFORMATION RELATING TO THE SUPPLY OF DESIGNATED 
LUXURY ITEMS TO THE 
DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA 


Two women, a 40-year-old Singaporean and a 41-year-old Singapore Permanent Resident, were charged 
in court on 26 June 2020 with failure to provide information to the Police relating to the supply of 
designated luxury items to the Democratic People’s Republic of Korea (DPRK), in contravention of the 
United Nations (Sanctions — DPRK) Regulations 2010. 


Investigations by the Commercial Affairs Department revealed that SCN Singapore Pte Ltd, Laurich 
International Pte Ltd and Sindok Trading Pte Ltd, had supplied designated luxury items, which included 
precious jewellery and watches with precious metals, to the DPRK on 43 occasions between 27 December 
2010 and 18 November 2016. The 40-year-old woman was an employee of SCN Singapore Pte Ltd and 
handled administrative work for Laurich International Pte Ltd and Sindok Trading Pte Ltd. The 41- 
yearold woman was an employee of T Specialist International (S) Pte Ltd, which had supplied designated 
luxury items to the DPRK on 79 occasions between 23 November 2010 and 5 January 2017. 


Despite having information about the prohibited transactions made by the companies which they worked 
for, both women failed to provide the Police with the information. They were charged with 43 and 79 
counts of breaches of Regulation 14(1)(c)(1) read with Regulation 16(1) of the United Nations (Sanctions 
— DPRK) Regulations 2010 respectively. T Specialist Intemational (S) Pte Ltd had earlier been fined 
$380,000 on 22 November 2019 while the court proceedings for the three other companies are ongoing. 


The United Nations (Sanctions - DPRK) Regulations 2010 prohibits any person in Singapore or citizen of 
Singapore outside Singapore from supplying. selling or transferring, directly or indirectly, any designated 
luxury item to any person in the DPRK. Anyone in Singapore and any citizen of Singapore outside 
Singapore who has information about any property of persons designated by the United Nations, any 
transaction of such property or any transaction prohibited by the Regulations should immediately inform 
the Police and provide such information relating to the transaction. If convicted of an offence under the 
United Nations Act for breaching these regulations, the accused person can be jailed for up to five years (if 
the offence was committed before 10 March 2014) or 10 years (if the offence was commutted on or after 10 
March 2014); or fined: or both. 

Anyone with information relating to such cases may call the Police hotline at 1800- 255-0000. or submit 
information online at www.police.gov.sg/iwitness. Please dial ‘999° if you require urgent Police 
assistance. 

Singapore takes its obligations under the United Nations Security Council Resolutions seriously. We will 
not hesitate to take action against any individual or entity that breaches our laws and regulations. 


PUBLIC AFFAIRS DEPARTMENT 
SINGAPORE POLICE FORCE 
26 June 2020 @ 5:00 PM 


Source: Member State 
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Annex 44: Travel record of Kim Tong Chol 


According to Angola, Kim Tong Chol entered Angolan territory on 8 August 2018, covered by the official 
visa 000459212/CNB/18. He came from Ethiopia, on the Ethiopian Airlines flight ET854, which arrived 
at 1:11 pm. He left Namibia on 24 August 2018 on the Air Namibia flight SW173 to Windhoek, that 
departed at 9:10am. 


The DPRK passport information used by Mr. Kim for entry to Angola is as follows: 
Passport number: 108120258 

Issued date: 14 February 2018 

Expiration date: 14 February 2023 


To address this issue, Angola took additional internal measures to prevent similar situations from occur- 
ring in the future. 


Reference: immigration record of Kim Tong Chol 












































Date Entry/Exit Passport number | Passport type 
23/09/2017 Exit from Namibia 927234267 Ordinary 
08/08/2018 Exit from Ethiopia | Not confirmed Not confirmed 
08/08/2018 Enter to Angola 108120258 Service 
24/08/2018 Exit from Angola 108120258 Service 
24/08/2018 Entry to Namibia 108120258 Service 
30/04/2019 Exit from Namibia 108120258 Service 
07/05/2019 Entry to Namibia 108120258 Service 
17/05/2019 Exit from Namibia 108120258 Service 

Note: bold items were newly confirmed by a Member State 





Source: The Panel, Member States 
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Annex 45: Possible procurement of statue in Benin and Guinea 


Benin 

The Panel obtained information indicating that Mansudae is involved in a project to build a 15-30- 
meter-high bronze statue in Benin, which is intended to be completed in August 2020. The company 
is likely to have used another name and identity for this contract. The Panel has not received reply to 
its enquiry to Benin. 


Guinea 

According to a Member State, the Democratic People’s Republic of Korea planned to sell a bronze 
statue of former President Ahmed Sékour Touré to Guinea. The cost of the statue was believed to be 
approximately USD 50,000 and it was to be constructed outside of Guinea and transported via Conakry 
Port for installation in Guinea. The delivery was likely to be mid-2020. The Panel considers Mansudae 
may be involved in this project, obfuscating its identity. The Panel has not received reply to its enquiry 
to Guinea. 
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Annex 46: List of DPRK trading corporations subordinate to the Munitions Industry 
Department (MID, KPe.028) 


OEASA) — *alias of KPe.008 
Ryungseng Trading Corporation (& A 3] Af) *alias of KPe.008 


FA S| Ap) *alias of KPe.008 
ayo 
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Kuryonggang Trading Corporation (71S 
No 
ST 


Tangun Trading Corporation (tia? 


Hangryon Trading Corporation (28S 8| Af) 

Ryonbong General Corporation (3S S 2 At) *alias of KPe.002 
5 Trading Corporation (5-7 43] At) 

Pugang Trading Corporation (HGF & SI Ah) *alias of KPe.038 


Ryonhap Trading Corporation (4 StF SF 3] At) 
Advanced Technology Trading Corporation (4 tt7| S44 3] Af) 
Jinhung Joint Production Corporation (*! 3 2t4} 3] Af) 

Sobaeksu United Corporation (28 #4 == 3 St S| Af) 


Pihosan Trading Corporation (4] 24t- 4 3] Af) 
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Sinhung IT Trading Corporation (*! 
Chonryong Trading General Corporation (#5844 S23 Ab) 

Taesong Trading Corporation (El 4 4 S| At) *alias of KPe.041 
Peace Motors Corporation (4 S}At-S At S| Af) 

Taeryonggang Trading Corporation (HA AFASIAt) *alias of KPe.004 


Korea Changgwangsan Trading Corporation 


Source: Member States, The Panel 
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*K Pe.008: Korea Tangun Trading Corporation (21 
*KPe.002: Korea Ryonbong General Corporation 
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*KPe.038: Korea Pugang Trading Corporation ( 


*K Pe.041: Korea Taesong Trading Corporation (AME 
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*K Pe.004: Namchongang Trading Corporation (USN 
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Annex 47: Member State information on modus operandi of DPRK IT workers in China 
and Russia 


According to information from a Member State, as of December 2019, groups of information technology 
workers from the Democratic People’s Republic of Korea — usually composed of ten to twenty individ- 
uals — were earning USD 100,000 or more per month in China. According to the information, many 
additional instances of information technology workers subordinate to the Munitions Industry Depart - 
ment entering China were observed in 2019, and hundreds of them were still working in China as of 
March 2020, illicitly gaining access to freelance platform accounts in the names of third country indi- 
viduals. 


According to information from the Member State, multiple groups of Democratic People’s Republic of 
Korea workers including information technology workers subordinate to the Munitions Industry Depart- 
ment entered Russia in 2019 for the purposes of work and continued to work in 2020. According to the 
information, as of late 2019, groups of IT workers in Russia were averaging a per-person monthly reve- 
nue of $5,000-$6,000, and reportedly utilize false, foreign identities in order to access information tech - 
nology work freelance platforms, cryptocurrency exchanges, and payment websites. 


Source: Member State 
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Annex 48: Roles of the DPRK’s General Staff Department, Reconnaissance General 
Bureau, and the Ministry of State Security in DPRK cyber operations 


According to information from a Member State, the General Staff Department, the Reconnaissance Gen- 
eral Bureau and the Ministry of State Security have different roles in planning and execution of cyberat- 
tacks by the Democratic People’s Republic of Korea. 


The General Staff Department is the umbrella organization of the Reconnaissance General Bureau and 
does not conduct malicious cyber activities itself. The Reconnaissance General Bureau conducts hacking 
activities for the purpose of information theft and financial gain, and the Ministry of State Security 
mainly carries out cyber campaigns against Democratic People’s Republic of Korea refugees and relevant 
organizations to steal information related to the security of the Democratic People’s Republic of Korea. 


The Reconnaissance General Bureau and the Ministry of State Security are assumed to have different 
targets based on their duties, and no case has been found where the two entities have divided or coordi- 
nated their roles in planning or initiating cyberattacks. 


Source: Member State 


20-10434 177/211 


S/2020/840 





Annex 49: Documents conerning Mr. Han Kwang Song’s contracts 


(1) Email dated 25 February 2020 from Juventus to al-Duhail concerning transfer fee 


transfer Player Kwang Song HAN Juventus invoice 


@* 
e 


0 i a. 
Sent: Monday, February 24, 2020 4:19 Pv 
Oulwet Soon) Oud «dutelsc @du'wis: ga 


he Transfer Agreement dated ~ January “>> d waged be our Clubs, the pavesent of Bure 
Theeefore we heretr kindly request "he amrtedene permert of fhe hone mennened ror 


However, in accordance with th Transfer Agreement dated 7 January 2020 and 
signed by our Clubs, the payment of Euro 7.000.000,00 already fell due on 6 
February 2020. 


Therefore we hereby request the immediate payment of the above mentioned 
sum. 





Source: The Panel 
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(2) 


Contract of Mr. Han Kwang Song with Al-Duhail for total amount of 


EUR. 4,310, 000 NET payment and bonuses dated 5 January 2020 (excerpt) 


20-10434 


gan dy aall Bab ay 
een ee 


Football Player's Contract SCHEDULE 


The Club shall pay to the Player the total amount of EUR, 4,3 10,000 NET (Four Million Three Hundred and Ten 


Thousand Euros) as follows: 


FIRST SEASON: (2019/2020) 
A monthly salary of EUR 90.000 NET (Ninety Thousand Euros; shall be paid through equal and 5 monthly 


instalments by the Club to the Player on or before the end of each calendar 01/02/2019 through 
30/06/2020; 

SECOND SEASON: (2020/2021) 

An advanced payment of EUR 300,000 NET (Three . by the Club to the 


Hw 
Player on 01/09/2020: 
A monthly salary of EUR 66,500 NET (Sixty | Fi ern ) shall be paid through equal and 
10 monthly instalments by the Club ta the Play before the end of each calendar month from 01/08/2020 


through 30/08/2021: 
: ce Hundred Thousand Euros) shall be paid by the Club to the 


NET (Sixty Six Thousand Five Hundred Euros) shall be paid through equal and 
the Club to the Player on or before the end of each calendar month from 01/08/2021 


An advanced payment of EUR 300,000 NET (Three Hundred Thousand Ewras) shall be paid by the Club to the 
Player on 01/09/2022; 


A monthly salary of EUR 66,500 NET (Sixty Six Thousand Five Hundred Euros) shall be paid through equal and 
10 monthly instalments by the Club to the Player on or before the end of each calendar month from 01/08/2022 
rough 3003/2023; 


anced payment of EUR 300,000 NET (Three Handred Thousand Euros) shall be paid by the Club to the 
on 01/09/2023: 


ly salary of EUR 66,500 NET (Sixty Six Thousand Five Hundred Euros) shall be paid through equal and 
onthly instalments by the Club to the Player on or before the end of each calendar month from 01/08/2023 
through 30/05/2024; 
‘ 
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gauelyyll pa all Babs pil 
ALDUHAILSE CO. 


The Player shall also be entitled to the following bonuses provided that he has participated in the competition 
EUR 30,000 (Thirty Thousand Euros) in the event the Club becomes the winner (champion) of Qatar Star League: 
EUR /5,000 (Fifieen Thousand Euros) in the event the Club becomes the winner (champion) of Emir Cup; 


EUR 60,000 (Sixty Thousand Euros) in the event the Club becomes the winner (champion) of the Asian Champions 
League: 


EUR 15,000 (Fifleen Thousand Euros) in the event the Player Scores 15 goals in official league matches for the 
(QNB League ) 


EUR 15,000 (Fifteen Thousand Euros) in the even the Player assists 15 go 
(QNB League ). 


Both Parties agree that all the above-mentioned bonuses will be ent b 
Contract without just cause, or in casc of termination for just ¢ ne Gn ch objective is achieved. 
In this case, bonuses will be paid after the date of termi i 


3 The Club will purchase 4 (F 
and his family. 


. Cable subscriptions or internet) in Doha for the use of 
his children while this Contract is still in force. Should the player 
Riyals per month can instead be provided. 


is in force, shall provide the Player with a suitable vehicle for transportation, for use 
ment by the Club. 


shall not be entitled to make any Qatar income tax deductions from the Player's financial entitlements 

1. “Qatar income tax” shall mean “tax that may be levied by the Government of the State of Qatar on the 

income of individuals in the State of Qatar”. The Parties acknowledge that presently, there is no Qatar income tax enforced 
in the State of Qatar 


( br f ) Doha, 5" January 2020 


AL DUHAIL SPORT CLUB 





Source: The Panel 
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(3) Transfer of Mr. Han Kwang Song’ s payment from February to April 2020 


Translated from Arabic 
Alduhail SC Co. 


Date: 22 April 2020 
Ref.: alif mim 2397/2020 
Subject: Bank transfer 
Sir, 
Alduhail Sports Club Company presents its warmest compliments to you. With regard to the 


above-mentioned subject, please ask your competent officials to transfer the sum of €270,000 (two 
hundred and seventy thousand euros) to cover salary for the months of February, March and April 


2020 from the account that Alduhail Sports Club maintains with you 
DE, to: 


Player name | Bank name A/C number EUR Amount € 


‘ear | 270,000 


Please advise that you have received this and that the transfer has been carried out. 





Kwang Song Han > 












Alduhail Sports Club Company 


Source: The Panel 
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(4) Pledge submitted by Mr. Han Kwang Song to a Qatari bank, at which he has an account, 
not to transfer money to the DPRK 


Date 01 02 2000 


With reference to the above subject, I, 
Mr. KWANG SONG HAN 


Nationality/ People’s Republic of Korea( North Korea) 
Passport No. / 108132871, 


Declared that | will not work to transfer any money 


cost or amount to North Korea in any cases. 


| acknowledge to the above mentioned . 


Thanks ..... 


Name: HA Kuna Or 


182/211 20-10434 


Signature: 
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(5) Passport (for public affairs) and entry record of Mr. Han Kwang Song 





<< 


RK HANS <KWANGSSONG<<<<<KK<KKKKK KKK KKK 
1PRK9809114M2303277<<<<<<cc< 





~~ 
~~ 


SSS a, 
et te 





Source: The Panel 
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Annex 50: Profile of Mr. Pak Kwang Ryong on team website as of June 2020 


AKTUELLES VEREIN ARENA TICKETS BUSINESS KONTAKT SKN FANSHOP 


BA ACU ee 1 


Stitt) 


PROFIS 1992-09-27 


PYONGJANG LAUSANNE SPORT 


WEITERE PROFIS 





Source: website of SKN St. Pélten, https://www.skn-stpoelten.at/de/teams/profis/kader/66243590-85a6-4e87- 
a418-3aaafleld6c2 (accessed on 3 June 2020) 
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Annex 51: Repatriation of DPRK nationals conducted by Angolan government 


In a letter dated 17 July 2020, Angola replied to the Panel with the following information concerning 
medical workers and other DPRK nationals earning income in Angola. 


(1) Renunciation of bilateral cooperation with the DPRK in the health sector 


According to Angola, based on a bilateral cooperation agreement in the health sector with the DPRK, 
DPRK doctors of various specialties were hired in Angola to provide services to the national health sys - 
tem. 


However, in compliance with the relevant resolutions, in particular paragraph 8 of resolution 2397 (2017), 
Angola renounced the bilateral cooperation agreement in the field of health with the DPRK and conse- 
quently, repatriated the doctors, other professionals and their families. 


(2) Repatriation of the DPRK nationals earning income overseas 


Between November 2019 and February 2020, Angola repatriated 296 DPRK nationals according to reso - 
lution 2397 (2017) . In addition, the authorities have implemented more strict administrative measures to 
prevent the issuance of work visas for DPRK nationals. 


With the aim of adapting national migration procedures to current requirements, Angola approved Law 
13/19 (23 May 2019) on the Legal Framework for Foreign Citizens in Angola, which reinforces the ad- 
ditional requirements for citizens of countries under international sanctions, in line with Security Council 
resolutions. 


Also, Presidential Decrees No. 79/17 (24 April 2017) and 43/17 (6 March 2017) which alter some provi- 
sions of the General Labor Law, establish new rules applicable to the Professional Activity of Non-Res- 


ident Foreign Workers. 


As of 14 July 2020, there is no record of DPRK citizens exercising lucrative professional activities (med- 
ical and other) in Angola. 
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(3) List of DPRK nationals repatriated from Angola 





NUMERO DO BILHETE 





Lno83asa54 | }-weoseana__tuanoa | 30.0018 | iea7 [| 
Ce eee ey ae LUANDA | 26.11.2019 | 15:31 | DUBAI__ | EK7941762411987643-1 ama 





3 itone eons neon [npr [ents | — oo 
|__JONGOK _| PAK _| 654434405 | N.COREANA _| ree 
=} oe | nf som | ncowr [ ton [ena os [ou [oe 
|_MIOK__| JONG _| 745434581 _| N.COREANA | LUANDA | 26.11.2019 | 15:37 | DUBAI/BEUING | €K0308 1762415027002-2 || 
a 
[-8 | TONG AE_|_RO-_1_7asasesie_| NCOREANA { WANDA | 26.11.2019 [15:39 [| 1 aeeelcaieeiataaensencticliepeeememei dll 
"UNH | ~sone | 745431173 | NCOREANA 


[10 | [LUANDA | 26.11.2019 | 15:52” £K794 1762411987609-1 
Hit mone aon | ta [asses | corsa | tuamee[seitome-Tissst—coea 1 
“a [nese — |i onsars | horeai [ tumion [e120 [553 | — oun | aaa 

















13 |_SONG CHOL_|__"Ro__{ 74338682 | NCOREANA | LUANDA [ 26.11.2019 | }-1e08 |_oueal_[ exrge 1762412987607-1_| 
14 | HYONGTHAE | JONG _ | 7453356911 | N.COREANA | LUANDA | 26.11.2019 | 18:05 | 


“35 | “once [wie [seer | cone [wan [36.120 | 0s DUBA 
a6 {wn Suk tae | 190883275 | NCOREANA { wanba_{ 26.11.2018 | 185 | DUBAI 
|17 | CHANGHO | RIM _| 1084393264 | _N.COREANA | 612018 | 18505 DUBA/BEUING 


| MYONGHWA | SONG | am N.COREANA | LUANDA | 28.11.2019 | 16:10 | DUBAI/BEUING | EK794 1762415027082 






20 | _JANGSik__| _SIN__| 745334195 | N.COREANA | LUANDA | 28.11.2019 | 16:12 | DUBAI/BEVING | Ek308 1762415027074 
zi | ToKsae | HO __| 745334239 | N.COREANA | LUANDA | 28.11.2019 | 16:12 | DUBAI/BEUING | EK/ETKT 1762415027069 
22 [son | “Jone | 7asasiies | n.conEANA | ~iuaNon | 25:1-2019 | 16a [-DUBA/BELING 22:30 

23 | YONGSUK | _KIM__| 8361306065 | N.COREANA | LUANDA | 28.11.2019 | 16:15 | DUBAI/BEVING | EK794 1762415027071 








24 HGH 6 —| fon | z7tstsra { wiconeaNa { \wANDA | 28.11.2019 { 1636 | _ougal | “_-___o4a5_— 
25 | CHANG SIK | MUN | 927134049 | N.COREANA | LUANDA | 28.11.2019 | 16:19 | DUBAI _|_EK/ETKT 1762415027088 
26 | cHUNWot | SIN | 927134049 | N.COREANA | LUANDA | 28.11.2019 | 16:20 | DUBAI/BEINING | EK794 

27 | HYANGRAN | Ri | 108335855 | N.COREANA | LUANDA | 28.11.2019 | 16:21 | DUBAI | OAS 
28 | JONGHWA | __KIM__| 745334451 | N.COREANA | LUANDA | 28.11.2019 | 16:24 | DUBAI | oa 
29 | SONGGWON | JANG | 745334213 | N.COREANA | LUANDA | 28.11.2019 | 16:24 | DUBAI/BEVING | EK794 1762425027111 _| 
30 | YONGSU | HAN __| 7453356922 | N.COREANA | LUANDA | 28.11.2019 | 16:45 | DUBAI/BEUING | 

31 ee oO 
33 | MUNSAM | ___PAK | 745334205 | N.COREANA | LUANDA | 28.11.2019 | 16:30 | DUBAI/BEUING | EK7941762425027209 __| 
34 | YONGHO | KIM __| 745334196 | N.COREANA | LUANDA | 28.11.2019 | 16:30 | DUBAI/BEVING | EK7941762415027087 _| 
35 | YONGHUI | KIM | 745436822 | N.COREANA | LUANDA | 28.11.2019 | 16:31 | DUBAI/BEVING | EK/ETKT 1762415027079 _| 
36 a sea | nce wos [as | | oN eH SOS 
37 | _TOMIN | CHOE | 745334244 | N.COREANA | LUANDA | 01.12.2019 | 15:16 | DUBAI | EK74 SCS 
38 | HYON [836434652 | N.COREANA | LUANDA | 01.12.2019 | 15:16 | DUBAI | Ek7941762415027152-.1_| 
39 }—_ Sk SUN_|_kioa_|_zasaaises | wconeana |’ wuanoa [orszaois [assay [pus fd 
40 | KANGCHOL | HAN | 836237966 | N.COREANA | LUANDA | 01.12.2019 | 15:17 | _DUBAI _| €K7941762415027149-1_ | 
41 a 
42 | HUNSONG | KO __| 7453342185 | _N.COREANA | LUANDA | 01.12.2019 | }ouiz2un8 | yeas | Quant _{exzad wr6zeis02722-1_| 
43 | kuMOK | kim __| 836131964 | N.COREANA | LUANDA | 01.12.2019 | DUBAI 
44|JONGAE | _RYANG | 7454368212 | _N.COREANA | LUANDA | 01.12.2019 | 18:05 | DUBAI _| EK7941762415027162-1 | 
45 | KWANGSIK | HWANG | 745334164 | N.COREANA | LUANDA | 01.12.2019 | 15:25 | DUBAI _| EK7941762415027159-1_| 
46 | HUIRYOL | SONG _|_ 745431135 | N.COREANA | LUANDA | 01.12.2019 | 15:27 | DUBAI _| €K794 1762415027163-1_ | 
47 |__UNGiL__|_CHOE__| 7453342451 | _N.COREANA | LUANDA | 01.12.2019 | 18:05 | OUBAL_ | EK794— 
48 | MYONGCHOL | HONG | 7453342026 | _N.COREANA | LUANDA | 01.12.2019 EK794 1762415027196-1 
49 | KWANGCHOL | HYON | 7453342004 | N.COREANA | LUANDA | 01.12.2019 | 18:305 DUBAI £K794 1762415027151-1 
50 | HONG | 7454368186 | N.COREANA | LUANDA | 01.12.2019 | 18:05 DUBAI (€K794 sid 
51 KIM N.COREANA | LUANDA | 01.12.2019 | 18:05 DUBAI £K794 1762415027199-1 





186/211 20-10434 


S/2020/840 


































|_Myoncsik_| kim __| 745334201 | N.COREANA | LUANDA | 01.12.2019 | 15:35 | DUBAI EK794. CS 
__TAEHUNG | _kiM | 7454358071 | N.COREANA | LUANDA | 01.12.2019 | 18:05 
___SONG HUI | CHOE | 1083358800 | N.COREANA | LUANDA | 03.12.2019 | 18:05 
|__HYONSIK | _RI__| 1083355784 | N.COREANA | LUANDA | 03.12.2019 | 18:05 | DUBAI __| EK794 1762415027232-1_| 
|__SUNOK | SONU | 108335888 | N.COREANA | LUANDA | 03.12.2019 | 14:46 | DUBAI _| EK794 1762415027235-1_| 
|_HYONCHOL | HWANG | 108335584 | N.COREANA | LUANDA | 03.12.2019 | 14:47 EK794 1762415027208-1 
wwe nvonG—[- Jone | sousaesss_[ WeDeEWe| Luma | ca-tzanis | test | — usu —| Bost ireeaieuraaes 
| HONGRAN | SIN | 108335879 | N.COREANA | LUANDA | 03.12.2019 | 14:55 | DUBAI _| €KO308 1762415027234-2 
| HAN | 927433862 | N.COREANA | LUANDA | 03.12.2019 | 15:02 | DUBAI _| EKO308 1762415027221-2 
|__KimM | 927433863 | N.COREANA | LUANDA | 03.12.2019 | 15:03 | DUBAI _| K794.1762415027223-1__| 
|__RAKJU | PAK _|_745334227 | N.COREANA | LUANDA | 03.12.2019 | 15:05 | DUBAL-|0445 SCS 
|_YONGSIL | PAK _| 745436813 | N.COREANA | LUANDA | 03.12.2019 | 15:07 | DUBAI _| EK7941762415027231-1 _| 
| SONGHWAN | JO | 108335580 | N.COREANA | LUANDA _ | 03.12.2019 | 15:11 | DUBAI _| €K7941762415027228.1__ 


















|___SUNAE___| _RI_|_ 654434404 | N.COREANA | LUANDA | 03.12.2019 | 15:12 | DUBAI _| EK7941762415027233-1_| 
|_ YONG SUK | _RI__| 108335868 | N.COREANA | LUANDA | 03.12.2019 | 15:12 | DUB) | CS 
| _PYON | 108335723 | N.COREANA | LUANDA _| | uBAL | EK308 
} Jone uwa__{ om __{_sogsssaes_{ Wconeana [iuanpa | 03.1220 | 15:20 |" ougal [ex7oe irezeisaz7aae-i_ 
|_MYONG NAM _| 927134041 | N.COREANA | LUANDA | 03.12.2019 | 15:21 | DUBAI _| EK794 1762415027222-1 
|___SUKHU! | _CHOE _| 108335862 | N.COREANA | LUANDA | 03.12.2019 | 15:21 | DUBAI _| EK794.1762415027220-1__ 
| __SANGIL__| _Ri_| 927134039 | N.COREANA | LUANDA | 03.12.2019 | 15:22 | DUBAI _| EK7941762415027226-1 
| YONGNAM | KIM | 836130060 | N.COREANA | LUANDA |0812.2019| 1510| | ~~! 
| JONGHO | KIM | 927231186 | N.COREANA | LUANDA | 08.12.2019 | 15:10 | DUBAI/BEUING | EK0308 1762419876132 | 
|__HYESUN | _4U__| 927339400 | N.COREANA | LUANDA | 08.122019/ 1510 [ id] Cs” 
|_SONOK | _KIM___| 836131966 | N.COREANA | LUANDA | 08.122019| 15:12 | |  S”—S—~S 
| SUNHUI | AN | 165900032 | N.COREANA | LUANDA | 08.12.2019 | 15:12| |  ~*Y 
| INSUN |__| 927334851 | NCOREANA | LUANDA [08.12.2019 15:5 |) S™C™~—C~SCSCS 
|__SONGOK | _KIM__| 745336371 | N.COREANA | LUANDA | 08.12.2019 | 15:15/ | S™C~<C~SCS 
|__JONGGiL__| HAN | 927134580 | N.COREANA | LUANDA | 08.122019/ is9| SO) CS™S™~C~SOSCSSCS 
[08122019] 15:39 | | C“‘“CSCSC‘*S 
[08.12.2019 | 15:20 [| C“‘“SC™SC‘*” 
08122019 | 15:21 | | Cid 
08.12.2019 | 15:22 ed 
N.COREANA | LUANDA | 28.11.2019 | 18:05 | DUBAI/BEWING [22:30 
| MYONGSOK | HAN | 927134054 | N.COREANA | LUANDA | 08.12.2019| 15:23 | | Cd 
| MYONGSUK | SON | 108232026 | N.COREANA | LUANDA | 08.12.2019 | 15:26 | | Cs~‘“C:sCid 
| CHANGSUK | HO | 165900029 | N.COREANA | LUANDA | 08.12.2019 | 15:27 [| CSCSCidzd 
89 | YONGHO | MUN | 927134040 | N.COREANA | LUANDA | 08.12.2019 | 15:29 | | 
| JONG HUN | PAK | 9273337042 | N.COREANA | LUANDA | 15.12.2019 | 09:55 | | Cd 
gi | supok | YUN __| 8362377332 | N.COREANA | LUANDA | 15.12.2019 | 09:56 | | C“‘C‘*d 
|__KWANGHO | HAN | 8362388961 | N.COREANA | LUANDA | 15.12.2019 / 09:56 | | Ci‘Cid 
| TONG CHOL | HYON | 8362382567 | N.COREANA | LUANDA | 15.12.2019 | 09:58 [| | Cd 
| TOKMAN | KIM __| 9273337019 | N.COREANA | LUANDA | 15.12.2019 1000 | | 
| HYONSU | PAK | 927433717 | N.COREANA | LUANDA | 16.12.2019 | 15:20 | DUBAW/BEVING | 22:30 
| SONGH! | _RIM_|_ 927339392 | N.COREANA | LUANDA | 16.12.2019 | 15:20 | DUBAI/BEWING | 22:30 
| HONG RYOL | CHOE | 927234015 LUANDA __| 16.12.2019 | 15:22 | DUBAW/BEVING | 22:30 
| How | __Ri_| 927231182 | N.COREANA | LUANDA | 16.12.2019 / 15:22 [CdS (Cid 
| HYEJONG | _KiM__| 108334775 | N.COREANA | LUANDA | 16.12.2019 | 15:24 | DUBAI/BEUING [22:30 
| _KYONGIL | YUN | 927231181 | N.COREANA | LUANDA | 16.12.2019 | 15:25 | DUBAI/BEVING | 22:30 
| TONGHUN | PAK | 927134517 | N.COREANA | LUANDA | 16.12.2019 | 15:25 | DUBAI | 44S 


| CHUNHWA | PAK | 108335859 | N.COREANA | LUANDA | 16.12.2019 | 15:28 | | 
| TONGsU__| _AN__| 836238249 | N.COREANA | LUANDA | 16.12.2019 | 15:31 | DUBA/BEVING | 22:30 

|_KWANGSU_| PAK | 108232016 | N.COREANA | LUANDA | 16.12.2019 | 15:35 | DUBAY/BEUING | 22:30 
106 | _YONGSUK | CHA _| 108232027 | N.COREANA | LUANDA | 16.12.2019 | 15:35 | DUBAW/BEUING [22:30 

| _KIHONG | _RA__| 745431677 | N.COREANA | LUANDA | 16.12.2019 | 15:43 | DUBAI/BEUING | 22:30 
108| oKGUM | __KiM__| 836131965 | N.COREANA | LUANDA | 16.12.2019 | 15:43 | DUBAI/BEUING [22:30 | 
109 | SONGGUK | CHOE | 927134042 | N.COREANA | LUANDA | 17.12.2019 | 15:05 | DUBAI | 44S 
110 | SONGCHAN | KIM | 108232010 | N.COREANA | LUANDA | 17.12.2019 | 15:05 | DuBAl_— | 045 
| CHONG DOK | HA | 836238871 | N.COREANA | LUANDA | 19.12.2019 | 11:25 | ADDISABABA | 
| _INGYU___| KANG | 927134052 | N.COREANA | LUANDA | 19.12.2019 | 12:46 | ADDISABABA | 
| HYEYONG | SON _| 836135809 | N.COREANA | LUANDA | 19.12.2019 | 12:48 | ADDISABABA | 

17:20 


IM 836238901 LUANDA 19.12.2019 | 12:50 ADDIS. 
ABABA/BEUING 


| 19.12.2019 | 12:51 | ADDIS ABABA 













114 















836238251 N.COREANA | LUANDA 
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116 











Lael 

ABABA/BEWWJING 

ae a ee eee ae a 
ABABA/BEUNG 


1i9|__KYUNYO _| JANG | 836135810 | 

120 ee 
az1|_KYONGHUN | RO | 836238252 | N.COREANA | LUANDA | 19.12.2019 | 12:56 | 
122 "SUN cHOL —[ AVON | 7asssezee_[ NconeARA [Luanoa —[Ssaa019- [287 | Apps agama [| 
123 rons croc {a [asst | Nconanh [Lox [82am | 00 [aap aman | 
124| YONGNAM | SONG _| |_N.COREANA | LUANDA | 19.12.2019 | 13:01 | ADDISABABA | 
125 {mroe [ae Rem | Ree ea aaraee | gee | eae 
126| _ILNAM | KIM __| 745335690 | N.COREANA | LUANDA | 19.12.2019 | 13:04 | ADDISABABA | 
}— una | Hons_{ sezaesis {| nconeana_{iuawoa {19.12.2018 | 1305 | apoisapasa [| 
-wcoreana_tiwanba | 19.12.2019 | 1305 | ADDS ABABA [ ___| 
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ii 
ie 






| oo [ene | oa asnneume| | 
MOR CHOL |. SON _| 836238514 _NCOREANA LUANDA] | ADDISABABA | 
___THAE WON | CHOE | 927134050 | | 19.12.2019 | 13:28 | ADDISABABA | 
132 —ienase [wn seein | neoeene | Gin [azane Taos aneeamee———T 
133| CHUNWOL | KIM | 836130609 | N.COREANA | LUANDA | 19.12.2019 | 13:29 | ADDISABABA | 
134| PYONGJUN | YUN | 836238255 | N.COREANA | | 13:30 | ADDISABABA | 
135| YONGGUK | 30 _| 836237968 | N.COREANA | LUANDA | 19.12.2019 | 13:31 | ADDISABABA | 
836434645 [LUANDA | 19.12.2019 | 13:31 | ADDISABABA | 

137| KWANGCHOL | _Ri__|_ 108439317 | N.COREANA | LUANDA | 19.12.2019 | 13:33 | ADDISABABA | | 
836238895 | N.COREANA | | ADDISABABA | 

139| SUGYONG | SON _| 108439318 | N.COREANA | LUANDA | 19.12.2019 | 13:38 | ADDISABABA [| 
140 | HYOKCHOL | KIM __| 927435733 | N.COREANA | LUANDA | 22.12.2019 | 15:48 | DUBAV/BEVING | 22:30 
CHANG HO | KIM | 108330109 | N.COREANA | LUANDA | 22.12.2019 | 15:49 | buBal | 45 

MIN CHOL {Ri erason | necpacana fwanpa _{2zazzois | 1622 [tae 






DUBAI/BEUING 
DUBAI/BEUING | 22:30 










143 | SONG CHOL_| PAK | 109110062 | _N.COREANA | LUAN 
gaa [— Yona sux —[cnoe | rasaaesi7-[ conan [tana —[ aeazaos | 1500- 
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145 





|__HYERIM | SUNG | 745436811 | N.COREANA | LUANDA | 24.12.2019 | 15:04 | DUBAV/BEVING [22:30 ——d 
|__UNOK __| CHOE | 927339401 | N.COREANA | LUANDA | 24.11.2019 | | DUBAYBEUING | 22:30 
| MYONGCHOL | KIM | 745334214 | N.COREANA | LUANDA | 24.11.2019 | 15:10 | DUBAV/BEUING | 22:30 
148| JONGSUK__| PAK | 836130607 | N.COREANA | LUANDA | 24.11.2019 | 15:11 | DUBAY/BEVING [2230 ——_—+| 
ee | 
CHOLYONG | KANG | 745334228 | N.COREANA | LUANDA | 24.11.2019 | 15:16 | DUBAY/BEUING | 22:30‘ 
| CHANG Sik_| JONG _| 927134044 | N.COREANA | LUANDA | 24.11.2019 | 15:16 | DUBAW/BEUING | 
| RYU | 745436842 | 
















- 
N 
= 
3 
e 
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155| _JONGSU__| _KYE__| 9274336525 | N.COREANA | LUANDA | 26.11.2019 | 18:05 
156 | MYONG HUI | RI | 1082320240 | N.COREANA | LUANDA | 26.11.2019 | 18:05 | 
157| HYEYONG | © _| 7454311713 | N.COREANA | LUANDA | 26.11.2019 | 18:05 | 
1s8| _INYONG | PAK _| 6544344114 | N.COREANA | LUANDA | 26.11.2019 | 18:05 | 
1s9| _KUMBOK | HAN _| 7454368201 | N.COREANA | LUANDA __| 26.11.2019 | 18.05 | 
160| JONGHO | RIM __| 745334192 | N.COREANA | LUANDA | 26.11.2019 | 16:36 | 
| KIM | 745334232 | [LUANDA 


| 28.11.2019 | 
162| _SUNGHAK | HONG | 745436814 | N.COREANA | LUANDA | 28.11.2019 | 18:05 | DUBAI/BEUING | 
| SUNG RYONG |  PAEK | 9271345160 | |LUANDA | 28.11.2019 | 18:05 | 


EK794 1762411987647-1 
















“LUANDA | 28.11.2019 | 

169 | HYESUK | YANG | 927339386 | N.COREANA | LUANDA | 28.11.2019 | 15:58 | 
170| SONG | MUN | 7453342417 | _N.COREANA | LUANDA | 28.11.2019 | 

171 | _ SUNHUI | _HYON | 745436799 | N.COREANA | LUANDA | 28.11.2019 | 1603 | DUBAI 
172 | KWANG SU_| _RI__| 9271340383 | N.COREANA | LUANDA | 28.11.2019 | 16.07 | DUBAI 
173| JUNHO | CHE | 7453341719 | N.COREANA | LUANDA | 28.11.2019 | 1609 | 
174 | MYONG HWAN | KIM | 7453341971 | N.COREANA | LUANDA | 28.11.2019 | 16:32 | DUBAI/BEUING 
[_KUMSON | CHOE | 745431172 | N.COREANA [LUANDA | 29.11.2019 | 11:13 | 


N.COREANA 


) 

: 
cece 
ili 


8/8 
sis 


04:45 
22:30 













29.11.2019 DUBAI/BEUING 








Source: The Panel 


20-10434 189/211 


S/2020/840 





Annex 52: Medical workers in Province of Pichincha, Ecuador 


The Panel requested information from Ecuador concerning agreement to invite medical work- 
ers from the DPRK. The Government of Pichincha province replied to the Panel that the ex - 
change is based on the “International Cooperation Agreement to Strengthen Relations between 
the Korean Institute of International Cultural Relations of the Democratic People's Republic of 
Korea, the Decentralized Autonomous Government of the Province of Pichincha, and the Board 
of Trustees of Pichincha” originally agreed in 2012. 


In May 2018, the delegation of three DPRK acupuncturists and three translators arrived at Ec- 
uador to provide their services in a public company, Mision Pichincha in Pichincha province. 
Their mission was supposed to end in May 2020, and as of April 2020 no renewal was planned. 
Pichincha province emphasized that it was unaware of the obligation to repatriate DPRK na- 
tionals earning income overseas as it was not notified by the Ecuadorian Government. 
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Annex 53: DPRK medical workers in Mozambique 


Mozambique replied to the Panel that a DPRK doctor, Dr. Jong Il Son, assigned to the Pemba 
Provincial Hospital for medical cooperation, used his residence in Pemba, Cabo Delgado Prov- 
ince, as a private clinic without government authorization. His residence was leased by Mozam- 
bique government, and equipment was misappropriated from the provincial hospital. The gov- 
ernment ordered the closure of the clinic and preventive suspension of the doctor, followed by 
immediate termination of his employment contract and repatriation. 


According to Mozambique, as of March 2020, 97 DPRK doctors worked in Mozambique, based 
on bilateral medical cooperation. Although medical exchange is not prohibited by the relevant 
resolutions, Mozambique decided cancellation of exchange and is planning to reduce the number 
of DPRK doctors by not renewing contracts. The Panel obtained the contract information for 89 
doctors and noted that these contracts will be terminated in 2020 or 2021. 


Mozambique further replied to the Panel “The Government understands that it is not viable to 
immediately terminate contracts in order to avoid the discontinuation of medical assistance in 
remote areas, however, internal diligences are taking place with a view to identifying potential 
partners who may provide support in replacing the doctors.” 
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Annex 54: DPRK visa numbers published by the Russian Federation in April 2020 


Invitations 
issued 


6,956 


Visas 
issued 


The 
number of 
facts of 
registration 
with the 
migration 
register of 
Ig and 
LBG 





MIGRATION REGISTRATION 


including: 


including: 

at the 
place of 
residence 
of which by purpose of entry: 





tourism private 





3,067 


Source: Website of the Ministry of Internal Affairs of the Russian Federation <https://xn--blaew.xn-- 
plai/Deljatelnost/statistics/migracionnaya/item/20020743/>, (accessed on 24 April 2020) 
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Annex 55: Reply from the Russian Federation concerning the number of the DPRK 
nationals in the Russian Federation 


Translated from Russian 


As a result of the checks carried out by the Ministry of Internal Affairs, it has been established that the 
validity period of the work permits, invitations and work visas previously issued to citizens of the Democratic 
People's Republic of Korea did not extend beyond 22 December 2019. No invitations to perform work, work 


visas or work permits have been processed for citizens of the Democratic People's Republic of Korea in 2020. 


The information on the official website of the Ministry of Internal Affairs concerning 753 instances of 
citizens of the Democratic People's Republic of Korea being included in the migration register for their place of 
residence, with "work" indicated as the purpose of entry into the country, was posted owing to errors in 
departmental statistical reporting by the Ministry's local agencies. Specifically, the data concerning citizenship 
and purpose of entry were incorrectly stated. The necessary corrections have been made to the statistical data on 
the Ministry's official website, which now shows that no one entered Russia from the Democratic People's 


Republic of Korea in the first quarter of 2020 for the purpose of "work". 


The checks also revealed that the 511 North Korean migrant workers who were unable to return to their 
home country after 22 December 2019 owing to restrictions related to the coronavirus pandemic also included 
persons who had entered the country on business visas, with the purpose of their visit indicated as "crew member" 


or "maintenance", whose activities are not covered by Security Council resolutions 2375 (2017) and 2397 (2017). 


In fact, only 160 nationals of the Democratic People's Republic of Korea had work permits valid up to 22 
December 2019 (they are now present in the territory of the Russian Federation without valid work visas, work 
permits or appropriate employment contracts). Their repatriation continues to be blocked by the restrictions 


imposed by Pyongyang on transport links with other countries on account of the coronavirus pandemic. 
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Annex 56: Laundering virtual currency into a fiat currency 


According to recent U.S. legal proceedings, *4 the Democratic People’s Republic of Korea relied on over-the-counter 
brokering services to convert more than USD 200 million worth of cryptocurrencies stolen in 2017, 2018, and 
2019,°> to fiat currency. The U.S. indictment alleges that two Chinese nationals employed several obfuscation tech- 
niques to facilitate the conversion, ultimately depositing the proceeds into nine financial institutions. *° 


The laundering process involved transferring cryptocurrency from the hack to accounts held at four cryptocurrency 
exchange houses.*’ This entailed thousands of smaller transactions, known as a “peel chain”, whereby unspent 
value (i.e., the remainder or “change” from a transaction) is transferred to a separate address. This process 
continues until there is no remaining unspent value, ultimately resulting in thousands of separate transactions (see 
figure 1). Consequently, “peel chains” can make tracking cryptocurrency payments through its blockchain 
difficult. 


Information contained in the indictment shows that fraudulent identification was used to thwart identity verification 
procedures at some of the exchange houses and that other exchange houses were targeted specifically for their lack 


of know-your-customer requirements. 


Figure 1. Example of a “peel chain” 


* os 
©- «—€— u—€)—- «—€)-- ee / ‘ ’ “ee @—5 BIC—> 
“ % 


Address 1 Address 2 Address 3 Address 4 Address 20 
100 BTC | 
Mia 4 BTC 
~ a | walt gee BTC 
Exchange A 


Source: The Panel 


34 See, https://www.justice.gov/opa/press-release/file/1253486/download 

35 See paragraphs 62-63 of S/2019/691 

36 The US indictment is an allegation and parties are presumed innocent until proven guilty. In response to the 
allegations, one party to the indictment claimed to not be aware that the cryptocurrency was from the DPRK 
theft (see, https://www.chaindd.com/3284691.html) 

37 The laundered cryptocurrencies include Bitcoin, Zcash, Dogecoin, Ripple, Litecoin, Ethereum, and 
Ethereum Classic. 
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Annex 57: Korea Narae Trading Corporation 


The Korea Narae Trading Corporation is a Pyongyang-based entity that facilitates the “the acquisition of equipment 
and technology in various sectors, such as mining and hydrocarbons, in exchange for offering technical labour or 
work in the field (farming workers), as well as the export of North Korean food products and rare earths, among 
other products,” according to a Member State. The Member State also reported to the Panel that Alejandro Cao de 
Benos, a Spanish national, is KNTC’s official representative and “carries out activities as an intermediary between 
KNTC and foreign companies.” The following individuals are believed to be KNTC corporate officers: 


Kim Chol-rong, President 

Pak Chol-ho, Vice President 

Pae Chong-song, Marketing Manager 

Kang Hyon-gyu, Foreign Investment and Public Relations Manager 
Li Jong, Legal Manager 

Ri Kang, Associate 

Kang Son-gun, Associate 


Per open source reporting, Mr. de Benos is also the President of the Korea Friendship Association (KFA) ** and is 
believed to have organized the 2019 cryptocurrency conference held in Pyongyang (see S/2020/151, para. 180) on 
behalf of KFA.?? 


A second Member State reported that in 2019, KNTC— along with other members of the Korea Friendship Asso- 
ciation— attempted to form a tourism-related joint venture or cooperative entity in Uganda (see figure 1). This 
effort was reportedly led by DPRK national Ri Kang, according to the same Member State. Uganda responded that 
it did not find any information. 


Figure 1. Members of Korea Friendship Association proposing a joint venture 










KFA United Kingdom 
e 


KFA Scandinavia shows a model of 9 
RFA joint venture in an African country 


@ _ KFA United Kingdom a hotet 


if 


Source: The Panel 


38 According to Korea Friendship Association’s website, the organization “...was founded on November of the year 2000 
with the purpose of building international ties with the Democratic People's Republic of Korea. It has members from 
120 countries. The KFA has full recognition from the Government of the Democratic People's Republic of Korea and is 
the world-wide leading organization of its supporters. It has offices in DPR Korea, Spain.” https://www.korea- 
dpr.com/kfa.html. 

39 According to one Member State, Mr. de Benos recommended obfuscation techniques for individuals planning to 
attend the conference. The Panel confirmed this assessment through an interview conducted with an individual who 
attended the April 2019 cryptocurrency conference in Pyongyang. See also, https://www.bloomberg.com/news/ 
features/2020-05-01/wanna-do-business-in-pyongyang-call-north-korea-s-guy-in-spain. 
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Sometime in October 2019, an Italian national (ITA-1) who attended the 2019 cryptocurrency conference in Pyong- 
yang, entered into a contractual agreement with KNTC, whereby KNTC agreed to develop diagnostic software for 
a specific medical procedure, using artificial intelligence (see figure 2) (ITA-1 was introduced to KNTC at the 2019 
cryptocurrency conference). The Panel assesses, based on interviews, Member State information, and open source 
data, that an objective of the 2019 cryptocurrency conference was to introduce foreign attendees to trading compa - 
nies for the purpose of establishing joint ventures or cooperative entities. 


The contract lists ITA-1 and Mr. de Benos as “counterparty A” and “Renato Song and R&D Team” as “counterparty 
B.” Because Mr. de Benos is an official representative of KNTC, is jointly listed with ITA-1 on the contract, and 
received payments related to the agreement, the Panel assesses this to be a joint venture or cooperative entity or an 
attempt to form a joint venture or cooperative entity, in name or substance. *° The Panel is continuing to investigate 
KNTC and its associates for possible sanctions-evasion activities. 


Figure 2. KNTC Contract to Perform IT Services 


HE sof ware PROJECT 


Project A 


Phase |: 


Phase II: 


Phase III: 
Phase IV: 


Phase V: 


Phase VI: 


Source: The Panel 


Project Plan 
Uroflowmetry Software Project 


Author: Renato Song 


Creation Date: 2019/10/11 
Last Revised: 2019/10/18 
Version: 1.0 


roach 


Secure agreement for both counterparties. 

Counterparty A: Mr.Alejandro Cao & 

Counterparty B: Renato Song and R&D team 

Order/Install Equipment 

Counterparty B will be equipped with 4 Desktop PCs and android 
phone for development of the project. 

In addition, some Al framework and additional software package 
will be installed. 

Development of the project 

Software Testing & Updating 

Conduct Training for Al approach 

Final release. 


40 The Panel notes that while the development of the IT project was meant as an open source project, the project 
was not submitted to the 1718 Committee, per paragraph 18 of resolution 2375 (2017). 
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According to the contract, the project was to proceed in three phases, with a budget of 7,000 EUR. KNTC issued 
two invoices dated 14 August 2019 and 29 October 2019 (figure 3 and figure 4). On or about 14 August 2019, ITA- 
1 remitted an initial payment of 2,100 EUR to an account held by Mr. de Benos at a Lithuanian bank. On or about 
6 November 2019, ITN-1 remitted a second payment totalling 3,000 EUR, to an account held by Mr. de Benos at a 
German bank. For the first payment, the wire transfer noted “IT Medical Software”. For the second payment, the 
wire transfer noted “Computer Programming.” According to financial records provided by a Member State, Mr. de 
Benos uses these accounts in his own name, and co-mingles funds received from activities associated with the 
Korea Friendship Association with funds related to KNTC (see Annex F6). According to ITA-1, the remaining 
balance was never transferred due to KNTC’s failure to complete the contract, as specified. 


Figure 3. KNTC Invoice, 14 August 2019 


AL SAt 


KOREA NARAE TRADING CO. 


Add : Ponghwadong Potonggang District., Pyongyang, DPRK 
Tel : +8502 381 5353 Fax : +8502 381 4518 E-mail: naraetrade@star-co.net.kp 





Proforma Invoice 


Proforma Invoice No.: 3001/8-2019 Date: August 14, 2019 





Concept: 


Development of IT software for medical use. 





Amount to be paid: 
#2,100# EURO 
(Representing a 30% advance payment of total agreed cost of 7,000 EURO) 


Source: The Panel 
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Figure 4. KNTC Invoice, 29 October 2019 


Go) EA PIO 


KOREA NARAE TRADING CO. 


Add : Ponghwadong Potonggang District., Pyongyang, DPRK 
Tel : +8502 381 5353 Fax : +8502 381 4518 E-mail: naraetrade@star-co.net.kp 


Proforma Invoice 


Proforma Invoice No.: 3002/10-2019 Date: October 29, 2019 





Concept: 


Development of IT software for medical use. 2™ stage. 


Amount to be paid: 

#3,000# EURO 
Source: The Panel 
According to records obtained by the Panel, Renato Song employed several DPRK overseas workers in China to 
support the project. These accounts used fraudulent documentation to open several accounts at various “freelance” 


websites. The Panel is continuing to investigate overseas workers, joint ventures and cooperative entities associated 
with KNTC, its members, and its affiliated partners. 
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Annex 58: Reply from the Permanent Mission of the People’s Republic of China to the UN 


(excerpt) 


20-10434 


1. Trade statistics 


(2) OC. 72 


Firstly, China has always been strictly implementing _ sectoral 
provisions of the Security Council resolutions. The Security Council 
prohibited importing iron and iron ore from the DPRK. China did not 
import these prohibited items from the DPRK in the time frame of October 
to December of 2019 and March of 2020, which is mentioned in the letter. 
Import of iron or steel articles (HS code 73) is not prohibited. Ferro-silicon 
is not a prohibited item either, and importing and re-exporting ferro-silicon 
does not violate Security Council resolutions. The Security Council 
prohibited importing textiles from the DPRK. China imported a batch of 
commodities under the HS code 5302 in October 2019. They are raw 
materials, not textiles prohibited by the Security Council resolutions. We 
hope that the Panel has an accurate understanding of the resolutions, 
especially the prohibition categories, and does not arbitrarily expand the 
scope. 


Secondly, China attaches great importance to humanitarian assistance 
to the DPRK, and the Chinese Customs has taken active measures to 
provide maximum assistance for customs clearance of relevant humanitarian 
goods. The steel, copper and other metals exported to the DPRK between 
October and December 2019, and the industrial machinery exported to the 
DPRK between January and March 2020, were all humanitarian goods 
exempted by the 1718 Committee and diplomatic goods ordered by foreign 
missions in the DPRK. Among them, 5 batches of goods were from the 
UNICEF, 3 batches of goods were from the ICRC, 8 batches of goods were 
from different NGOs, and 12 batches of goods were ordered by diplomatic 
missions in the DPRK. 


China hopes that the Panel carefully checks relevant data based on the 
humanitarian exemptions published on the 1718 Committee website. The 
Security Council resolutions do not ask for inspections on humanitarian 
goods. China believes that for the humanitarian goods which have been 
exempted by the 1718 Committee, no additional inspection measures are 
needed. 
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Source: Member State 


200/211 


3. Finance 
(1) OC. 90 


Cyber theft is not within the category of the Security Council sanctions 
against the DPRK, and China doesn’t understand why the Panel is following 
this case. China notes that the two individuals have been illegally, 
unilaterally sanctioned by the US Treasury Department and under abusive 
long-arm jurisdiction. This is inconsistent with the principles of 
international law and the Security Council resolutions. We hope that the 
Panel could concentrate on its work within the mandate of the resolutions. 


(2) OC.90 


The financial institutions are always sensitive to risks. All financial 
institutions in China have a legal compliance office, whose job is to ensure 
the institutions’ compliance with the Security Council resolutions. On this 
case, the Panel neither elaborated the relationship between generating 
income for the DPRK and implementation of the Security Council 
resolutions, nor provided solid evidence on the connection between Liyou 
Ding and designated entities and individuals. We do not understand the 
necessity, rationality and legitimacy of the Panel’s asking for the Chinese 
side to provide related information. To conduct investigation and provide 
information without reliable evidence is not only a waste of administrative 
resources, but also an infringement of citizen’s privacy. We hope that the 
Panel will provide additional solid evidence as soon as possible. 


4. Workers (OC. 71) 


China has faithfully implemented the provision of Security Council’s 
resolution on repatriating all DPRK nationals earning income abroad. All 
DPRK _ nationals’ employment contracts in China had expired by 22 
December 2019. China has also submitted reports on the implementation of 
paragraph 8 of UNSC resolution 2397. China is still investigating the case 
of DPRK workers in Yanbian Silver Star Network Science and Technology 
Co. Ltd. 


5. Dalian Myonghae (OC. 92) 


Beer is a common beverage, not a luxury good subject to the UNSC’s 
embargo. Certain country regards beer as a luxury good based on its 


national policy. However, this should not serve as the basis for the Panel’s 
work. Based on what the Panel has provided, China has not found any 
suspected violation of UNSC resolutions. 
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Annex 59: Recent statements by UN officials related to COVID-19 and sanctions 


Media Statement by the UN Special Rapporteur on the situation of human rights in the Democratic People’s 
Republic of Korea (extracts by the Panel) 


GENEVA/SEOUL (9 June 2020) - The UN Special Rapporteur on the situation of human rights in the Democratic 
People’s Republic of Korea (DPRK) recommends several concrete actions to the Government of DPRK and the 
international community in order to protect human rights of people in the DPRK amid efforts to contain COVID - 
19. 


HEALTH 


On 21 January 2020, the Government of the Democratic People’s Republic of Korea suspended all travel in and 
out of the country, imposed travel restriction between cities and regions and introduced strict quarantine measures. 
Together with extensive public health information campaigns, focusing on the Government’s prevention efforts, 
these measures aimed to protect North Koreans from COVID-19. However, further information about quarantined 
people, treatment of patients with possible symptoms and protection of vulnerable groups has not been accessible. 
Of special concern is the limited capacity of hospitals. The obstacles facing international humanitarian actors in 
the country also risks negatively impacting the right to access to health care. 


“I welcome efforts made by the Government of the DPRK and encourage it to comply with the COVID-19 Guidance 
issued by the UN High Commissioner for Human Rights, which calls for solidarity and cooperation to tackle the 
virus, and to mitigate the effects of measures designed to halt its spread. This pandemic concerns the whole world, 
and no single country can avoid its consequences”, the Special Rapporteur said. 


In addition, he recommended the Government of the DPRK (i) to further seek international assistance for testing 
and make public and transparent disaggregated data related to the pandemic, at a minimum by sex, age, and disa- 
bility, necessary to inform health responses and identify those most at risk of being left behind; (ii) to respect the 
freedom to seek and receive information and contents through any media and regardless of frontiers, especially by 
allowing the use of electronic communication needed during lockdowns, quarantines or other special measures. 
People have a right to access to full and unbiased news that directly affect their lives; and (iii) within the contain- 
ment measures against COVID-19, to facilitate access to the country by international organizations providing hu- 
manitarian assistance. 


FOOD INSECURITY 


The Special Rapporteur expressed concern that the impact of COVID-19 measures on the economy, is causing 
further difficulties for people who are already in vulnerable situations. DPRK’s trade with China in March and 
April declined by over 90 per cent following the border shutdown. Hence, many people in the border areas in the 
North have lost their income from commercial activities. The situation in inland could be worse. There have been 
reports of an increase of homeless people, including kotjebi (street children), in large cities. In some places, the 
price of medicines has reportedly skyrocketed. 


Over 40 per cent of people were already food insecure prior to the COVID-19 pandemic, many of them suffering 
malnutrition and stunted growth. Only one third of children aged 6 to 23 months received the minimum acceptable 
diet, and pregnant and lactating women were particularly affected by malnutrition. The Food and Agriculture Or- 
ganization has designated the DPRK as a country facing food shortages. Those who have lost their income do not 
have money to buy food in the market. The public distribution system continues to be dysfunctional. It was reported 
that an increasing number of families eat only twice a day, or eat only corn, and there are reports that some are 
starving. Soldiers reportedly also suffer from food shortages. 


“Under the pervasive discrimination in the public distribution system, ordinary citizens, including farmers, do not 
receive rations. Lack of food had a devastating impact in DPRK in the 1990s, and prospects of a further deepening 
of food shortages and widespread food insecurity is alarming. The Government must take swift action on this matter 
by prioritizing allocations of financial resources and allowing the humanitarian aid to be delivered on the ground 
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without restrictions”, stressed the Special Rapporteur, recognizing the fundamental right of everyone to be free 
from hunger. 


PRISONERS 


Prisoners in the DPRK receive very little and poor quality food, and malnutrition is common in prisons. In many 
cases, prisoners depend on food brought by their families. Access to safe water is limited, sanitation facilities are 
inadequate, and health services barely exist. While COVID-19 cases have not been reported in the country, the 
potential impact of any future outbreak is a serious concern. 


“The Government should follow the guidelines in the UN Joint Statement on COVID-19 in prisons and other closed 
settings, and abide with the Standard Minimum Rules for the Treatment of Prisoners (the Nelson Mandela Rules)” 
underscored the Special Rapporteur. “In particular, the secrecy surrounding the political prison camps (kwanliso) 
remains of the utmost concern. Accounts refer to frequent deaths of prisoners due to hard work, lack of food, 
contagious diseases and overcrowding. The Government of the DPRK must provide information about these pris- 
oners and allow independent monitoring. Their status amounts to enforced disappearance of persons.” 


The Special Rapporteur called once again for the consideration of release of prisoners in particular those in vulner- 
able conditions: older, ill and undernourished persons, persons with disabilities, children, pregnant and lactating 
mothers and nursing parents. In addition, alternatives to detention should be implemented to mitigate the risk of 
harm within places of detention, including for persons who have committed minor, petty and non-violent offenses 
or those with imminent release dates. "Other countries have also released prisoners to prevent COVID-19; North 
Korea should follow suit" he remarked. 


REUNION OF SEPARATED FAMILIES 


The Special Rapporteur urged the Government of the DPRK to promptly resume engagement with the Republic of 
Korea on the reunion of separated families. Despite commitments made, no reunion event has taken place since 
August 2018, and aged family members cannot wait any longer. 


“COVID-19 is not an excuse to neglect contacts between the families. Even before the pandemic, the technology 
was conveniently installed for video communications. For aged family members this could be the last opportunity 
to have a much needed exchange with relatives”, said the Special Rapporteur. “Humanitarian grounds, but also 
human rights of families realized in article 10 of the International Covenant on Economic, Social and Cultural 
Rights, should brush away any pretended political obstacles that have frustrated reunions”, he further emphasized. 


HUMANITARIAN AID AND IMPACT OF SANCTIONS 


Humanitarian actors in the country, including the UN Country Team, are facing difficulties in their operations due 
to suspended access outside of Pyongyang, lack of information, stranded humanitarian assistance items including 
vaccination stocks on the border, and shortages of staff members in the country. 


The Government should provide unhindered access to humanitarian actors who are already in Pyongyang as well 
as those who are willing to come and assist. The UN Sanctions Committee has accelerated the exemption process 
for COVID-19 related humanitarian assistance, but such assistance continues to be subject to sanctions. 


The COVID-19 crisis once again brings to the Special Rapporteur’s attention the economic hardships facing people 
in the DPRK, and the detrimental impact of sanctions on the fulfilment of basic economic and social rights. The 
international community should no longer overlook how the impact of sanctions on energy is affecting agricultural 
production by affecting transportation, machinery, and production of fertilizers. The way some sectorial exports 
bans are leading to unemployment in the textile, mining and seafood industries must also be considered. The lack 
of income for individuals affected undermines the fulfilment of the right to food and other rights. 


“In a context where the COVID-19 is bringing drastic economic hardship worldwide, any sanctions imposed by the 
UN Security Council that impact on the livelihood of people and hinder the Government’s capacity to respond to 
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COVID-19 should be sincerely reconsidered”, the Special Rapporteur stated, echoing calls made by the Secretary 
General and the High Commissioner for Human Rights. “The international community, in particular some perma- 
nent members of the Security Council, should no longer rest on the paradox of sanctioning inputs 

needed to increase food production, while then offering food relief. Any gains from lifting of sanctions should be 
channeled towards the most vulnerable, including by strengthening the right to food and to health”, he closed. 


COOPERATION AND PEACE 


While the Government’s prompt and decisive measures in responding to COVID-19 may have helped to contain 
the outbreak in the country, the Government should not further isolate itself from the international community. On 
the contrary, the DPRK should embrace international cooperation and solidarity to combat the pandemic, and par- 
ticipate without hesitation in the health response, and in all relevant issues, including human rights. 


“This spirit of unity and cooperation emerging worldwide to address the COVID-19 challenges, should also inspire 
stakeholders to search for a peaceful end to the conflict on the Korean Peninsula, born during a war which this year 
will mark the 70th anniversary”, stated the Special Rapporteur. “Such an initiative to search for peaceful end of the 
war will generate the atmosphere and space needed to further discuss denuclearization, less isolation, more access, 
and human rights improvements”, he concluded. 


Source: https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25929&LangID=E 





Secretary-General Urges G20 Countries to Suppress COVID-19 Transmission, Keep Households Afloat, 
amid Pandemic’s ‘Human Crisis’ 


26 March 2020 


Following are UN Secretary-General Antonio Guterres’ remarks to the Group of 20 (G20) virtual summit on the 
COVID-19 pandemic, in New York today: 


Thank you, Your Majesty, for convening this meeting. We are at war with a virus — and not winning it. It took 
the world three months to reach 100,000 confirmed cases of infection. The next 100,000 happened in just 
12 days. The third took four days. The fourth, just one and a half. This is exponential growth and only the tip of 
the iceberg. 


This war needs a war-time plan to fight it. Solidarity is essential, among the G20 and with the developing world — 
including countries in conflict. That is why I appealed for a global ceasefire. 

Allow me to highlight three critical areas for concerted G20 action. First, to suppress the transmission of COVID- 
19 as quickly as possible. That must be our common strategy. It requires a coordinated G20 response mechanism 
guided by the World Health Organization (WHO). 


All countries must be able to combine systematic testing, tracing, quarantining and treatment with restrictions on 
movement and contact — aiming to suppress transmission of the virus. And they have to coordinate the exit strat- 
egy to keep it suppressed until a vaccine becomes available. 

At the same time, we need massive support to increase the response capacity of developing countries. The United 
Nations system has a well-established supply-chain network, and we stand ready to place it at your disposal. 


Second, we must work together to minimize the social and economic impact. The G20 came of age in the 2008 fi- 
nancial crisis. The challenges before us dwarf those of 2008. And what we face today is not a banking crisis, it is 


a human crisis. 


While the liquidity of the financial system must be assured, our emphasis must be on the human dimension. We 
need to concentrate on people, keeping households afloat and businesses solvent, able to protect jobs. 
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This will require a global response reaching double-digit percentages of the global economy. I welcome infusions 
of liquidity and social and economic support in developed countries — with direct transfer of resources to people 
and businesses. But, a stimulus package to help developing countries with the same objectives also requires a 
massive investment. 


For this, we need greater resources for the International Monetary Fund (IMF) and other international financial 
institutions, a meaningful emission of special drawing rights, coordinated swaps between central banks and steps 
to alleviate debt, such as a waiver of interest payments. 


I also appeal for the waiving of sanctions that can undermine countries’ capacity to respond to the pandemic. 


Third, we must work together now to set the stage for a recovery that builds a more sustainable, inclusive and 
equitable economy, guided by our shared promise — the 2030 Agenda for Sustainable Development. 


Let us do what it takes, urgently and together. 


Source: https://www.un.org/press/en/2020/sgsm20024.doc.htm 





UN High Commissioner for Human Rights statement: Bachelet calls for easing of sanctions to enable medical 
systems to fight COVID-19 and limit global contagion 


GENEVA (24 March 2020) — Broad sectoral sanctions should urgently be re-evaluated in countries facing the coro- 
navirus pandemic, in light of their potentially debilitating impact on the health sector and human rights, UN High 
Commissioner for Human Rights Michelle Bachelet said Tuesday. 


"It is vital to avoid the collapse of any country's medical system — given the explosive impact that will have on 
death, suffering and wider contagion," Bachelet said. "At this crucial time, both for global public health reasons, 
and to support the rights and lives of millions of people in these countries, sectoral sanctions should be eased or 
suspended. In a context of global pandemic, impeding medical efforts in one country heightens the risk for all of 
us." 


"Humanitarian exemptions to sanctions measures should be given broad and practical effect, with prompt, flexible 
authorization for essential medical equipment and supplies," Bachelet said. 


For example, in Iran, where at least 1,800 people have died from COVID-19, human rights reports have repeatedly 
emphasized the impact of sectoral sanctions on access to essential medicines and medical equipment — including 
respirators and protective equipment for health-care workers. 


More than 50 Iranian medics have died since the first cases of the COVID-19 coronavirus were detected five weeks 
ago. The epidemic in Iran is also spreading to neighbouring countries which will strain health services in countries 
such as Afghanistan and Pakistan. 


A variety of sanctions may also impede medical efforts in Cuba, the Democratic People's Republic of Korea, Ven- 
ezuela and Zimbabwe, Bachelet said. "The majority of these states have frail or weak health systems. Progress in 
upholding human rights is essential to improve those systems — but obstacles to the import of vital medical supplies, 
including over-compliance with sanctions by banks, will create long-lasting harm to vulnerable communities. The 
populations in these countries are in no way responsible for the policies being targeted by sanctions, and to varying 
degrees have already been living in a precarious situation for prolonged periods." 


In Venezuela, some hospitals regularly suffer water and electricity cutoffs and lack medicines, equipment, disin - 
fectant and soap. While this situation pre-dates the imposition of sectoral sanctions, easing them could mean more 
resources could be allocated to treating and preventing the epidemic. 
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"It is especially important to protect the health of health-workers themselves, and medical professionals should 
never be punished by the authorities for pointing out deficiencies in the response to the crisis," Bachelet said. 
"Doctors, medics and all those working in health structures are in the front line, protecting us all." 


She called for world leaders to come together. "International cooperation and solidarity are essential at all times, 
to advance human rights; they are also vital to advancing every country's national interests at this time." 


Bachelet also noted that the countries under sanctions should provide transparent information, accept offers of 
necessary humanitarian assistance, and prioritize the needs and rights of vulnerable people. They should also adopt 
measures to guarantee national and international organizations can carry out their humanitarian work unhindered. 


"No country can effectively combat this epidemic on its own. We need to act with solidarity, cooperation and care," 
she said — echoing last week's call by UN Secretary-General Antonio Guterres for "coordinated, decisive, and in- 
novative policy action" to counter the spread of COVID-19. 


Source: https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25744&LangID=E 
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Annex 60: Response to COVID-19 and Humanitarian Operations 


The DPRK’s COVID-19-related closure of its land borders, reduction in maritime shipments, and the 
suspension of air travel since January 2020 contributed to a reduction of DPRK imports (in April 
DPRK banned “non-essential” imports) and supplies of non-sanctioned goods, while illegal channels 
were sealed due to strict quarantine.*! Open source reports have also suggested some food shortages, 
price spikes, some panic buying, decreased availability of medical services, and shortages of many 
basic medical supplies. Member States, as well as humanitarian aid organizations have also reported 
reductions in on-the-ground capacity due to travel restrictions and the prohibition on foreign nation- 
als returning to the DPRK, including humanitarian personnel.‘? Although humanitarian aid remains 
a critical lifeline for a significant portion of population,*? DPRK authorities demonstrated lukewarm 
attitude towards receiving the aid and have rejected several offers by Member States and humanitar- 
ian organizations. This has meant that UN operations and NGOs have been prevented from carrying 
out humanitarian operations. ** 


41 See “Global Humanitarian Response Plan for COVID-19” 


https://www.unocha.org/sites/unocha/files/Global-Humanitarian-Response-Plan-COVID-19.pdf. See also “2020 


DPRK Needs and Priorities” plan Consolidated by OCHA on behalf of the Humanitarian Country Team 
https://reliefweb.int/report/democratic-peoples-republic-korea/dpr-korea-needs-and-priorities-2020-issued- 
april-2020 

* https://www.nknews.org/2020/06/as-expat-community-shrinks-in-north-korea-new-arrivals-are- 


suspended/?t=1600612929359 


43, According to OCHA, there are approximately 10.4 million people in need in the DPRK (approximately 44 
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percent of the population). The 2020 Needs and Priorities plan targets the provision of humanitarian assistance 
to 5.5 million people most in need. OCHA has also assessed that approximately $39.7 million is required to 
fight COVID-19 pandemics (See 2020 DPRK Needs and Priorities” plan Consolidated by OCHA on behalf of 
the Humanitarian Country Team https://reliefweb.int/report/democratic-peoples-republic-korea/dpr-korea- 
needs-and-priorities-2020-issued-april-2020) 

According to information provided by one Member State, travel outside of Pyongyang by embassy and 
humanitarian personnel has also been restricted, further hampering monitoring activities. 





20-10434 


S/2020/840 





Annex 61: COVID-19 impact on humanitarian operations with the DPRK 


In order to assess the impact of COVID-19 on humanitarian organizations operating within the DPRK, the Panel 
surveyed 37 organizations. These included both UN organizations as well as Non-Governmental Organizations that 
applied for exemption requests either directly to the 1718 Committee, or through a Member State or the UN Resi- 
dent Coordinator in the DPRK. Response to the Panel’s inquiry was optional and has no bearing on the exemption 
approval processes. 


The Panel requested made the following inquiries: 


1. 


Please provide detailed information and data on whether your organization experienced delays in shipments 
or reductions in operational capacity due to issues related to quarantine measures in the DPRK and/ or 
(please specify) implementation of UN sanctions. 

To what extent have COVID-19 related delays impacted your humanitarian operations, including monitor- 
ing? 

Do you anticipate further delays or reductions in operations, and if so on what grounds? 

What is your assessment of the impact of the COVID-19 pandemic within the DPRK, and in what way has 
it influenced the overall humanitarian situation? Please include details of the evidence on which your as- 
sessment is based; 

If your operations require humanitarian exemption approvals from the 1718 Committee, has the approval 
process met your needs? What, if anything, could be improved upon in the exemption process, or in the 
implementation of UN sanctions, to better meet your operational needs and objectives? 


Pending further responses, the Panel will include summaries in its Final report. 
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Annex 62: Consolidated list of recommendations 


(Maritime) 
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4 
4 


4 


5 


a 


7 


oo 


1. The Panel reiterates its recommendation that the Committee agree upon a conversion 
rate between tons and barrels for refined petroleum products. * 


a The Panel reiterates its recommendation that Member States report any known 
transfers of refined petroleum products to the Democratic People’s Republic of Korea in full 
conformity with resolution 2397 (2017). 


To the Committee 


3. The Panel recommends the designation of the following vessel for violation of paragraph 
5 of resolution 2397 (2017): 


- New Konk (IMO No. 9036387), formerly Sierra Leone-flagged 


4. The Panel reiterates its recommendation, contained in paragraph 44 of document 
S/2020/151, for the designation of listed vessels in violation of paragraph 5 of resolution 2397 
(2017). Other than the Viet Tin 01 (IMO No. 8508838), which is being detained,“ and the Vifine 
(also known as Tealway FV) IMO No. 9045962), the following vessels listed in paragraph 44 
of document S/2020/151 each continued to deliver refined petroleum to the Democratic 
People’s Republic of Korea during the observed time frame between January and May 2020, 
in further violation of paragraph 5 of resolution 2397 (2017):”” 


-  Bonvoy 3 IMO No. 8978784), flag unknown 

- Diamond 8 IMO No. 9132612), Sierra Leone-flagged 

-  Hokong IMO No. 9006758), formerly Sierra Leone-flagged 

- Kwang Chon 2 (formerly Sen Lin 01) IMO No. 8910378), Democratic People’s Republic 
of Korea-flagged 

- Sin P(h)yong 2 (formerly Tianyou) (IMO No. 8817007), Democratic People’s Republic of 
Korea-flagged 

-  Subblic IMO No. 8126082), formerly Sierra Leone-flagged 

- Unica (IMO No. 8514306), formerly Sierra Leone-flagged 

- Yun Hong 8 (maritime mobile service identity No. 413459380), Chinese-flagged 


To Member States, on best practices with regard to the activities of the Democratic People’s 
Republic of Korea 


On information-sharing among flag States 


5. The Panel recommends that flag registries consider joining the Registry Information- 
Sharing Compact, an industry initiative of Panama, the Marshall Islands and Liberia* that 
formalizes information-sharing to alert flag States to vessels that could pose sanctions-related 
concerns so as to potentially deny the vessels’ applications. 


Two experts are of the view that there is no need to reiterate recommendations that are already under 


the Committee’s agenda. 

As of December 2019. 

Two experts are of the view that there is no need to reiterate recommendations that are already under 
the Committee’s agenda. 

RISC is also joined by St Kitts and Nevis, Comoros, Honduras, Palau and Vanuatu registries as on April 
2020. 
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On promoting transparency 


6. The Panel recalls its recommendation that Member States endeavour to collect 
identifying and contact information for each individual that owns or exerts control over the 
foreign entity to which each vessel belongs, and to share the information, when requested, with 
the Panel in order to facilitate investigations into sanctions evasion networks through the use 
of shell companies as registered owners. 


On automatic identification systems and long-range identification and tracking of ships 


7. The Panel recommends that Member States encourage their shipping industry to follow 
best practice measures already adopted by related sectors, including vessel insurance and 
reinsurance businesses, commodity trading companies, banks and flag registries, that 
investigate signs and reports of automatic identification system and/or long-range 
identification and tracking system transponder manipulation before entering into new 
contracts or when reviewing ongoing business. 


8. The Panel also recommends that Member States encourage port State control, maritime 
and vessel traffic services authorities to promulgate and police the requirement to maintain 
automatic identification system broadcasts by tankers and bulk carriers arriving in and 
leaving their jurisdictions, consistent with the International Convention for the Safety of Life 
at Sea, and to consider investigating the validity of vessels suspected of tampering with their 
identifiers along with their activity to ensure that they are not in violation of sanctions 
resolutions. 


On heightening scrutiny 


9. The Panel reiterates its recommendation that Member States ensure that port and 
relevant authorities engage in higher scrutiny of lighters and floating cranes in view of their 
use in ship-to-ship transfers with Democratic People’s Republic of Korea vessels, including 
verification of the origin and documentation of their cargo, particularly in locations that have 
registered the presence of Democratic People’s Republic of Korea vessels. 


10. The Panel recommends that any Member State receiving coal shipments for delivery or 
trans-shipment take enhanced measures to validate the documentation accompanying those 
shipments. 


11. The Panel recommends that Member States remain vigilant regarding the movement of 
vessels trading in restricted or banned commodities, in particular in waters where illicit ship - 
to-ship transfers have been known to occur. 


(Misuse of embassy properties) 


12. The Panel recommends that Member States be alert to possible efforts by the Democratic 
People’s Republic of Korea diplomatic missions to use their property for extracting illegal 
revenues. 


(Luxury goods) 


13. The Panel reiterates its recommendation that the Committee prepare a more detailed 
list of prohibited luxury goods (where possible, with specific Harmonized System commodity 
codes) for consideration by the Council. 
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(Labour) 


(Finance) 


14. The Panel reiterates its recommendation that Member States encourage their business 
entities and nationals exporting luxury goods to include a contractual provision to prevent 
resale to sanctioned jurisdictions. 


15. The Panel reiterates its recommendation that Member States harmonize their export 
control lists to reflect the list of prohibited luxury goods. 


16. The Panel reiterates its recommendation that Member States and relevant organizations 
encourage shipping and transportation companies to provide thorough systems for checking 
consignees, bearing in mind the risk of trans-shipment. 


17. Member States should continue to exercise vigilance in screening all categories of visa 
applications by nationals of the Democratic People’s Republic of Korea, and to exercise 
vigilance throughout the staying period, in order to prevent the circumvention of the 
requirement to repatriate nationals of the Democratic People’s Republic of Korea earning 
income overseas. 


18. As current legal and administrative frameworks did not enable several Member States 
to implement the obligations pursuant to paragraph 8 of Security Council resolution 2397 
(2017), the Panel recommends that, if considered applicable, Member States should take the 
necessary legal steps, including the amendment of existing legislation or the adoption of new 
legislation, to enable the implementation of these obligations. 


19. Noting that in paragraph 8 of resolution 2397 (2017) the Security Council required 
Member States to submit final reports by March 2020, the Panel reiterates its recommendation 
that Member States submit implementation reports pursuant to the requirement in that 
paragraph and encourages each Member State to include substantive information in its 
implementation report. 


20. The Panel encourages Member States to implement the Financial Action Task Force 
standards, with special attention given to recommendation 15, that to manage and mitigate 
the risks emerging from virtual assets, countries should ensure that virtual asset service 
providers are regulated for anti-money-laundering and counter-terrorist financing purposes, 
and licensed or registered and subject to effective systems for monitoring and ensuring 
compliance with the relevant measures called for in the Financial Action Task Force 
recommendations. 


21. The Panel continues to recommend that Member States work to address opaque 
corporate registration rules and regulations that may afford anonymity to entities of the 
Democratic People’s Republic of Korea. 


(Unintended impact of sanctions) 
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22. The Committee should continue its efforts for the prompt resumption of a stable banking 
channel for humanitarian activities by identifying several options for bank transfers. 


23. The Panel notes the usefulness of biannual briefings by the relevant United Nations 
entities on the unintended impact of sanctions on the civilian population and on their 
operations within the Democratic People’s Republic of Korea and recommends that the 
Committee continue this practice. 
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24. The Panel recommends that the Security Council continue to address issues and 
processes that affect the mitigation of the unintended adverse impacts of sanctions on the 
civilian population of the Democratic People’s Republic of Korea and on humanitarian aid 
operations to benefit the vulnerable population of the Democratic People’s Republic of Korea 
and overcome the consequences of the COVID-19 pandemic. 


25. The Committee should continue to streamline the processes and procedures for applying 
for exemptions under the terms of Implementation Assistance Notice No. 7, as well as updating 
the Implementation Assistance Notice when appropriate. 
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